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Enable encryption to and from the management server

You can encrypt the two-way connection between the management server and the recording server or other
remote servers with the data collector (Event Server, Log Server, LPR Server, and Mobile Server).

If your system contains multiple recording servers or remote servers, you must enable encryption on all of them.
For more information, see 22| AH 2 S 3H(& X&) H 0l X2 31.

Prerequisites:

« Aserver authentication certificate is trusted on the computer that hosts the management server
First, enable encryption on the management server.
Steps:

1. Onthe computer that runs the management server, right-click the Management Server Manager icon in the
notification area and select M tH 2 & &t

The A B & Xt window appears. The options in this window depend on what servers are installed on the
computer.

2. Under Server certificate, turn on encryption and select the certificate to encrypt communication between
the recording server, management server and data collector server.

When you select a certificate, a list appears with unique subject names of certificates installed on the local
computer in the Windows Certificate Store that has a private key.
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Select Details to view Windows Certificate Store information about the selected certificate.

el Milestone Server Configurator [=|o s
Encryption 5
Encryption

Registering servers It is recommended to secure communication with encryption. Learn more

Server certificate
Applies to: management server, recording server, data collector

Encryption: Off a»

Select certificate. v

Apply

3. Click Apply.

To complete the enabling of encryption, the next step is to update the encryption settings on each recording
server and each server with a data collector (Event Server, Log Server, LPR Server, and Mobile Server). For more
information, see Enable server encryption for recording servers or remote servers H 0| X 2| 39.

Enable server encryption for recording servers or remote servers

You can encrypt the two-way connection between the management server and the recording server or other
remote servers with the data collector (Event Server, Log Server, LPR Server, and Mobile Server).

If your system contains multiple recording servers or remote servers, you must enable encryption on all of them.
For more information, see 22l AHU A A 2Y MHMNK 22 L SSHAEZE)HO0IXIL 32and 22l AH 2
Data Collector Server 2t2| &S gH(& 9 &) Hl 0| X 2| 33.

Prerequisites:
« You have enabled encryption on the management server, see & 3t 3t & & 3} (in English) Hl 0l Xl 2| 38
Steps:

1. Oneach computer that runs a recording server or remote server with a data collector, openthe At =&
Xtfrom the Windows startup menu.

The options in this window depend on what servers are installed on the computer.
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2. Inthe M 2 & X, under Server certificate, turn on encryption and select the certificate to encrypt
communication between the recording server, management server and data collector server.

When you select a certificate, a list appears with unique subject names of certificates installed on the local
computer in the Windows Certificate Store that has a private key.

The recording server service user has been given access to the private key. It is required that this
certificate is trusted on all clients.

Select Details to view Windows Certificate Store information about the selected certificate.

{e Milestone Server Configurator |L|i-

Encryption

Encryption

Registering servers It is recommended to secure communication with encryption. Learn more

Server certificate
Applies to: management server, recording server, data collector

Encryption: Off »

Select certificate.. v

3. Click Apply.

When you apply certificates, the recording server will be stopped and restarted. Stopping
the Recording Server service means that you cannot record and view live video while you
are verifying or changing the recording server's basic configuration.

Enable encryption to clients and servers

You can encrypt connections from the recording server to clients and servers that stream data from the recording
server. For more information, see dl2Z 8 MHZ 2 H HIOIEHE 2M6t= SU0/HE} AH dSHAEHE)H
0l Xl 2 35.

Prerequisites:

« The server authentication certificate to be used is trusted on all computers running services that retrieve
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Steps:

3.

data streams from the recording server

XProtect Smart Client and all services that retrieve data streams from the recording server must be
version 2019 R1 or later

Some third-party solutions created using MIP SDK versions earlier than 2019 R1 may need to be updated

On each computer that runs a recording server or remote server with a data collector, openthe M &
A+ from the Windows startup menu.

The options in this window depend on what servers are installed on the computer.

Inthe M B = & X+, under Streaming media certificate, turn on encryption and select the certificate to
encrypt communication between the clients and servers that retrieve data streams from the recording
server,

When you select a certificate, a list appears with unique subject names of certificates installed on the local
computer in the Windows Certificate Store that has a private key.

The recording server service user has been given access to the private key. It is required that this
certificate is trusted on all clients.

Select Details to view Windows Certificate Store information about the selected certificate.

fol Milestone Server Configurator |- [= [

Encryption

Encryption

It is recommended to secure communication with encryption. Learn more

Registering servers

Streaming media certificate
Applies to clients and servers that retrieve data streams from the
recording server

Encryption: Off »

Select certificate. ™

Apply

Click Apply.
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When you apply certificates, the recording server will be stopped and restarted. Stopping
the Recording Server service means that you cannot record and view live video while you
are verifying or changing the recording server's basic configuration.

To verify if the recording server uses encryption, see View encryption status to clients.
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