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Copyright, trademarks, and disclaimer

Copyright © 2021 Milestone Systems A/S

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation. App Store is a service mark of
Apple Inc. Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This text is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed
as constituting any kind of warranty.

Milestone Systems A/S reserves the right to make adjustments without prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any
actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third-party software for which specific terms and conditions may apply. When that
is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt located in your
Milestone system installation folder.
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Introduction

General Description

This document describes the XProtect Access (XPA) integration between Milestone XProtect video management
system (VMS) and the OnGuard access control (AC) system. This integration supports the following standard
XPA features:

Retrieve and refresh configuration from the OnGuard AC system, e.g. doors and event types.
Receive AC event streams and hardware status changes from the OnGuard system.

Display and search cardholder information - both data and images.

Create alarms in XProtect alarm manager based on AC events.

Synchronization of alarm status between XProtect and OnGuard.

Association of access control events to cameras for simultaneous display of events and video.
Association of access control hardware to cameras for simultaneous display of doors and video.
Select and categorize events from the OnGuard system to view and work with events in groups.

Trigger system actions based on AC hardware events. For example: start recording, go to PTZ preset,
display access request...etc., triggered by door forced, access granted, access denied...etc.

Personalized login to support segmented database systems.

AC hardware status display and command interaction on VMS client map user interface.
Create customized access reports based on search queries in XProtect Smart Client.
Smart Client pop-up access request notifications.

AC hardware interaction via XProtect web and mobile clients.

Solution Overview

The solution provided is split in 3 components:

1.

The “ACM Server MIP Plugin” that runs in the XProtect Event Server
(Milestone.ACMServer.MipPlugin.msi)

The “ACM Server” that runs on the OnGuard server (Milestone.,ACMServer.x64.msi)

The "OnGuard ACM Server Plugin” that runs on the OnGuard server (Milestone.ACMServer.OnGuard.msi)

6 | Introduction
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Planning your installation

Choose your installation scenario

There are many different ways to integrate XProtect with the OnGuard Access Control System. This section is a

guide to help you figure out which deployment options you should consider.

Installation Scenario

Single System

Multiple Single Systems

XProtect Federated with
OnGuard Enterprise

Single system - ACM Server and
OnGuard Server on separate
machines

XProtect Clustered with OnGuard
Clustered

7 | Planning your installation

Use case

You have a single XProtect system (one event server per system) and a
single OnGuard system (one OnGuard database per system).

You have multiple single XProtect/OnGuard system pairs. The
customer just wants each pair to behave independently of each other.

You have a federated XProtect system and an OnGuard Enterprise
system that need pairing. The customer needs centralized
configuration and alarms.

There is a need to run the ACM Server on a different machine than the
OnGuard Server.

You have a XProtect clustered environment connecting to an OnGuard
clustered environment.
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Single System Scenario

SINGLE SYSTEM - ACM Server Process and OnGuard Server on the same machine

OnGuard Server Machine

Protect Mgmt Server,

ACM Server Process
Svice OnGuard
ACM Server OpenAccess
Services

OnGuard ACM
Server Plugin

XProtect Event Server Process

ACM Server MIP Plugin

Start/Stop Event Service
Create Plugin Configuration
Copy Plugin Binary Files

ACM Server Wizard

For most systems, this is the recommended installation scenario.

« The ACM Server MIP Plugin is installed on the XProtect Event Server machine.

« The ACM Server and its OnGuard plugin are installed on the SAME machine as the OnGuard
communication server and OpenAccess Services.

Multiple Single Systems

Scaling the default scenario means adding more OnGuard systems and XProtect systems in a 1:1 ratio. The
OnGuard and XProtect systems are independent of each other, keeping the ACM Server process on the
OnGuard machine. The customer is NOT interested in centralized configuration or alarms, his multiple
XProtect/OnGuard systems are independent of each other.

8 | Planning your installation
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MULTIPLE SINGLE SYSTEMS - ACM Server Process and OnGuard Server on the same machine
Multiple Single Sites (Locations)

Single XProtect Site #1 [-==c=ccccccccccccccccccacan Single OnGuard Region #1 |-=ccccccccccaa

Protect Mgmt Server, OnGuard Server Machine

SSL

XProtect Event Server Process ACM Server Process

. HTTP REST API EM
ACM Server MIP Plugin ACM

]
]

]

]

]

'

]

'

ce :
Server OnGuard :
]

; ]

Services .

S ]
Start/Stop Event Service g :
]

'

i ]

]

]

]

]

]

]

]

]

'

OpenAccess

Create Plugin Configuration OnGuard ACM %
Copy Plugin Binary Files Server Plugin
ACM Server Wizard

Single XProtect Site #2 [----ccccccccccccccccccccaa" Single OnGuard Region #2 |====c=cccccc-=

Protect Mgmt Server, OnGuard Server Machine

XProtect Event Server Process ACM Server Process

. HTTP REST API SIVICE
ACM Server MIP Plugin ACM Server OnGuard
IGNALR Events OpenAccess
Services

OnGuard ACM J*d
Server Plugin
ACM Server Wizard

Start/Stop Event Service
Create Plugin Configuration
Copy Plugin Binary Files

Site #1 and Site #2 are independent of each other and are not communicating with each other, or commonly
managed. The same is true for both the XProtect and the OnGuard systems in this scenario.

Milestone XProtect Federation with OnGuard Enterprise

This scenario has multiple uses. It will be common for large scale deployments. This should be the default
scenario when the customer already has an Enterprise deployment of OnGuard and wants to integrate XProtect.
Also, it should be used when the customer wants centralized alarm and configuration management from the
XProtect/OnGuard perspective.

9 | Planning your installation
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= XProtect Federation ecceccccccccs yemmee—- OnGuard Enterprise =========4

XProtect

Master - Site ‘

° ¥ — T.og'in
XProtect E N i Master i OnGuard
Federated Clienti = ! Enterprise Client
g Region #3 ;
é Region #4 g
We DO NOT support one single XProtect Site to connect to multiple OnGuard We DO NOT support
Regions. We do not recommend running more than one XProtect Access multiple XProtect Sites
integration per event server, (whether it be OnGuard or other AC system) for to connect to a single
performance reasons. OnGuard region.

Region ::x

Each green XPA line represents the HTTP/SignalR connection between the Event Server in XProtect and the ACM
server on the OnGuard Server (there are some scenarios where ACM server may not live on the same OnGuard
server, see Distributed deployment options for details).

-

.

ssL X|3A

HTTP REST API

T
5IGNALR Events

XProtect Event Server Process ACM Server Process

ACM Server MIP Plugin ACM Server
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Distributed Deployment Options

Itis possible to have the “integration” ACM server on a different machine than the XProtect server and the
OnGuard server. These scenarios allow OnGuard segmentation of hardware and events to multiple XProtect

sites and OnGuard clustering support.

‘ € LENEL:S2
o|l ¢——> o | 4=HTTPS—p> o

OnGuard Server

XProtect Site ACM Server

WARNING---For design, scaling and performance reasons, we do not support connecting multiple XProtect sites

to the same ACM Server instance.---WARNING

/!

h ‘ *HTTPS’ € LENEL:S2

o

\
(.
I,

o

OnGuard Server

XProtect Site e’H2 ACMServer

o NOT SUPPORTED

Single System with ACM Server

This scenario is used when it is required to run the ACM Server on a different machine than the OnGuard Server.
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SINGLE SYSTEM - ACM Server Process and OnGuard Server on separate machines

OnGuard Server

ACM Server Machine Machine

ACM Server Process
ervice

ACM Server

Protect Mgmt Server Machine

HTTPS API

Start/Stop Event Service Plugin

OnGuard ACM

Create Plugin Configuration| S B

Copy Plugin Binary Files

ACM Server Wizard

Milestone XProtect Clustered with Single Clustered OnGuard

When server clusters are used for redundancy, ACM Server must be removed from both the XProtect and
OnGuard servers. This is the scenario architecture if both XProtect and OnGuard use server clusters:

XProtect Clustered Site/System - ACM Server Processes and OnGuard Clustered Server on separate machines

XProtect Single
- System/Site = eeceec--
Clustered

OnGuard Single
System Clustered

Single System
Recorder #1

K4

cecccccccccccccccccscsssccananna

Management
Server
Cluster
° XPA—P ‘o L &—OpenAccess—Pp| "5 I
AProtect ACM Server OnGuard Cluster OnGuard
Client nGuar

Single System
Recorder #2

o
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Technical Considerations

Version Compatibility

Here is the compatibility matrix between OnGuard and Milestone XProtect.

OnGuard XP2018 R1-R3 = XP2019R1-R3 = XP2020R1-R2 = XP 2020 R3
7.4 S S S T

7.5 S T T S

7.6 S S T T

8.0 S T T T

T: [Tested] Integration is fully tested and supported on these versions

S: [Supported]

U: [Unsupported]

Integration is fully supported on these versions

Integration may or may not exist but is not supported/maintained on these versions

OnGuard Version Support

Version Minimum update / patch level = Support statement

OnGuard7.4 = 7.4.457.0 and up These versions are fully supported
OnGuard 7.5 = 7.5.375.0 and up These versions are fully supported
OnGuard 7.6 | 7.6.382.0 and up These versions are fully supported
OnGuard 8.0 | 8.0.458.0 and up These versions are fully supported

13 | Technical Considerations
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Recommended OnGuard Versions

The following OnGuard versions have been tested to provide the best performance. These versions contain all
documented hotfixes.

Version Minimum update / patch level | Support statement

OnGuard 7.4 7.4.457.626 and up Contact Carrier partner support for download
OnGuard 7.5 7.5.375.477 and up Contact Carrier partner support for download
OnGuard 7.6 7.6.382.271 and up Available through partner center downloads
OnGuard 8.0 8.0.458.29 and up Available through partner center downloads

XProtect Version Support

Here is the XProtect version compatibility matrix between Milestone Yearly Release Versions and Milestone
XProtect VMS Product Versions.

XProtect XProtect XProtect XProtect XProtect XProtect XProtect
Version Essential+ Express* Express+ Pro+ Expert Corporate
XProtect
u S S S S S
2018 R1-R3
XProtect
u S S S S S
2019 R1-R3
XProtect
u S S S S S
2020 R1-R3
S: [Supported] XProtect is fully tested and supported in these versions
U: [Unsupported] XProtect is not supported in these versions
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*Free XProtect Editions: Go, Essential and Essential+ are NOT supported.

Hardware Support

The following OnGuard panels have been tested and are known to be supported. More hardware models are
compatible. Only the specific models listed below are known to be supported by Milestone Technical Support.

Panel Model = Description

LNL-500 Intelligent System Controller
LNL-1100 Input Control Module

LNL-1200 Output Control Module

LNL-1300 Single Reader Interface Module
LNL-1320 Dual Reader Interface Module
LNL-2210 Intelligent Single Door Controller
LNL-2220 Intelligent Dual Reader Controller
LNL-3300 Intelligent System Controller
LNL-4420 Advanced Dual Reader Controller

Scalability

This section details the size of the test system at the Lenel certification labs and lists the performance that can
be expected.

The software interface between the Milestone and OnGuard has been optimized for throughput of events and
system status messages. However, server components and computer hardware resources can still limit total
throughput.
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Type of Device

Panel

Door

Reader

I0 Module

Input

Output

Card Holders

Eventing

OpenAccess

OpenAccess - Peak

Count

1925

1024

1028

14

2074

2055

400,000

Events/sec

100

300+

Secure Communications

End-to-end encryption, also known as secure communication, is compatible with all versions of the OnGuard

XProtect Access integration.

You can encrypt two-way connection between the management server and any remote server (i.e., event server,
recording server...etc.) in the XProtect System. You can encrypt two-way connection between a recording server
and all clients, servers, and integrations that retrieve data streams from a recording server. You can encrypt
two-way connection between mobile servers and all clients, servers and integrations that retrieve data streams.
For more information, see the XProtect Certificates Guide.

All versions of the OnGuard XProtect Access integration support XProtect systems configured for secure

communication.

16 | Technical Considerations
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FIPS-140-2 Compatibility

Here is the FIPS-140-2 compatibility matrix between Lenel OnGuard XProtect Access Integration and Milestone
XProtect. This integration is compatible with operating systems that are running in FIPS mode, it is fully tested
and supported in these environments. This integration is not officially FIPS-140-2 compliant. However, XProtect
and OnGuard are individually both FIPS-140-2 compliant.

OnGuard XProtect Access Integration XP 2018 R1- XP 2019 R1- XP 2020 R1- XP 2020
Version R3 R3 R2 R3

3.5 and below u u u U

3.6 and above U u u S

S: [Supported] FIPS-140-2 is fully tested and supported on these versions

U: [Unsupported] FIPS-140-2 is not supported on these versions

17 | Technical Considerations
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Prerequisites

Time Synchronization

All servers (i.e. the OnGuard and Milestone machines) must be time-synchronized to within a couple of minutes
of one another. See Kerberos V5 time skew recommendations here.

.NET Framework for OnGuard

.NET Framework 4.7.2 must be installed on the OnGuard server machine (NDP472-KB4054530-x86-x64-AllOS-
ENU.exe). This is mostly for older OS editions; anything above Windows 10 April 2018 Update and Windows
Server version 1803 will have it already installed as part of the OS. Milestone recommends that you use
Microsoft Windows Server Editions of the OS.

Milestone XProtect License

The customer must have Milestone XProtect Access enabled (1) and the appropriate number of doors (2) in their
XProtect SLC. See the management client license screen for more details.

& Milestone XProtect Management Client 2020 R3

18 | Prerequisites
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Event Server DNS Name Resolution

The server hosting the Milestone XProtect Event Server must have network name resolution. It must resolve the
computer name of the OnGuard Server. The OnGuard Server must also resolve the Milestone Event Server.

Smart Client Profiles

If you customize or add Smart Client Profiles, you need to include the following setting.
« Access Control > Show access request notifications = Yes

This is the default setting for all Smart Client Profiles. All Smart Client Profiles in use need to have this setting
configured properly if system users need to view or interact with Access Control notifications.

OnGuard License Options — PLEASE CONSULT CARRIER FOR
LICENSING

To enable the integration to work the following license options must be enabled in the OnGuard license:

Type of Connection = OnGuard License Options Needed

OpenAccess Integration (ITM-MLST-001) enabled with an expiration date
OpenAccess
Partner Integration (IPC-311-MLST01) enabled with an expiration date

WARNING---For XProtect Access version 3.5 and up, the only supported connection mode is OpenAccess. The
OnGuard license must have the OpenAccess license options for the integration to function. If you are upgrading
to version 4.0 please refer to Milestone Knowledge Base article 30105.---WARNING

Required OnGuard Services

The following Windows services must be running on the OnGuard machine:

OnGuard Windows o
. Description
Service Name
LS Event Context Required to send events from the OnGuard system

19 | Prerequisites
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Provider
LS Message Broker Required to receive real-time data from the OnGuard system

Required to interface the OnGuard system web service-based API OpenAccess
LS OpenAccess .
(REST/JSON web service)
LS Web Event Bridge Required to receive events from the OnGuard system

Required to interface the OnGuard system web-service-based events with
OpenAccess (SignalR)

LS Web Service

Generate Software Events

Under Administration, System Options:

General System Options  General Asset Options  Video Options  ILS ~ Clent Update  Hardware Seftings  Anti-Passback  Biometrics  User Commar| * | *

Log on authodzation waming FIPS mode

Hae w Text [[] Enabie FIPS-mode controler encryption

DataCondul T service Configuration Download Service host

[ Generate scftware everts ~ Browse._.
DataBxchange server host Message Broker Senvice host

[ ~ Browse... ‘ 1P-DADOTEIF 3 | Browse. .
Monitorng [ Openccess host

3 3 Nueber of days to save queved events |IP-0A00183F | Erowss...
4] Speciy monitor 2one assignments [ Generate software events
Linkage Server host Defaut Badge Printing Service host

[cuEnT? 2 v| | Bowse.. J S
0K Cancel Hek.. Close

1. For OnGuard versions greater than or equal to 7.4 using OpenAccess, check the OpenAccess Host and
Generate Software Events checkbox.

2. Setthe Linkage Server Host to the OnGuard server's machine name.

3. Setthe Message Broker Service Host to the OnGuard server's machine name.
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Create Single Sign-On (SSO) Directory

These instructions are not meant to replace the knowledge of a trained Lenel system administrator. They are
here to enable the basic setup of an authentication directory and SSO user, so that the integration can connect
to the OnGuard system.

For an OnGuard Enterprise system, you can only create directories on the master. server.
Using the OnGuard System Administration app, go to the Administration menu and select Directories.
idministmion Access Control  Menit

Cardholders...

Visits...

Reports...

Card Formats...

Badge Types...
I Directories‘..l\
—I Users...
Windows Local Account Domain User Account
For Windows Local Account support, the single For Domain User Account support, the single sign-on
sign-on account MUST be a “Windows Local account MUST “Allow manual single sign-on” as shown
Account”. below.
Drectones
Hame” Type General  Auhertication  Advanced
Directories afcustdecs  Microsclt Active Directory -
r = custdev us
Name Type General  Authentication Tyoe:
ﬂAdministr.N ‘Windows Local Accounts Moo
chstdev.us Microsoft Active Directory Name )
Administrator .Jomm
[ —— Browse
TYP’: [Juse 5L
: .
Hostname:
Co- St rade

Enable single sign-on

WARNING---If you are creating a Directory of a type other than “Windows Local Accounts” (e.g. LDAP, Active
Directory), ensure that the SSO user is a member of the Local Administrators group.---WARNING
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Create Single Sign-On (SSO) User

These instructions are not meant to replace the knowledge of a trained Lenel system administrator. They are
here to enable the basic setup of an authentication directory and SSO user so that the integration can connect to
the OnGuard system.

Go to the Administration menu and select Users...

Administrati Access Control  Manit
Cardholders...

Visits...

Assets...

Reports...

Card Formats...

Badge Types...

Directories...

Users... l\_

Add a new user, or modify a user from the list of internal system users.

Users  Search System Pemission Groups = Cardholder Permission Groups ~ Monitor Pemission Groups ~ Report Permission Groups  Field/Page Pemission Groups

Name System Cardholder Monitor Report Field/Page ID I | SegmentAccess Area Access Manager Levels  Montor Zone Assgnment
B Beckett, Xtian (All Permissions) (All Permissions) (Al i (Al (Al e X DieckoryjAcoouis g tseal oo eaieson Grops
& Kruger, Scott System Admin Cardholder Admin Monitor Admin  <Full Access>  View/Edit All Fields 78 name
2 System Account, System Account (Al Permissions) (All Permissions) (] issit (Al issi (Al issi 1S System Account
&8 User, Segment1 System Admin Cardholder Admin Monitor Admin  <Full Access>  View/Edit All Fields 5 S Lestname:
8B User, Segment2 System Admin Cardholder Admin Monitor Admin  <Full Access>  View/Edit All Fields 6 Sl |SystemAccount
Notes:
Created Last changed
[sr77202090843 M| [sr17720201:17:28Pm
Last Successful Login
2/17/2021 2:56:06 PM UL 1981 user
Access to this system is disabled
Automatically created user
< >

[ Hide users whose access to this system is disabled
[[] Hide users that have been automatically created

Add Modify Delete Help... 1 of 5 selected Close

On the General tab “Access to this system is disabled” should NOT be selected.
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First name:

(e |
Last name:

[Ertare |
Naotes:

Created: Last changed:
oamnoma | |
Last Successful Logn:

[JUL 1981 user

[[] Access to this system is disabled

LOomaucaly creaied user

On the Directory Accounts tab click “Link” to associate the user to the directory user (or local account user) from
the directory created above.

General  Deectory Accounts  intemal Account  Permission Groups

Mame User Name  Directory

[

In the Select Account dialog select the directory from the Directory list. Click Search and select a user in
Accounts then click OK.
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Select Account b
Diectory:

IP-0400183F v
Fiedd: Condiion: Walue:

e — | ——

Search
Accounts:

Name Uszes Hame

€ Adminisirator Adrministrstor
g Defaultd, ek il

€7 Guest Guest

€ Leneltdmin Lenebdmin

L EnGad  LOG l

sk sabd

€ WDAGLiltyccount WDAGUIILN

=]

Once selected, the OnGuard user account is linked to the corresponding Directory account.

General Directory Accourts Intemal Account
Name User Name  Directory
@ Lynn L.En'Gard_ LOG 1P-0AD0183F i
Link Unlink

On the Internal Account tab, make sure that the “User has internal account” option is selected. Next, enter the
account credentials.
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General Directory Accounts Intemal Account

[ User has intemal account

Confim password:
|............1 |

On the Permission Groups tab assign the following permission groups:
« System = System Admin
« Cardholder = Cardholder Admin
« Monitor = Monitor Admin
« Reports = Full Access

« Field/page = View/Edit All Fields

General  Diectory Accounts  Intemal Account  Permission Groups

System

System Admin v
Cardholder:

Monitor:

Monitor Admin £
Reports:

<Full Access> v
Feld/page:

View/Ed All Fields v
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Installation

Install Package Components

The installation package consists of three independent installers:
1. Milestone.ACMServer.x64.msi: Installer for the ACM Server
« Installed on the OnGuard server machine, or its own machine.
2. Milestone.ACMServer.OnGuard.msi: Installer for the OnGuard ACM Server plugin

« Installed on the OnGuard server machine, after the ACM Server. On its own machine (i.e. the
same machine as ACM Server) after the ACM Server.

3. Milestone.ACMServer.MipPlugin.msi: Installer for the XProtect Event Server ACM MIP Plugin

« Installed on the XProtect Machine that hosts the Event Server Windows service.

SINGLE SYSTEM - ACM Server Process and OnGuard Server on the same machine

Protect Mgmt Server, OnGuard Server Machine

XProtect Event Server Process ACM Server Process

OnGuard
IGNALR Events OpenAccess

ACM Server MIP Plugin

Services

Start/Stop Event Service
Create Plugin Configuration
Copy Plugin Binary Files

MUST BE

VERSION

OR

SINGLE SYSTEM - ACM Server Process and OnGuard Server on separate machines

OnGuard Server

ACM Server Machine Machine

XProtect Mgmt Server Machine

OnGuard
OpenAccess
Services
OpenAccess
HTTPS API

Start/Stop Event Service ] Plugin

. . . OnGuard ACM
Create Plugin Configuration -
T Server Plugin

Copy Plugin Binary Files -

MUST BE
VERSION

26 | Installation



User manual | XProtect Access OnGuard User Guide

Itis required that the exact same versions of the OnGuard ACM integration software components are installed
on both the XProtect and OnGuard machines.

ACM Server Installation

Double-click the Milestone. ACMServer.msi file to begin:

18 Milestone ACM Server Setup - ke
Setup Wizard

The Setup Wizard will install Milestone ACM Server
on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

gack|[hea ] [ concel |

By default, the ACM server runs as LocalSystem. If required by Group Policy, choose a specific account.

Enter the credentials for the ACM Server to run as s ven plusieers

EdRun a5 LocalSystem

Domain: [ustT-rum-01
User Hame: |

Password: [

Confirm Fassword: |

seoc |[Hed ] | cancel

Optionally, click Back to change installation location and move to step 4. Or click “Install” and move to step 5.

75 Milestone ACM Server Setup - b s

Click Install to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard.

pock [ Dinsal ] | Concal |
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Define the installation location at this step. You will return to step 3.

49 Milestone ACM Server Setup

Install Milestone ACM Server to:

[c:\Program Files\Milestone ACM Server\

change...|

Back |[_Nex | | cancel

Install progress...

42 Milestone ACM Server Setup

Please wait while the Setup Wizard installs Milestone ACM Server.

Click the Finish button to exit the Setup Wizard.

Back | Fmish | | cancel
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OnGuard Plugin Installation

Double-click the Milestone. ACMServer.OnGuard.msi file to begin:

ﬂ Milestone ACM Server: OnGuard Plugin Setup - ®

PIugp\Wm'd d

Gu

The Setup Wizard will install Milestone ACM
Server: OnGuard Flugin on your computer. Click
Next to continue or Cancel to ext the Setup
Wizard.

gack  [hee | [ concel |

The OnGuard plugin automatically detects the presence of both the OnGuard server and the pre-installed ACM
Server. If either is missing it will refuse to install.

There are no configurable options in this installer. When ready, press install.

45 Milestone ACM Server: OnGuard Plugin Setup

Click Install to begin the installation. Click Back to review or change any of
your installation settings. Click Cancel to exit the wizard,

pack [ el ] | cancel |

Install progress...

18 Milestone ACM Server: OnGuard Plugin Setup

Please wait while the Setup Wizard installs Milestone ACM Server: OnGuard
Plugin.

Status: Starting services
1
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You have successfully installed the Milestone ACM Server OnGuard Plugin

8 Milestone ACM Server: OnGuard Plugin Setup - ®

OnGuard Plugn p

Click the Finish button to exit the Setup Wizard,

Back Cancel

XProtect ACM MIP Plugin

Place the Milestone. ACMServer.MipPlugin.msi file on the server where the XProtect Event Server is installed (in
a typical deployment, this is the XProtect Management Server), and double-click to begin.

#3 Milestone ACM Server: MIP Plugin Setup

Setup Wizari

MIP Plugin

The Setup Wizard will install Miestone ACM Server: MIP
Plugin on your computer. Chick Next to continue or Cancel to
exit the Setup Wizard.

S

The installer checks if the XProtect Event Server is installed on the machine, it will refuse to continue if it is not
found. Unless otherwise required, itis recommended to leave the default install location as displayed below,
and click next.

30 | Installation



User manual | XProtect Access OnGuard User Guide

48 Milestone ACM Server: MIP Plugin Setup -

Install Milestone ACM Server: MIP Plugin to:

F:Wmﬂs%ﬁs‘mmmmm‘l

If ready to install click "Install”

43 Milestone ACM Server: MIP Plugin Setup - *

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Installation progress...
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5 Milestone ACM Server: MIP Plugin Setup

Please wait while the Setup Wizard installs Milestone ACM Server: MIP Plugin.

Status: Remaving files

o en

You have successfully installed the ACM MIP Plugin for ACM Server

3 Milestone ACM Server: MIP Plugin Setup

MIP Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard,

L T

MIP Plugin Upgrades

All components are updated with every new OnGuard ACM release. Always upgrade both the ACM Server and
OnGuard ACM plugin on the OnGuard machine before upgrading the MIP Plugin on the XProtect Event Server.

The process for upgrading is the same as for a first time install:
1. ACM Sever (OnGuard - Milestone. ACMServer.x64.msi)

2. OnGuard ACM Plugin (OnGuard - Milestone. ACMServer.OnGuard.msi)

3. MIP Plugin (XProtect - Milestone. ACMServer.MipPlugin.msi)
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4. Management Client Configuration (XProtect)

Automatic MIP Plugin upgrades of configured and installed instances in the Management Client are supported
for all versions of the OnGuard ACM integration. Simply run the MIP Plugin installer; it will upgrade any installed
ACM Servers.

After running the MIP Plugin installer, for each ACM instance in the Management Client. Set the “Connection
Profile” property to the name of the ACM Server machine. Press Save to save the configuration change. Click
Refresh Configuration to update the configuration.

© Milestone XProtect Management Client 2019 R2 - ] x

File Edit View Action Tools Help

[Access Control » 3 ||Access Control Information L
= -a Access Control
kg General settings
Enable: ]
Name: log
Description

ED View Groups
f2 Smart Client Profiles
Q Management Client Profile

Integration plug-Te
Matrix Lasteaghiguration refresh” 21320198004
= [ Rules and Events ——————————
[E) Rules
&) Time Profiles Opesator login required: ]

= Natification Profiles Connection Profile EHA-XPROTECT-A custdev.us
Q User-defined Events Database - Host:
¥ Analytics Events Database - Instance:

% Generic Events

o Security Database - Name: AccessControl
1 ?«_ Roles Database - User sa
& Basic Users Database - Password:.  sssssssss
= @) System Dashboard Database - Integrated Security: [_]
] Current Tasks Access Type: Opent -
@ System Monior Openticesss - Host 192.168.109.31
5+ System Monitor Threshold Opentiocess - Port —

Upgrading to 4.0 from DataCondulT

XProtect Access integrations using versions 3.5 and 3.6 with Open Access connection mode, may upgrade
directly to 4.0. Any XProtect Access integration currently using the DataCondulT connection mode cannot
upgrade directly to version 4.0. DataCondulT is only compatible with XProtect Access version 3.4 or earlier. All
systems running XProtect Access versions 3.4 or earlier and DataCondulT need to perform the following
procedure to upgrade.

Obtain the OpenAccess License. Contact CARRIER to enable the OpenAccess Integration license (ITM-MLST-001)
and the Partner Integration license (IPC-311-MLSTO01). Once you have the OpenAccess license, go to the License
Administration application on the OnGuard server. Go to Start > All Programs > OnGuard (X.X), select License
Administration and then login. On the left side of the web interface select "Install new license." Upload the new
license file to enable the OpenAccess features.

Verify that OpenAccess is configured in OnGuard. Go to Start > All Programs > OnGuard (X.X), select System

Administration. In the System Administration client, go to the Administration menu and select System Options.
Identify the host(s) running the Message Broker Service and OpenAccess services:
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General System Options  General Asset Options \ideo Options ILS  Client Update Hardware Seftings Anti-Passback Biometrics User Commar| * | * |
Log on authorization waming FIPS mode
None ~ Teat... Enable FIPS-mode controller encryption
DataCondulT service Configuration Download Service host
Generate software events Browse...
DataExchange server host Message Broker Service host
Browse. IP-DAD0183F Browse...
Moriorhg_ OpenAccess host )
3 2] Number of daps to save quaued events IP-0ADO183F Browse. .
Specfy monitor zone assignments Generate software events
CLIENT1 Browse Browse
| Modfy | Hep.. | | Close

On the host(s) Confirm that the following services are all running:

OnGuard Service Name

LS Message Broker

LS OpenAccess

LS Web Service

LS Event Context
Provider

LS Web Event Bridge

34 | Installation

Known Good Service Locations

On the host identified above

On the host identified above

By default LS Web Service runs on the same host as the LS OpenAccess service.

Must run on the same host as the LS OpenAccess service

By default LS Web Event Bridge runs on the same host as the LS OpenAccess
service.



User manual | XProtect Access OnGuard User Guide

Verify prerequisites are installed to support the 3.6 version of the OnGuard XProtect Access Plugin. Each
downloadable .ZIP file available at download.milestonesys.com/lenelacm/ contains a Prerequisites folder
containing any required installation programs.

Upgrade your OnGuard XProtect Access Plugin to Version 3.6. Always upgrade the ACM Server and the
OnGuard ACM plugin on the OnGuard machine before upgrading the XProtect Event Server ACM MIP plugin. On
the OnGuard Server, first install the Milestone ACM Server, second install the Milestone ACM Server: OnGuard
Plugin. Lastly, move to the XProtect Event Server and install the XProtect Event Server ACM MIP Plugin. Here is
the order of installation for all three software components of the plugin:

1 15—' Milestone. ACMServer.x64.msi
2 15] Milestone.ACMServer.OnGuard.msi
3 jE‘;J Milestone. ACMServer.MipPlugin.msi

Refresh the configuration on the OnGuard XPA instance in the Management Client. Now, the active OnGuard
XPA instance is configured to use OpenAccess connection mode, and is running on version 3.6. An upgrade
directly to version 4.0 is supported.

Verify prerequisites are installed to support version 4.0. On the OnGuard Server first install the Milestone ACM
Server, second install the Milestone ACM Server: OnGuard Plugin. Next move to the XProtect Event Server, and
lastly, install the XProtect Event Server ACM MIP Plugin. Refresh the configuration on the OnGuard XPA instance
in the Management Client.

MIP Plugin Downgrades

Here is the process required to uninstall the 4.0 version of the plugin. Open the Milestone ACM Server Wizard on
the XProtect Event Server and remove the 4.0 version of the XProtect Event Server ACM MIP plugin. Remove the
checkbox and complete the ACM wizard to uninstall.

@ ACM Server Configuration Wizard (4.0.20323.1365) X
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.
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Verify the C:\Program Files\Milestone\MIPPlugins\OnGuardAcmServer folder has been deleted from the Event
Server host. If it has not been deleted, manually delete this folder and contents.

1+ = | OnGuardAcmServer
Home Share View
€« v P [C:\Program Files\Milestone\MIPPlugins\OnGuardAcmServer|
Mame - Date
o Quick access ) )
I Desktop . U acplugin.def 4f
) % eryptodil 1113
(e Documents £ 5 \ficrosoft.AspNet. SignalR. Client.dil ey
& Downloads  # [ Microsoft Win32.Primitives.dil 572
& Pictures # 4] Milestone.ACMServer.Client.dll 1
B This pC _, Mono.Cecil.dll 8/2
. %] Meno.Cecil.Mdb.dil
3 30 Objects %) Mono.Cecil Pdb.d g
I Desktop [ Mone.Cecil.Rocks.dll 8724
| Documents 14 netstandard.dll
& Downloads (%] Newtonsoft.Json.dll
b Music 1 NLog.dil
= Pictures +| System.AppContext.dil
a Videos J System.CoIIect.ians.CDncunrent.dll
(% System.Collections.dll
) Ul % System.Collections.NenGeneric.dll 2
£ Network _-:', System.Collections.Specialized.dil
B tsclient (%] System.ComponentModel.dll
L -:', System.ComponentModel EventBasedAs...
1 System.ComponentModel.Primitives.dil
% System.ComponentModel. TypeConverte...
126 itemns

On the OnGuard server, go to Control Panel and select Programs and Features to uninstall first the Milestone
ACM Server: OnGuard Plugin, and second, the Milestone ACM Server.
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[ Programs and Features - [m] >
Lo v 4 B » Control Panel » All Control Panel items » Programs and Features v O Search Programs and Features 0
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
9 Turn Windows features on or
off Organize *  Uninstall Repair = - 9
MName - Publisher Installed On  Size Version o
ﬁ]Mlcrosoﬂ Vigual C+ = 2013 Redistributable (xB6) - 12.0... Microscft Conporation 12/15/2020 17T1ME  12.0.20501.0
5 Microsoft Visual C++ 2013 Redistributable (x86) - 12.0... Microsoft Corporation 12/15/2020 1TIMB  12.0.40660.0
1 Microseft Visual C++ 2017 Redistributable (x64) - 14.1.. Micreseft Corporation 12/15/2020 23.2ME  14.14.264294
HMlcroscfﬂ Visual C++ 2017 Redistributable (x86) - 14.1... Microsoft Corporation 12/15/2020 DAME 1414264204
4 Microsoft Visual Studio Tools for Applications 2017 Mi: ft Corperati 12/15/2020 19.1MB 15027520
o Micresoft VSS Writer for SQL Server 2019 Microsoft Corporation 12/15/2020 1.78MB  15.0.2000.5
4 Milestonie ACM Server Milestone Systems Inc. 12/15/2020 325MB  4.0.20323.1366
@ Milestone ACM Server: OnGuard Plugin Milestone Systems Inc. 12/15/2020 9.67TME  4.0.20323.1366
[¥]OnGuard 7.6 UTC Fire & Security Americas C..  12/15/2020 300GB 7.6.38252
5 OnGuard Access Manager UTC Fire & Security Americas C...  12/15/2020 9B81ME  2.2.38.0
IEJOHGucrd Console UTC Fire & Security Americas C...  12/15/2020 1W4AME 112320
5/ OnGuard Credentials UTC Fire & Security Americas C...  12/15/2020 931ME  2.1.650
jBJ OnGuard Monitor UTC Fire & Security Americas ... 12/15/2020 19.1MB 121850
15/ OnGuard Surveillance UTC Fire & Security Americas C...  12/15/2020 1M4AME 1.1.60.0
jB]OnGuard Users UTC Fire & Security Americas C...  12/15/2020 10.0ME 11410
158 onGuard Visitor UTC Fire & Security Americas C..  12/15/2020 10.5ME  1.1.61.0
kb RabbithQ Server 3.7.17 Pivotal Software, Inc. 12/13/2020 46ME 3737
W SAP Crystal Reports runtime engine for MET Framew... SAP 12/15/2020 216MEB  13.0.16.1954
[ ScanShell 800R Card Scanning Selutions 12/15/2020 189MB 136 o
Milestone Systems Inc. Product version:  4.0.20323.1366 Support link:  httpe//www.milestone...Size:  32.5 MB
’ Help link: mailto://supp mil... Update inf; ion:  mailto://supp: mil...

WARNING---When uninstalling the ACM Server application on the OnGuard Server - DO NOT run the installation
wizard and choose the "Remove" Option. Doing this will put the system into an inoperable state. Always use the
Programs and Features menu in Windows. ---WARNING

Re-install the 3.6 or 3.5 versions of the plugin, IN REVERSE ORDER. On the OnGuard Server, first install the
Milestone ACM Server, and second the Milestone ACM Server: OnGuard Plugin. Then move to the XProtect Event
Server and install the XProtect Event Server ACM MIP plugin. Restart the Event Server service and run the ACM
Wizard on Event Server to add the 3.6 or 3.5 profile.

Open the XProtect Management Client, go to the OnGuard XPA instance and modify any field in the General
Settings menu. It is recommended to modify the Description field if no changes are necessary. Save the settings
to refresh the connection properties. Refresh Configuration within Management Client to finalize the downgrade
procedure.
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XProtect ACM MIP Plugin Configuration

ACM Server Wizard

Once all three software programs have been installed (see Installation section), it is time to configure and install
the ACM MIP Plugin. There is a wizard used to connect and configure the XProtect ACM MIP Plugin package.

Go to the start menu on the XProtect Event Server host, open the Milestone ACM Server Wizard folder and select
the Milestone ACM Server Wizard application.

. Milestone ACM Server Wizard

’ Milestone ACM Server Wizard

Search
Server Manager

Settings

Windows Accessories

Windows Administrative Tools

=)

Installing an ACM Server

Once you start the wizard application you will see the following:
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© ACM Server Configuration Wizard (4.0.20323.1365) X

Welcome

This wizard will allow you to configure connections to
the ACM Servers:

- It will allow you to add/remove a connection to an existing ACM
Server

- It will allow you to configure an existing connection to an ACM
Server

Click next to provide the IP address / host name of the OnGuard server on which the ACM Server software was
installed. If you used an integration server as described in Distributed deployment options, use the IP Address or
host name of the integration server instead.

© ACM Server Configuration Wizard (4.0.20323.1365) X
Add an ACM Server

Please enter the address of an ACM Server you wish to connect to:

ACM Server Address: IP-0A001 83F{
ACM Server Port: 8443

V' Use SSL
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After you enter the IP address or host name and click next, the wizard validates the connection to the ACM
Server. The green checkmark confirms a successful connection. However, a red x means it failed to connect to
the provided address. The wizard will not allow you to proceed without a valid connection.

Valid Connection Failed Connection

@ ACM Server Configuration Wizard (4.0.20323,1365) X @ ACM Server Configuration Wizard (4.0.21013.169) X

Configure ACM Server(s) Add an ACM Server
Please select the desired plugin under each ACM Server below Please enter the address of an ACM Server you wish to connect to:

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall ACM Server Addi |P-0ADOXX183F
- highlighted in red are unreachable. Their plugins cannct be modif -
ACM Server Port: 8443

¥ UsessL

Note that the most common causes of the wizard not being able to connect to the provided server is that 1)
Server hostname/address information is incorrect, or 2) the ACM Server is running with insufficient privileges.

Once the connection is made a checkbox will appear under the server name. It represents the ACM server
plugin installed at that address.

40 | XProtect ACM MIP Plugin Configuration



User manual | XProtect Access OnGuard User Guide

& ACM Server Configuration Wizard (4.0.21013.169) X
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

IP-0A00183F |

10.04.188

Check the box and press next to install a MIP plugin on the XProtect Event Server host. The next step will confirm
the installation. Click finish to complete the installation.

© ACM Server Configuration Wizard (4.0.20323.1365) X

What is going to happen
The following actions will be performed:

Plugins to be installed:

IP-0A00183F (10.0.24.63)
Install Lenel OnGuard-OnGuardAcmServer-1P-0A00183F

Plugins to be uninstalled:

Finish
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Once the installation is complete, the wizard will display a green checkmark.

@ ACM Server Configuration Wizard (4.0.20323.1365) X

Operations complete
Operations complete

Plugins installed:

IP-0A00183F (10.0.24.63)
Install Lenel OnGuard-OnGuardAcmServer-IP-0A00183F

Plugins uninstalled:

You have successfully installed the ACM Server: XProtect MIP ACM Plugin.
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XProtect Management Client Configuration

XPA Instance Creation Wizard

After the MIP ACM Plugin is installed and configured on the XProtect Event Server, the Access Control instance
can be created in the XProtect Management Client. Right-click on the Access Control Root Node and select
Create new... to begin the wizard.

& Milestone XProtect Management Client 2020 R2
File Edit View Action Tools Help

HY 0ea

Site Navigation v 1 X |JAccess Control -2
=@ IP-0A0004BD - (20.23) : Create new...
=H{1] Basics
(& License Information & Refresh F5
Site Information

=2y Remote Connect Services

{2y Axis One-click Camera Connection
=] E:l Servers

ﬂ? Recording Servers

%) Failover Servers

@ Mobile Servers

Enter a name for the instance and select the Integration plug-in. Note that you will find a plugin named Lenel
OnGuard-OnGuardAcmServer.
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Create Access Control System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: XPA OnGuard MIT
Integration plug-in: -

Lenel OnGuard-CnGuardAcmServer

After naming and selecting the plugin there are a set of required credentials, parameters, and options to
complete. These are required to define the connection to the OnGuard server. All the properties used for all
versions of OnGuard are shown in the Management Client wizard.

Create Access Contrel System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: 40

Integration plug-in:  Lenel OnGuard-OnGuardAcmServer i

Connection Profile:

OpenAccess - Host:

OpenAccess - Port: 8080
OpenAccess - User:

OpenAccess - Password:

OpenAccess - Directory:

Options — Disable Commands:
Options - States polling interval (seconds): 900
Options - [Legacy] OnGuard SQL Server hostname:
Options - Enable performance metrics (diagnostics): O

Fields required to establish the connection are listed below.
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Empty Field Names Required Values

Connection Profile Host name of OnGuard Server
OpenAccess - Host IP address of OnGuard Server
OpenAccess - User SSO user created to login into ACM Server

OpenAccess - Password = Password for SSO user

OpenAccess - Directory Directory for SSO user. Can be blank for local users.

After the connection is created, the wizard will import data from the OnGuard server. This includes Doors, Units,
Servers, Events, Commands, and States. Click Next.

Create Access Control System Integration n

Connecting to the access control system...

Collecting configuration data...
I —

Configuration successfully received from access control system.

Added:
Doors  (1025)
Units  (7070)
Servers (1)
Events (1938)
Commands (13)
States (48)

4 4 4 4 4«

Previous ” Next H Cancel ]

On the following page you can associate doors with cameras. This is done by selecting a camera and dragging it
to one of the imported doors. Click Next after association of doors and cameras. The configuration will be saved,
and the wizard is complete.
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Create Access Control System Integration n

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Doors: Cameras:
All doors ¥ “ U 1p-0a000450
b I Ops
Name Enabled Lic: I 12 Security
4 ) zzMaintenance
Door for 10001D2-1320-2-0 Per =B Board Room
Deor for 10001D2-1320-2-1 Per B East Entrance
. East Lobby
Access point: 10001D2-1320-2-1 ——
East Lobby

Drop camera here to associate it with the access p

Door for 1000-1D1-1320-0-0 Per
Door for 1000-1D1-1320-0-1 Per
Door for 2000 1D0-1320-8-0 Per
Door for 2000 1D0-1320-8-1 Per
Door for 2000 ID0-Series-1-1300-0-0

I
&

< >

| Previous || Next || Cancel |

XPA Instance Status & Properties

Go to the Access Control menu in the directory tree of the XProtect Management Client. You can check the
status of all instances by selecting the root of the Access control directory.

€ Milestone XProtect Management Client 2020 R1
File Edit View Action Tools Help

HY oemn
Site Navigation v 3 X Access Control Information
{5 Axis One-click Camera Connection A
= Servers Access Control:

i) Recording Servers
) Failover Servers

Connection Connection
) Mobile Servers Enable Name gy Information
%2 Devices 40 Connected
% M mmmmemn

Click on your OnGuard XPA Instance to view or modify the properties of the connection.
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Access Control Information
General settings
Enable:
Name: 40
Description:
Integration plug-in: Lenel OnGuard-OnGuardAcmServer (Version: 4.0.21035.1032, 4.0.21035.1032)
Last configuration refresh: 2/26/2021 3:13 PM
| Refresh Configuration... |
Connection Profile: SK-OG-80B.custdev.us
OpenAccess - Host: SK-OG-80B
OpenAccess - Port: 8080
OpenAccess - User: xtian
OpenAccess - Password: sesssesee
OpenAccess - Directory: custdev.us
Options - Disable Commands: ]
Options - States polling interval (seconds): 1000
Options - [Legacy] OnGuard SQL Server hostname:
Options - Enable performance metrics (diagnostics):

Below, the properties are listed.

Property Name Description - Purpose

Enable Selected by default. Remain selected to keep connection properties active.
Name Custom name field.

Description Reference information field.

Integration plug- ) ) ,
) Displays the current version of the XProtect Event Server ACM MIP Plugin.
in

Last
configuration Displays the date and time the last system configuration refresh was performed.
refresh
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Operator login
required

Connection
Profile

OpenAccess -
Host

OpenAccess -
Port

OpenAccess -
User

OpenAccess -
Password

OpenAccess -

Not selected by default. This option should be selected to enable the personalized login
feature.

Should be set to the same as was shown in the ACM Wizard when you added the ACM
server, and may include a domain. For example:

@ ACM Server Configuration Wizard (4.0.20323.1365) X
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

Host name or IP address of the machine hosting the OnGuard OpenAccess service.

The port the OnGuard OpenAccess service is listening on. 8080 is the default port.

An OnGuard administrative user to log into the OnGuard OpenAccess web service. This
user should have access to all hardware, cardholders, etc in the system. Windows user
account if using Directory users, OnGuard internal user account if using internal
directory.

The password of an OnGuard user to use to log into the OnGuard OpenAccess web
service.

The name of the OnGuard directory to be used when loging into the OnGuard
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Directory OpenAccess web service. If left blank, the OnGuard internal directory will be used.
Options - . . . .
Disabl Selected by default. This option controls all Command interaction between XProtect and
isable
OnGuard access control hardware devices.
Commands

Options - States
polling interval
(seconds):

Default value is 60 seconds. Frequency of status updates retreived for AC hardware
devices. Increase this value to provide more consistent event processing throughput.

Options -
[Legacy]
OnGuard SQL
Server

The SQL server hostname in systems upgraded from 3.X versions to the current 4.X
version which does not require a SQL server hostname to establish the connection.

hostname

Options - Enable

performance Not selected by default. Select this option to include performance statistic logging on
metrics event metadata.

(diagnostics):

You can verify that the integration module is now connected by looking at the Access control tree.

Personalized Login

Personalized login is an optional feature of XProtect Access. Personalized login takes advantage of OnGuard
segments to divide system users, access control hardware, events and alarms into groups, or “segments.”

When a user logs into Smart Client, personalized login adds a second login into OnGuard. The user presents
valid OnGuard credentials, and the Smart Client's XPA features will only work with access control hardware,
events and alarms within that user’s segment.

Personalized login manages two configurations. First, is the global configuration used by the Management
Client. Second, is the personalized configuration used in the Smart Client. Personalized configurations are
subsets of the global configuration. This helps ensure accurate event handling, command execution...etc.

Personalized login has specific requirements:
« OnGuard 7.4 or higher
« XPA 3.5 or higher

Enable/Disable Personalized Login
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Enabling/disabling personalized login for a specific access control plugin is done in the Management Client. The
option is located in the General setting menu and is titled “Operator login required:”

Access Control « 1 JAccess Control Information
5] Access Control
] 4020350 General settings
Enable: il
Name 4020350
Description

Integration plug-in Lenel OnGuard-OnGuardicr
Last configuration refresh: 1217/2020 9:06 AM
| Refresh Configuration

| Operator login required: = |
onnechon 1o SRAG-808. custdev.us

Openficcess - Host: SK-DG-808
Opendccess - Port 8080
Opendccess - User
OpenAccess - Password
OpenAcoess - Directory
Options - Disable Commands: L)
Options - States polling interval (seconds) 35
Options - [Legacy] OnGuard SQL Server hostname
Options - Enable performance metrics (diagnastics): [

Smart Client Personalized Login

A second Log into access control dialog is required. It occurs immediately after the standard Smart Client login
dialog.

Log into access control

4.0.20350

User name

custdev.usiutian

Password

[] Remember password

O Auto-login

OnGuard requires three pieces of data:
1. directory
2. user name
3. password

The XProtect Smart Client dialog only has boxes for user name and password. Enter the directory with the user
name in this format:

« DirectoryName\UserName
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If no directory is provided, the OnGuard “internal” directory is used. OnGuard allows special non-alphanumeric
characters, control characters, and spaces in directory names. Use of these characters is NOT COMPATIBLE
with XProtect. If these types of characters are included in the OnGuard directory, authentication will fail.

After entering the directory\user name and password, the XProtect Smart Client validates the credentials. If you
click Skip this step, the Smart Client is opened without using personalized login, and no XPA features are
available in the Smart Client. After authentication with OnGuard, Smart Client loads a personalized
configuration. The Smart Client will only display access control information from the same segment of the user
account that logged in during the personalized configuration login dialog. This includes:

« Alarms related to hardware in their segment.

« Events related to hardware in their segment.

« Devices in the map element selector that are in their segment.
Refreshing Personalized Configurations

The XProtect Event Server stores personalized configurations for XProtect Smart Client users. Stored
personalized configurations are cleared when the Event Server restarts. When the global configuration of the
XPA instance is refreshed, the Event Server updates all stored personalized configurations.

After the global configuration is updated all open Smart Clients using a personalized configuration will have the
following info message displayed.

®  Milestone XProtect Smart Client
* Playback Search Alarm Manager \coess Systern Monitor
XProtect ¢ NewView(2x2) i) B

22 Views ~ E (1] M The n of the acce e ‘4020350 has been changed. You can continue working or log in again to refresh the configuration.

* Canon VB-M40 68.101.63) - Camera 1 [unknown)] * DINION IP 5000i

Log out of the Smart Client and log back in using the personalized configuration to load the updated
configuration.

Commands

Commands are used in the XProtect Access OnGuard integration to interact with access control devices. By
default, commands are disabled in the plugin configuration. This can be changed in the XProtect Management
Client by clearing the "Options - Disable Commands" check box.

If Commands are disabled, none of the functionality will work, however it is still possible to view Command
buttons in the Smart Client and create rules in XProtect which use Commands. These rules will validate, and the
buttons can be clicked, but nothing will happen. In the Smart Client users will receive the following error
message:

“HH:MM:SS AM/PM Failed to perform the access control command **COMAND**’ on **DEVICE**". Error
Message: Commands are disabled. Modify the plugin configuration in the XProtect Management Client to enable
commands.”
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232021 23953AM = O X
-9 v

& Milestone XProtect Smart Client

Live Playback Search Alarm Manager

stral administration o

x

L

Door for reader1

Commands trigger state changes in the access control hardware devices. Commands can be triggered in four
ways with the XProtect Access OnGuard integration. The XProtect Rules system can be used to trigger
Commands. Access Request Notifications can include commands. Any location in the Smart Client where doors
are visualized, such as the Access Monitor or the Access Control workspace, can contain Command buttons. And
lastly, the Map interface within the XProtect Smart Client can include Access Control device icons which can be
used to trigger commands.

The following are the devices and their supported commands.
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Top Secret R&D Rm=
It:

=

I

|R."Ght Eli
___. v Acknowledge Alarms

min [
| | 0 © Ignore Status »

« SetMode To Default B Set Mode To Default
=1 Set Mode Locked
« SetMode Locked F 1
Set Mode Unlocked
K& Accounting
« Set Mode Unlocked Set Mode Card Only

M Set Mode Pin or Card
« Set Mode Card Only l

Readers: Set Mode Card and Pin
« SetMode Pin or Card Set Mode Facility Code
« SetMode Card and
@& Zoomin
Pin
« Setmode Facility Code Zoom to Standard Size
# Home
€ Back
Status Details

Set Mode Commands for readers will change the type of authentication mode the reader can respond to. For
example: a rule could be used to switch readers into unlocked mode during business hours.
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Manage Rule - o x

Hame Flash Extersor Door Lights

Description:

Active %]

[ Step 3 Actions
Select actions 1o perom

] Set Mode Card Orly cRenders ~
[] Set Mode Fin or Card <Readers

L4 MaSk ] Set M ardencP!r-cﬁ

] Unmask <input=

Reader Inputs: Eltevns D
[] Deactivate <Outputs
« Unmask S al|
| Edit the rue deseriphen (click an underlined iterm) ]
[Perfom an action on
from Eg

Helg. Cancel < Back Next > Firiah

« Activate
Reader Outputs: « Deactivate

« Pulse

Reader inputs can be masked or unmasked. When an input is masked, status of that input is not reported or
saved in the OnGuard system. When it is masked, the reader input has a "mask" icon attached to it on the Smart
Client Map. Unmask removes the mask on the icon and allows the status of that input to be reported and saved
within OnGuard. Reader outputs can be activated, de-activated and pulsed using the respective commands. The
Pulse Command will activate the output temporarily, then deactivate it. An activated output will have a red circle
icon attached to it when viewed on the Smart Client Map.
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Doors: « Open

® Notifications - Milestone XProtect

Access request - Access Request

®« Center Shortcut (Hanwha PNV-AQ081RV)
Fra 0 0

0 -

T - X

3:42:02 PM

Open Door for Top Secret R&D Rm

Close request

Doors can be opened via the Command. When the door is opened, the door icon animation displays this status

on the Smart Client Map.

e | i‘l\/"\) l
|

H
Top Secret

"

calth Roo
R&D Rm

L

55 | XProtect Management Client Configuration



User manual | XProtect Access OnGuard User Guide

Administrative Configuration

Door & Camera Association

In the Doors and Associated Cameras menu of the XPA Instance it is possible to verify the status of all connected
doors, and create, reassign, and remove the association between cameras and doors.

Doors require associated cameras to view live and recorded video - and listen to or play audio through any
XProtect client application that supports visualization of doors.

Open the doors list and select a panel to view all doors connected to that panel.

Access Control Information

Doors and associated cameras
Drag and drop to associate cameras with door access points.
Doors

4 Alldoors

i 2220100 »d License <0
{2000 D0 |Licensed | v |

[ 1000102 Remove
[l 3300 Primary P20d 485103 scess point e
{8 LNL-2000_06- 124
(B LNL-1000_10- 204 [ Licensed | |
fil LNL-1000_10- 210
i LNL-1000_10- 212
i LNL-1000_10- 220

Z

Click on a door. Under it all associated cameras are listed. Select a camera from the Cameras list on the right
and drag the selected camera into the list of cameras associated to the chosen door. Click the Remove link to
end the association between the camera and the door.

Doors and associated cameras

Drag and drop to associate cameras with door access points.

Doors: Cameras:
PR |Po§uomao
- LD Ups
| Name Enabled License < 4 [ Security
Door for 1000-1D1-1320-0-0 | @ |iioensed| ¥ |
as!
Access point 1000-4D1-1320-0-0 I i) zzMaintenance
East Entrance Remove
Drop camera here to associate it with the access point
Door for 1000-1D1-1320-0-1 [ [ Licensed | |
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Categorize Events

Large scale access control systems, such as those managed by OnGuard, need to functionally integrate with

XProtect without programming large numbers of individual alarms and rules. Categorizing access control events

greatly minimizes the number of individual alarms and rules that need to be programmed.

To generate XProtect alarms or rule-based actions triggered by any one of a group of individual OnGuard

events, the events must be categorized. For example, the integration can be configured to start recording video

from associated cameras based on any number of unique OnGuard hardware events: “Door Forced,” “Denied,

Badge Not in Panel,” and “Access Denied Unauthorized Entry Level.” Chosen events are placed in the same
category, and then a rule is created to start recording based on the receipt within XPA of any event in that

category.

The categories are:

Default XPA Events

« Access Granted
« Access Request
« Access Denied
o Alarm

o Error

« Warning
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OnGuard Access Denied
OnGuard Access Granted
OnGuard Area ABP
OnGuard Asset

OnGuard Biometric
OnGuard Burglary
OnGuard €900

OnGuard Digitize
OnGuard Duress
OnGuard Fire 7

OnGuard Fire 8

OnGuard Fire 9

OnGuard Gas

OnGuard Generic
OnGuard Host Messages
OnGuard Intercom

OnGuard Medical

Custom Events

« User Defined Category...
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To create a User-defined Category, there is a User-defined Categories button on the bottom left corner of the
Access control events menu. Click the User-defined Categories button to create your own custom event

« OnGuard Muster
« OnGuard Open/Close

« OnGuard Point of Sale

« OnGuard Portable Programmer

« OnGuard Relay/Sounder

« OnGuard System

« OnGuard Temperature
« OnGuard Transmitter
« OnGuard Trouble

« OnGuard Video

« OnGuard Water

« OpenAccess Call Failure

category.

Access control events

[Enatiear ]

|Enabied Aecess Centre Evert Source Type Event Category
B | OnGused 24 Hour Adaem Alarrs Parel Door Ingut Outpt. Panel Rsder Adarn. OnCasard Treuble
b#] | Omusaed 34 Hour Adarm Flestors Alarm Parsl Dooe. nput, Duspet. Parel. Risader Sarm. Olard Troutle
]| OnlGused 24 Hoar futo Test larm Panel Doce.ingua, Outet, Panel Rsader e, Oreooard Trodka
[ | Oniusaed 24 Hour Hon-Burglary Alarm Alnren Panal Dece. lngut, Cutput. Panel. Reader Sdaem. Onlasand Troutle
= piary Alaem P ‘Harm Fanl, Goor. ingus, Ourput. Panel Fsader o, Onasaed Trouktle
=] Flarm Panel Docr. ingut Dutput, Parel Finader e, eisard Troutle
Il Ropert Cper larm Panel Docr. Ingut, Dutput, Pamel. Finader e, Deiuard Trouble
W |G Sarm Panel Door Fanel Faader o OnCasard Troutle
1= DriGuned 24 Hour Zore Unbypassed ~ T T =i peel Resder Adarm Delasard Troutle
V1| Ormes 30 Mirtes Secm - ¥ | = Stem
]| Oniard 32 Howr Evers Log Marker franel Rsacer e Onlouard Sysem
A= Er— e | e
[ | OnGused AC Batery Fud } (el Rasder OnGasard Systemn
Bf | OnGuaed AT Restere el Fiesse OnGuused Syster

T | ot i Troatie forel o
| Onused Accepted Bomemic Score orel Roscer Crliuard Biometnc
]| OniGuaed Access Closed Fanel Raader OnGused System
| OnGuaed Access Cote Used ol Reader OreCaard System
]| Orlouacs Acoess Dersed vl Finacer - o]
[ | Oniuned Avcess Deresd jaccess_senesi] Favel Reader iscoess deresd, Access resuest OnGauand Acosss Dered
b Dermed - AAM Timeout Forel Reacer fsuoess deresd, Acness resuest OnGauand Aoosss Dered
=] AN akaend (ool Facer ecoesa derund, Acoess reguet. Onauard Access Dersed
& Docs Sacred [ ] | = Rccess ecoest oo Acoess Daried
I/ | Gnums dooess Deresd Passback 44 darm Panel, oo ingut. Cutpet. Panel Jacoess
M OriGuned Access Derend 1 Destrnation Fecoean Serwed Access recuest Drlruand Access Cerved
bl

a
‘Alare Parsl, Docr.nput, Dupet, Parel
‘Alars Parsl, Docr. input, Duspet, Panel

Adyrrm Pyl Door input Ouipt. Panel

E
E
s
|

|
i
i
i
i
IS
i

‘Alarm Parel, Doce. nput, Dutpet, Panel

Ay Paned. Door_input. Ouiput. Panel

Feacer
[l
Feader
Faader
[l
‘Alarrm Parel, Deer. ingut, Dusprt, Fanel. Reader
Flander
Fimacer
[
Fesder

Ay Pyl Door input Ouipt. Panel

Adarm Parel, Booe. lngust, Cutput, Panel

Alarm Parel, Dooe. lngus, Cutput, Panel. Reader

B3/ EY N SRRy

7 Cffine. ‘Slarm Parwl Doce_ingut, Cuspet, Panel. Rinader
iﬁw—d lyer Paral Doce.iogun, Dutoet, Facel Rnadr Dneard
g seon T E Adarm Panad Door. Ingut, Duput. Panel. Reader focess deresd. Aocess reduest Onlauand Access Denved
o | Onuaed Access. Il Aooess Corarol et Adarrs Parel Dooe. input. Outpt. Panel Resder Aacoens Sevesd. Access resuest Onlaand Access Derved
% 1 Cateisen
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Click Add, name the category, and press OK. The User-defined Category appears as an option in the Event

Category list.

| Souren Typs
Harr Parsel, Doe, It Dot Parl, Roader

Adaem Panel. Door. Input. Output, Panel, Fleader

Adarm Panel. Door. inpat. Output. Pansl, Reader

Aarm Panel Door, ingit, Outges, Panel Reader

Aarm Parel Door ingit, Outges Panel Reader

Adarm Panel. Do inpat. Output. Panel, Reader

Adarm Panel. Do, input. Output Panel, Reader

Aarm Parel Door ingit, Outges Panel Reader

Adarm Panel Do Input. Output, Panel Reader

Sdarm Panel Door. Input. Cuput Panel Aeader

Aarm Panel Door ingit, Outges Panel Reader

Aarm Parel Door. inpt, Qg Panel Reader

Adarm Panel Door. Input. Output Panel Aeader

Edarm Panel Ingeat. Dutgas, Parel, Fleader

Aarm Parel Door. inpt. Qg Panel Reader

Aarm Panel Door. inpct. Qg Panel Reader

‘Edarm Panel Ingeit. Ditgas, Panel, Fleader

‘Sdarm Parel, Do, Ingrat, Chutgus, Pane, Feader

Aarm Parel Door. Inpct. Qg Panel Reader
‘Eiarm Parel, Do, Inprl, Chtges, Pan Fueader

‘Edarm Panel Irgeit Ditgas, Parel, Fleader

Aarm Panel Door, Inpt. Ouiput, Panel Raeader

Aarm Panel Door Inpt. Ouiput, Panel Raader

Adarm Parel Do, Input, Output Panel Reater

‘Sdarm Parel, Doy, Input, Outpur Panel, Reater
Harm Panel Door, Inpt. Ouiput, Panel. Raader

Harm Panel. Door. Inpt. Ouiput, Panel. Raeader

‘Sdarm Parel, Do, Input, Output, Panel, Reater
Aarm Panel. Door, Inpt. Ouiput, Panel. Reader

Aarm Panel Door. Inpit. Ouiput, Panel. Raeader

Adarm Parel, Doy, Input, Output, Panel Reater

‘Sdarm Parel, Doy, Input, Outpus, Panel, Reater

Aarm Panel Door, Inpt. Oniput, Panel. Raeader

‘Slarm Parel Door. Input. Oivipust Panel Aeader

‘Sdarm Parel, Doy, Input, Outpus, Panel, Reater

‘Adarm Parel, Doy, Ingt, Outpus, Panel, Reader

’@Elﬂlﬂ#ﬂl&'@qﬁlﬂﬂ&l&'ﬂ’&i&'E‘ﬂﬁ&'SIEIS'.'EEIREKREERREEZIN
T

Oreanrd ioraes ransns - ant-Passback hior Laas Adarm Panel Door. Inpit. Ouigest Panel, Reader
(Orianrd ooy ranoe - art-Passback Laad Adarm Panel. Door. Inpit. Ouiget Panel, eader
[7] T Deers ard 2 B Aecess Foquent Hetheatons |, Carchoden.
—

Alarms and Rules in XProtect are triggered using any category of event.

Alarm Access Control Categories Event list
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| darm Definiten Incemation
Ham delrdions
Erabie
8 Select an Event ®
Harme: [Video Recordng Event | |
& Exterral Events ~
Instructions: i )} Recording Servers
@ 8§ Sysiem Meritor
| 5 Other
= =i [BF Access Contral
= = & Access Control Categories
Taggerng avent Access Conrl Event Categones ' Access denied (Access Contral Categories)
e —— Access granted (Access Control Categories)
| CriGuard Transsiier Aecess request (Access Control Categories)
Orlerd Ao Adarm (Access Control Categories)
Sources: Suard Ares A
[OniGuord Asset 3 En'é'ffm’ Cmmmw C‘“"’?‘Mﬂc ol Categari
PP o | ess (Access Controd Categaries)
OriGuard Burgiary | OnGuard Access Granted (Access Control Categones)
[CRET™ mﬂa‘@ | § OnGuard Area APB (Access Control Categories)
2 | OnGuard Asset (Access Control Categories)
) Evert based S Durwse ! OnGuard Biometric (Access Cortrol Categories)
(OriGuard Fre & 1 % OnGuard Burglary [Access Cortral Categories)
&"“GF‘:S ' OnGuard CH00 [Access Control Categaries)
iz Pt OnGuard Digitze (Access Conircl Categeries)
Oriamed ot Mssages OnGuard Duress (Access Control Categories)
[: ] semavt mas b Onterd o OnGuard Fire 7 {Access Contrel Categories)
uard edcal OnGuard Gas (Access Control Categarias)
[ B & OnGuard Generic [Access Conrol Categaries)
(Onlumrd Part of Sale ' OnGuard Intercom (coess Control Categories)
(OnGuard Portable OnGuard Medical (Access Cortral Categories)
(OntGuand ;’n:msw 1 OnGuard Muster {Access Control Categories)
Relsted map O e e ] OnGuard OpeniClose (Access Control Categaries)
(OnGGuerd Transmiter 1 § OnGuard Peint of Sale (Access Control Categories)
Operatir action maueed (OnGuard Trouble | % DnGuard Portable Programmer (Access Cantrol Categories)
T bt (OniGuard Vides & OnGuard Relay/Scunder (Access Cortrol Categeries)
(OnGuard Water |
Openicoess Cal Fakure OnGuard System (Access Control Categories)
Everts trggened \idess Riscordng Everts | OnGuard Temparsture (Access Control Categories)
[ Waeriny OnGuard Transmitier (Access Control Categodies)
Ot % OnGuard Trouble (Access Contrcl Categaries)
Risted camerns [ % OnGuard Video (Access Control Categories)
- OnGuand Water (Access Control Categories)
Iniial alarm owner: ] Openicoess Call Failure (Access Control Categories)
= Video Recording Events (Access Control Categories)
intia alam pecety. ;
Lth | earning (Access Contrel Categories)
Hom categery ® & Access Control Everts
v
Everts teogerad by som [ Gl
Ham mesgrable 1o Mewstngors =]

Access Request Notifications

Access Request Notifications are pop-up notifications which appear in front of all other desktop applications for
all users logged into the Smart Client with access to view XPA features and devices. These notifications can be
customized in the Access Request Notifications menu. The XPA integration includes a Built-in Access Request
Notification.

1. Go to the Access Request Notification menu.

2. Click the Add Access Request Notification button.

3. Name the new notification.

4. Associate cameras, speakers, microphones, and sounds.

5. Click the Add Command button and open the Command list to select which Commands appear on the
Notification.
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= 0 |Jaccess Costrod infermation

-3
Access request notifications
Specky the seings ke nach pocest teguest ratdcation you define
Ha=e
Busan Access Raquest hoticason iread onby)

Senurity Orkg - Ragst Open

=1
3

=] 2

Access request notification details

Configuns the access request noticason behavicr

4 Comers. | Canom VW40 (152 168,101 61)- Ca. -||Cm"°s

Soemhar Commard
Microhors:
Sound alert:

02 - S z0om

v| ¥ |

8 Genensl Setrgs 0 Dooes and Asscciated Camerns

. Aesess Cort 1 .I T Pocems Fegueet ugkgwl L oo DEV.Ho  DEV: bem States  Commans

DEV.Cotegory Mapping~ DEV.ComsaMagpng DEV:UveEwwts  Dia[v

When the notification pops up on the desktop a sound will play if you choose to include a Sound alert. The Built-in
Access Request Notification does not include a Sound alert.

Access Request Notifications can be used to trigger pop up notifications from within the XProtect rules system,
and the notifications do not need to be connected to access control hardware devices.
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Searching for Cardholders

All “active” cardholders in the OnGuard system are imported from the connected OnGuard server. “Active”
cardholders have one or more badge(s) with a status of “active.” Search for cardholders in the Cardholders
menu of the XPA instance. First Name, Last Name, Badge Numbers, and Cardholder ID are all included in the
search. As characters are typed in the box, searching begins:

Cardholders
Search for cardholders to view a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client. when an access control event has been registered.
‘ 17 Q | The number of search results exceed the current limit. Enter more spedific search criteria.
Name ) Type First Mid test1 60173
First Mid test1 60017 Employee Employee
First Mid test1 60117 Employee ‘
First Mid test1 6017 Employee
First Mid test1 60170 Employee
First Mid test1 60171 Employee
First Mid test1 60172 Employee
First Mid test1 60174 Employee L test1 60173
F!rst M@ testl 60135 Employee Middle Name: Mid
F!rst M.Id test1 60116 Employee Badge Numbers: 60173
Ffrst Mid test1 601 i 7 Employee Allowed Visitors: T
First Mid test] 60178 Employee Internal Cardholder ID: 60173
First Mid test1 80779 Employee Person Record Last Changed: 12/11/1995 5:05:00 PM
First Mid test1 60217 Employee

Visibility of Cardholder information, such as name, Badge numbers...etc., are controlled within the OnGuard
database.

Client Profiles & Roles

Smart Client Profiles and User Roles in XProtect allow administrators to control the features available in the
XProtect Smart Client.

Smart Client Profiles allow control over the visibility of access request notifications. Roles allow control over
access control globally, visibility of the cardholder list, and access request notifications. For example, if a user
cannot receive access request notifications it could be disabled in both the Smart Client Profile that user is
assigned, or in their Role.

To manage Smart Client Profiles - open the Management Client, expand Client and select Smart Client Profiles.
The Access Control menu contains the setting for notifications.

Smawrt Chiens profile settings - Access Control
Tl Satting Locked
Show socess request notfications Yes ~ O

To manage Roles - open the Management Client, expand Security and select Roles. Select the role to manage
and click on the Access Control menu to adjust the available settings.
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Smart Client Features

Access Control Workspace

The XPA OnGuard integration adds a new workspace, or tab, into the XProtect Smart Client. The Access Control
workspace should appear in the Smart Client.

Milestone XProtect Smart Client

Live Playback Search Alarm Manager W System Monitor

This workspace is used to search and filter Events, Doors and Cardholders.

Events:

Choose a time range, including a custom time range, or live update. Choose the Live update time range to view a
real-time display of access control events.

%= Milestone XProtect Smart Client

Live Playback Search

w Doors Cardholders

Liveupdate * Allevents v  Alldoors
Last hour

Last 12 hours
Til Today Event Source

2/ Yesterday OnGu:ard Open Door Comn Top Secret R&D|
2/ I;;s‘ P QiGuard Open Door Comm Top Secret R&D|
: - OnGuard Open Door Comm Top Secret R&D)
-Lustom misrval OnGuard Open Door Comm Top Secret R&D
LNE uDdee.. — OnGuard Open Door Comm Top Secret R&D)

2
2
2

/5/2021 4:25:16 PM OnGuard Access Granted  Top Secret R&D

Filter for specific events including custom events and all integrated OnGuard events. Open the All events list and
select the “Access control event...” option to open the Select access control events window. Choose a specific
OnGuard event from this list.
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@ Select access control events X

Select Name

OnGuard Door Cycled
OnGuard Door Disabled
OnGuard Door Enabled
OnGuard Door Forced
OnGuard Door Forced Open
| OnGuard Door Forced Open Bypas: .

Oooo

OnGuard Door Forced Open Cance

OnGuard Door Forced Open Disabl
OnGuard Door Forced Open Maske
OnGuard Door Forced Open Restor
OnGuard Door Forced Open Unma:
OnGuard Door Forced Trouble
OnGuard Door Held Open
OnGuard Door Held Open Bypasses

ODoooDooooO

oK Cancel

Filter for specific hardware devices. Click the Access report button to create a PDF file of the events in the
current list. In the Access report window: name the report, choose a destination to save the report, include
comments, and select the option to include snapshots.

e
i EEEE

Doors:

Open the Door list and select the type of access control hardware to display. Choose the “Access control type...,"
option to open the “Select access control types” window. “Door” is the default option for this list, however,
servers, panels, and any type of access control hardware in the system can be selected.
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€ Select access control types X

Select Name
ACServer
AlarmPanel
Door

Input
Qutput
Panel

O
O
O
O
O
O
O

Reader

Open the All states list to filter hardware by status. Choose the “Access control state...,” option to open the Select
access control states window and select from the list of all available OnGuard hardware states.

€ Select access control states X

Select Name

OnGuard Alarm Panel Online
OnGuard Alarm Panel Options Misr
OnGuard Alarm Panel Power Failure
OnGuard Alarm Panel Unknown
OnGuard Cabinet Tamper
OnGuard Door Closed
OnGuard Door Forced
OnGuard Door Held
OnGuard Door Locked
OnGuard Door Offline

| OnGuard Door Online
OnGuard Door Open
OnGuard Door Power Failure
OnGuard Door Tamper

0
O
0
0
O
0
™
v
O

_
O
O
0
0

oK Cancel

Open the “All doors” list and select the “Other...,” option to open the Select access control elements window. This
window provides a directory of all the OnGuard hardware in the system. Expand the directory, find the hardware
device(s), and add them to the selected list.
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€ Select access control elements X

Selected

Access Control 1
¥ DEMOROOM
i E Lake O (192.168.32.3)
4 [Nl Door for Top Secret R&D

“ mTop Secret R&D Rm
Output 1 for Top

E Event Generator

Select a Door in the list to see video from associated cameras, view door status information, and Command
buttons available for that door.

&  Milestone XProtect Smart Client SN TAZAPM = O 25
Live Playback Search Alarm Manag/@ Eeess controll System Monitor o @ ¥ v

Access control administration B
Events W Cardholders

_:"

Door +  All states - All doors «

Name State

Door for Top Secret R8 5| OnGuard Door Closed, OnGuard Door Locked

Door for Top Secret R&D Rm

Cardholders:

By default, all cardholders in the system are displayed in the list. Filter for specific cardholders by typing into the
search field. Select a cardholder to view their data. Click the View cardholder events button to switch to the
Events list automatically filtered to display events only from the chosen cardholder.
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®  Milestone XProtect Smart Client 2/5/2021 TA652 PM — o x
Live Playback Search Alarm Manag/@ ! ysten Monitor @ @ ¢ ~

rol administration

Events

Lisa Lake

M k

Paul Messenger

Bill Employee
Brian Hayes

Oliver Hernandez

MNate Brady

Matt Roach Employee
Art McConneha

Elisabeth Wallberg
Jared Tarter
Daniel Barty
Brandon Pe

Access Monitor

The Access Monitor view item displays live status from doors and video from associated cameras in a single
view pane in the Smart Client. Click Setup in the Smart Client and expand the System Overview panel menu.
Select the Access Monitor view item and drag it into any available view pane:
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#  Milestone XProtect Smart Client 215/2021 T:26:25PM = a x

Alarm Managi@ ontrol  System Monitor & @ ¢ ~

XProtect € <Selectview » -

¥ [ Interconnects.
4 [Wr Private

4 [ MIT
O .
& sccosmontorsimgs x|

Specify the settings for the Ac

All doors ¥

Commands:

Order: Newest on top

v & Milestone Demo

= Camera Navigator

[E] carousel

In the access monitor settings window open the lists to select the door, sources, cameras, events, commands,
and the order in which new events appear in the access monitor. Once the door is selected, many of the other
options will change, based upon the available cameras, events, and commands. The access monitor view item
can be added to any available view pane and works in a view alongside all available view items.
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Maps

Itis possible to place doors, readers, inputs, outputs, panels and OnGuard server(s) on an existing Smart Client
Map. The map icons display hardware status as well as execute commands. With the Smart Client in setup mode
a Tools window will appear in the view pane. From this window, select the Add access control icon:

The Element selector window will appear. Type the name of a hardware device into the filter to quickly find a
device or expand the servers and panels to find all available hardware icons in the system.

Element Selector u
Enter filter
HementSelector [ x | » B8 Access Control 2
i 4 B Access Control 1
4 [0 Lake O (192.168.32.3)
4 [d Door for Top Secret R&D
4 [ Top Secret R&D Rm

Output 1 for Top S

[o] Door for Top Secret R&D Ri
BTop Secret R&D Rm

: Event Generator
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Drag the chosen icon onto the map. During normal operations, it is possible to right-click on any of these icons to
execute the commands from the shortcut menu.

@ Milestone Office

[ g (=== == — 5
L G O <>,1» e

G == = @ | FH
v i | L RS GG

\JnrkRumnHaIMay 10123012 Capera 1= Pariner Senvices
an Cmt!r Shorteut Sales 5t - PNM: TOOOVD

| SamHul\_JeEl-Pmb?oown

Center Map Here

m In

Zoom to Standard Size

Ditribution Learning & Performane o & Mo
el = ™ # Home

L@‘ ‘@L|L<<> |
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Overlay Buttons & Commands

Overlay buttons are used to add manual buttons to video panes. Anything that can be triggered by a command
can be added with an overlay button in the Smart Client. When the Smart Client is in setup mode, there is an
Overlay Buttons panel on the left side of the client, select the Access Control icon.

%= Milestone XProtect Smart Client

* Playback Search

XProtect

4 [ Default group
4 [aw Office Views
4! Interior

I8 Supply Closet

[ Private

Shortcut:

» Alarms
» R SK-2020R1-BETA
¥ Access Monitor
= Camera Navigator
15] Carousel
=] Hotspot
£ HTML Page
[5] Image
S Map

% Matrix

'? | Smart map

=22 Smart Wall

B Text

Application

™ Camera

Expand the Access Control icon to find all the doors and readers, panels, and the connected inputs and outputs
in the system.
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2  Milestone XProtect Smart Client

* Playback Search

XProtect

L FIL
» & Device
4 " Access Control

Ml Door for 1 - HID OSDP Reader

M Door for 2 - Lenel OpenProx

M Door for 3 - MIFARE Readed w/PINPad
Ml Door for 4420 Reader1
Ml Door for FakeReader-Segment1Panel
Ml Door for FakeReader-Segment2Panel
Ml Door for Reader 500 panel
[& Others
4 £} 4020350
[ Commands
4 @ Units
» [ 101.29Rs
4 [[E 4420 REAL PANEL
» [ Commands
4 [Nl Door for 4420 Readerl
» [ Commands
4 [T 4420 Reader1
» [ Commands
» I input 1 for 4420 Rea
» [l input 2 for 4420 Rea
4 M Output 1 for 4420 Re
4 [@r Commands
Activate
Deactivate
Pulse
» E Event Generator
» E Fake4420-Segment1

Select a Command from the list and drag it onto the view pane.

» W input 1 for 4420 Rea

* W input 2 for 4420 Rea
4 8 Output 1 for 4420 Re

Deactivate

Pulse
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The output commands include activate and deactivate. Once the commands are visible on a camera view pane
they can be resized, moved around, and - with a right click - the name of the command can be edited.

R ——— HER 115258 AM = O X

-9t -

Alarm Acknowledgement

Alarm status between XProtect and OnGuard is shared. When alarms are closed in XProtect that state is shared
with OnGuard. In the OnGuard system the same alarm will be acknowledged/closed. Alarm status is shared in
the opposite direction as well - from OnGuard to XProtect.

Possible alarm states in XProtect and OnGuard are not identical. In XProtect alarms can be new, acknowledged,
set on hold, or closed. In OnGuard alarms are either active or acknowledged. For the XPA OnGuard integration,
acknowledged alarms in OnGuard are the same as closed alarms in XProtect. All other alarm states in XProtect
are equivalent to active alarms in OnGuard.

OnGuard Alarm Status XProtect Alarm Status
« NEW
« ACKNOWLEDGED >IN
« ACTIVE
PROGRESS
« ONHOLD
« ACKNOWLEDGED « CLOSED
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Alarm acknowledgment and other alarm status change operations are performed manually in the XProtect
Smart Client. In the Alarm Manager, or any alarm list view item, right-click an alarm, and choose a new status
from the shortcut menu. Close will close the event in XProtect and in OnGuard.

When alarms are acknowledged in OnGuard, the alarm is closed, and the associated alarm is also closed in
XProtect. If the alarm is acknowledged within XProtect it will not change status in OnGuard. The status of the
alarm in OnGuard will only change when the alarmis closed in XProtect.

Verify state changes of alarms in the OnGuard system in real time by opening the Alarm Monitoring application
from the Start menu. If it is not automatically opened, click the View Alarms icon to open the Main Alarm Monitor
window. Status of OnGuard alarms is displayed in this window in real time. Right click an alarm in this window to
acknowledge the alarm.

B g Mritoring - isan Beckett [=
[ B L9 Yew Trace fonfigue Copird Optons ffindow Help
AR - e SO RS

-
3 Main Adarm Monitor

Advanced Installation

Alarm Monitoring

Alarm Monitoring User Guide

Alternative Reader Wiring Guide
Area Access Manager

Area Access Manager User Guide

o 6 m|m 4

Sebected slaem et crbena: Tame it [Descendng) Pendng 0 Ttk 5

Verify closed alarms from the View > Reports window and the Alarm Acknowledgement Reports menu. Choose a
time range and export a report of all acknowledged alarms in the OnGuard system.
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Access Control Options

In the upper right corner of the Smart Client application is a down arrow icon.

Click on this icon and choose the settings option to enter the Smart Client settings window. Select the Access
control menu in the Settings window. Choose to show or block access request notifications in the Smart Client.

& Settings - ] ®

Application

cess request notifications.

Marm Manager
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Mobile Client

Milestone Mobile

Milestone Mobile is a smartphone app that connects to your VMS system. The XProtect Access OnGuard
Integration adds functionality to Milestone Mobile. Using Milestone Mobile it is possible to receive a push
notification from the access control system, view live video related to the notification, and open the door - all

remotely from a smartphone.

Access Control Tab in Milestone Mobile

After logging into the VMS with Milestone Mobile the Views tab is presented by default. From this tab it is
possible to select the Access Control tab. The Access Control tab shows the list of doors available.

<  pushonngd

VIEWS INVESTIGATIONS  ALARMS  ACTIONS  ACCESS CONTROL

Door for Top Secret R&D Rm

Filter for specific doors or select a door to view cameras associated to that door or interact with commands
available for the selected door. Swipe to switch between cameras when multiple cameras are associated to a

door.

Door for Top Secret R&D Rm

Switch between Doors, Events, and Access Requests. Select an event from the event list to view still images
associated to the event and playback video related to the event. Filter the event list.
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545 @ &

< OnGuard Door Forced Open

Alarm
[ Doar Error
E| Errof
[] onGuard Access Denied
[ onGuar: Granted
[ onGuard Area APB
[ onGuar: L

[] OnGuard Biometric

El OnGuard Burglary
[[] onGuard ¢

71 OnGised Diitize

Access requests are only visible if the Smart Client profile assigned to the role of the current user has the ability
to view access requests.
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Logging

Debug Logs

Debug logs are enabled on the Milestone Event Server plugin and the OnGuard ACM server application. The
default log level is info, which is the least detailed level. The level of detail can be increased.

Log File Locations

Milestone
1. Go to the Milestone Event Server.
2. Open File Explorer. Select the View menu and enable Hidden items.
3. Logfiles in these locations are relevant:
1. C:\ProgramData\VideoOS\ACMServerPlugin
2. C:\ProgramData\Milestone\XProtect Event Server\logs
OnGuard
1. Go to the OnGuard server.
2. Open File Explorer. Select the View menu and enable Hidden items.
3. Logfiles in these locations are relevant:
1. C:\ProgramData\VideoOS\ServiceHost\logs
2. C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\logs

3. C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardAcm
ServerPlugin\logs

Changing Logging Level

The log's level of detail can be changed by setting the logging level. The logging level can be set at any of the
following values:

L] Off

« Info
« Fatal

« Debug
e Error

o Trace
« Warn
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“Off" writes no information to the file and “Trace” writes as much information as possible to file. The default
setting is “Info.” New log files are created each day. After 10 days the files are automatically deleted. Here is
the procedure to change the log levels:

Milestone

1. Go to the Milestone Event Server.

2. Open File Explorer. Select the View menu and enable Hidden items.

3. Open the following folder:

C:\ProgramData\VideoOS\ACMServerPlugin

4. 1Ineach subfolder named with a globally unique identifier (GUID - something like “4c53f6e5-e951-1616-
83f0-e44fb813e451") do the following:

1.

2.

OnGuard

Find the file: “ACMServerPluginNLog.xml", open it with notepad.
The secondto lastline inthe file is like this “<logger name="*" minlevel="Info" writeTo="mainlog" />"
Change the “Info” to “Debug” or “Trace,” or any other log level and save the file.

Depending on the OS you are running you may have to save the file to the desktop and copy it
back to that folder because windows permissions will not let you save a file there directly.

1. Gotothe OnGuard server.

2. Open File Explorer. Select the View menu and enable Hidden items.

3. Open the respective folders:
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« C:\ProgramData\VideoOS\ServiceHost

1.

2.

b

o

Find the file: “ServiceHostNLog-4-0.xml" and open it with notepad.

Near the bottom of the file, find the lines that begin with:
1. <logger name="0OnGuardAcmServerPlugin.Managers.EventManager"
2. <logger name="0OnGuardAcmServerPlugin.Managers.StateManager"

3. <logger
name="0OnGuardAcmServerPlugin.BackwardCompatibility.BackwardCompatibilityManage
rll

4. <logger name="0OnGuardAcmServerPlugin.*"
5. <logger name="VideoOS.OnGuard.Client.*"

Change the “minlevel” attribute values in those lines from their current values to “Debug” or
“Trace,” or any other log level.

Near the bottom, find this line in the file:
1. <logger name="*" minlevel="Info" writeTo="mainlog" />

Change the “minlevel” attribute values in that line from the current value to “Debug” or “Trace,” or
any other log level and save the file.

Depending on the OS you are running you may have to save the file to the desktop and copy it
back to that folder because windows permissions will not let you save a file there directly.

« C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService

1.

2.
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Near the bottom, find this line in the file: “<logger name="*" minlevel="Info" writeTo="mainlog" />"
Change the “Info” to “Debug"” or “Trace,” or any other log level in that line and save the file.

Depending on the OS you are running you may have to save the file to the desktop and copy it
back to that folder because windows permissions will not let you save a file there directly.



User manual | XProtect Access OnGuard User Guide

Known Issues

Limitations

« DO NOT run the Milestone. ACMServer.msi on the OnGuard server and choose the “Remove” option to
uninstall the software. Doing so will put the system into an inoperable state. The only supported method
for uninstalling this software is to use the Programs and Features menu in Windows.

« This ACM integration has only been tested when running the OnGuard and Milestone systems on
Windows Server 2012 R2, Windows Server 2016, and Windows Server 2019.

« OnGuard doesn't model doors; they work only with readers. But Milestone ACM requires doors to be
modelled. Therefore, the OnGuard plugin creates virtual doors based on reader properties (i.e. panel id,
panel address, reader number, etc). Currently, the virtual door names are based on the first reader that
has a non-empty display name. So if that reader is named “reader 1", that's what the door will be named.
This may not be intuitive when viewed in the XProtect Management or Smart Client applications’
hardware hierarchy.

« When creating a new ACM instance on the Access Control tab in the XProtect Management Client,
especially when creating the first instance, it may take 1 or 2 clicks of the Next button in the wizard before
configuration is successfully fetched from the OnGuard system.

« The XPA Instance (MIPPlugin) in the Management Client can fail to load after the Event Server starts or is
restarted if the ACM Server on the OnGuard Server is not started or not yet ready. Symptoms of this
issue include:

« Existing XPA Instance disappears from Management Client.
« Creation of new XPA Instance is not allowed.

« NullReferenceException log entries appear in the Event Server log file.
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Troubleshooting Guide

ACM Server: OnGuard Plugin Post-Install Verification

Verify the OnGuard Plugin (located on the Milestone Event Server server) successfully installed by checking in
the logs below. These logs are located on the OnGuard server. The log location is:

C:\ProgramData\VideoOS\ServiceHost\logs

Open the VideoOS.ServiceHost-LocalhostPCName.log file - the LocalhostPCName section of the file name is the
PC name of the OnGuard Server. Enable Hidden items in the View menu of File Explorer if the ProgramData
folder is not visible. Verify that the following entries are in the Log file:

Info Found 1 ACM Server Plugins:

Info - Lenel ONGuUAard - **GUID**-F k& _kkkk _dkdk_kkdhdkkhhdds

I 4 [ = | logs - O x
h Home Share View (7]

&« v 4 « ProgramData » VideoOS > ServiceHost > logs v O Search logs p
A [ Name B Date modified ~ #

s Quick access | VideoOS.ServiceHost-SK-0G-20B-0002.log 2/1/2021 1:58 PM

I Desktop » @ﬂ VideoOS.ServiceHost-5K-0G-80B-0003.log 1/29/2021 12:49 P}

‘ Downloads + J VideoOS.ServiceHost-5K-0G-80B-0004.log 1/15/2021 210 PM

%) Documents " j VideoOS.ServiceHost-5K-0G-80B-0005.1og 1/14/2021 2:46 PM
. |=| VideoOS.ServiceHost-SK-0G-80B-0006.log 1/6/2021 4:41 PM

= Pictures . 8

v < >
10items  1item selected 4.58 KB l =)

3 VideoOS.ServiceHost-SK-0G-80B-0003.log - Notepad - O X

File Edit Format View Help

2021-01-29 ©08:10:45:021 [1] Info Loaded self-signed SSL certificate from DISK C:\ProgramData\' ~
2021-01-29 ©8:10:45:873 [1] Info Removing HTTP Url ACL registration for https://+:8443/
2021-01-29 08:10:45:073 [1] Info Adding HTTP Url ACL registration for https://+:8443/
2021-01-29 08:10:48:819 [7] Info =========================

2021-01-29 08:10:48:819 [7] Info VideoOS ACM Server Server Module v1.8 (c) 2013-2021

2021-01-29 88:10:48:819 [7] Info =-----mmmm oo oo e s
2021-01-29 ©8:10:49:103 [7] Info Server module address : https://localhost:8443/ACMSer:
2021-01-29 ©8:10:49:103 [7] Info —---oo oo oo oo oo
2021-81-29 ©8:10:49:103 [7] |Info Found 1 ACM Server Plugins:

2021-01-29 08:10:49:103 [7] |Info - Lenel OnGuard - 121cbe86-bf5b-4465-9900-4115334¢83c1

< >

Connection Status displays “Not connected” or is empty

An OnGuard version 4.0 access control instance added into XProtect displays a Connection Status in the Access
Control Information window as "Not connected" or no information is displayed.
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| Access Contral w B JAccess Controd bnfermation Access Control w § | Access Control Information
Access Control: Access Confrol:
I 4020356 Nt comected I <021006

This is an indication that a non-critical error has happened with the ACMServer. The process of retrieving the
current state of the system failed. Verify that the other functions of the integration are still working by clicking
the Doors and Associated Cameras menu or any other active menu for this instance. If functionality is still
working in these menus, proceed to verify that Smart Client functionality: access control monitors, map icon
status, and access control workplace search are still available.

Cardholder Search Data Fields are Missing

The OnGuard XPA Integration uses a default list of cardholder data fields when searching for cardholders. A
Json file is created automatically when the first search is performed. This file is named “PluginSettings.json” and
it is located on the OnGuard server or the host of the ACM Server application. The file location should be:

« C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardACMServer
Plugin\PluginSettings.json

The default list of cardholder data fields contains the following data types:

JSON file data field text = Description

LASTNAME Cardholders last name

FIRSTNAME Cardholders first name

MIDNAME Cardholders middle name

ADDR1 Street address on file for cardholder

cITYy City on file for cardholder

ZIP Zip code or postal code on file for cardholder
PHONE Phone number on file for cardholder

OPHONE Additional phone number on file for cardholder
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The listin this .json file can be modified to add new data fields or to remove existing data fields. If the list, in the
Json file is left empty, then the complete range of searchable fields available with OnGuard will be used. To edit
the list of data fields the name of the fields must match the “field name” values as displayed in the OnGuard
FormsDesigner application:

DEPARTMENT [DEPARTMENT] Properties *
General Settings Forts  Field Settngs  Fiedd Styles
Obiect name: | DEPARTMENT [ Reguired

e — [dexed
Fikd rame ] E
Unique

Type: | Text w
Length :15 | Decimals; |0
Date format: | Short date, no time
Template: Key »>

vCard w
GsC. w
CALC ipan PIV) w
DMV, Passport. w
PIV: v
PIV- w

FASC-N -

I

The default .json file should look like this:
{
“Version™: “1.0",
“CredentialHolderSettings": {

/*The Onguard Cardholder fields used when searching for Credential Holders in XProtect. Leave empty to use
all available searchable string fields in OnGuard.*/

“CardholderSearchFields": {
“LASTNAME",
“FIRSTNAME",
“MIDNAME",

“ADDR1",
“CITY",
“ZIP",
“PHONE",

“OPHONE"
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}
}
}
An empty JSON file will look like this:
{
“Version™: “1.0",
“CredentialHolderSettings": {

/*The Onguard Cardholder fields used when searching for Credential Holders in XProtect. Leave empty to use
all available searchable string fields in OnGuard.*/

“CardholderSearchFields”: {}
}
}

After editing and saving the .json file, changes will take effect after the next restart of the ACM Server
application. Follow this process to use a non-default or full list of searchable fields:

—_

Complete the first cardholder search.

2. .jsonfile is created with default list.

3. Editthe ,json file to meet the new requirements.
4. Restartthe ACM Server application.

NOTE: If the .json file is deleted, it will be recreated with the default search fields the next time the ACM Server is
restarted and a new search is performed. It is recommended to edit the file instead of deleting it, if the full list of
searchable fields is required.

OnGuard Loses Communication with Access Control Hardware

Communication can be lost for the following reasons:
1. Firewall blocking traffic
2. The OnGuard LS Communication Server service is not running or needs to be restarted.

3. The OnGuard LS Web Service service is not running or needs to be restarted.

Not Receiving Cardholder or Badge Changes

If cardholder or badge changes are not reflected in either the Milestone Management or Smart Clients, ensure
that software events are enabled in OnGuard.
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ACM Integration Flooding OnGuard User Transaction Report

Milestone’s XProtect system regularly requests status of OnGuard hardware. To get the current state of a
hardware device, the integration must update the hardware status on the parent panel, then query for the
device state. A transaction for each hardware status update/query is entered into OnGuard for the single sign-on
(SSO) user.

Customers making use of OnGuard's built-in “User Transaction” report from OnGuard's Sys Admin + Reports will
see these many transactions from the OnGuard ACM integration under the SSO user in the report. It is not
possible to filter the User Transaction report to omit the SSO user.

Possible workarounds include:

« Install a compatible version of Crystal Reports and customize the report. However, OnGuard Technical
Support, OAAP, etc., will not support custom reports.

« Contact the OnGuard Custom Solutions group and have them create/customize the reports.

OnGuard ACM Instance not Displayed in the XProtect Management
Client

If XProtect is unable to communicate with the OnGuard ACM instance, the instance will not appear in the Access
Control section of the Management Client. This process should restore visibility:

On the Milestone Server:
1. Close the Management Client and Smart Client
2. Stop the Milestone Event Server
On the OnGuard Server:
1. Stop the Milestone ACM Service
2. Ensure required OnGuard services are running.
1. LS Event Context Provider
2. LS Message Broker
3. LS OpenAccess
4. LS Web Event Bridge
5. LS Web Service.
3. Startthe Milestone ACM Service
On the Milestone Server:
1. Start the Milestone Event Server and wait for it to begin running.

2. Startthe Management Client
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If the instance still is not in the Management Client, investigate the logs and contact Milestone Technical
Support.

LS OpenAccess Service Automatically Stops Seconds After Starting

There is a known issue with OnGuard caused by an Active Directory account logging into the OpenAccess service
shortly after it starts, which can cause OpenAccess to crash. The Milestone ACM Server will attempt to log into
OpenAccess when both services are running. This can trigger the crash. The recommended workaround is to
switch the Single Sign-On user to a local Windows account and adjust the services to use this same local
Windows account.

For questions and information concerning a fix for this issue, please contact Lenel support for information
regarding this bug at oaap@lenel.com. Reference Lenel Bug DE40122.

I/0s connected to OSDP readers are no longer detected

This is a known issue with OnGuard 7.4 Update 1 (7.4.457.69) where I/Os connected to OSDP readers are no
detected in the Milestone ACM Server integration.

For questions and information concerning a fix for this issue, please contact Lenel support for information
regarding this bug at caap@lenel.com. Reference Lenel Bug DE40122.

LS OpenAccess events fail in OnGuard Enterprise systems

This is a known issue with OnGuard 7.4 Update 1 (7.4.457.69) running in an Enterprise configuration. Devices do
not send events through OpenAccess to the Milestone ACM Server integration.

For questions and information concerning a fix for this issue, please contact Lenel support for information
regarding this bug at caap@lenel.com. Reference Lenel Bug DE40122.

All other support issues

For issues not covered in this guide, please contact Milestone Support at support@milestone.us, or by phone at
503-350-1100.
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Version Notes

Current Document

Version Notes

4.0 Current documentation refers to integration versions 4.0 and newer.

For more information on earlier versions, check version specific documents. For version specific change details,
check release notes available with each version’s documentation.
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About Milestone

Milestone Systems is a leading provider of open platform video management software; technology that helps
the world see how to ensure safety, protect assets and increase business efficiency. Milestone Systems
enables an open platform community that drives collaboration and innovation in the development and use of
network video technology, with reliable and scalable solutions that are proven in more than 150,000 sites
worldwide. Founded in 1998, Milestone Systems is a stand-alone company in the Canon Group. For more
information, visit https://www.milestonesys.com/.
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