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Copyright, trademarks, and disclaimer

Copyright © 2025 Milestone Systems A/S

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation. App Store is a service mark of
Apple Inc. Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This text is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed
as constituting any kind of warranty.

Milestone Systems A/S reserves the right to make adjustments without prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any
actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third-party software for which specific terms and conditions may apply. When that
is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt
located in your Milestone system installation folder.
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Introduction

Feature list

This document describes specifics to the XProtect Access integration between Milestone XProtect and the CCure
9000 access control (AC) system. This integration supports the following features:

« Retrieve and refresh configuration from the CCure 9000 AC system, e.g. doors and event types
« Receive AC event streams and hardware state changes from the CCure 9000 system

« Display and search cardholder information and images

« Create alarms in alarm manager based on AC events

« Alarm state synchronization between XProtect and CCure 9000 when the alarm is acknowledged in
XProtect

« Association of access control events to cameras for simultaneous display of events and video
« Association of access control hardware to cameras for simultaneous display of doors and video
« Selectand categorize the events the user wants to view from the CCure 9000 system

« Trigger system actions based on AC hardware events. For example: start recording, go to PTZ preset,
display access request, etc., triggered by door forced, access granted, access denied, etc.

« Personalized login to link user privileges from CCure to the access control hardware, events, and alarms
available in the Smart Client

« Detailed AC hardware status display and command interaction on VMS client map user interface
« Create customized access reports based on search queries in XProtect Smart Client

« Smart Client pop-up access request notifications

« AC hardware interaction via XProtect web and mobile clients

« Support for third-party SSL certificates to secure XProtect Access service communications

Solution overview
The integration software download is a single context sensitive installation program. This program name is:
XProtectAccess.CCure9k.msi

When this program runs it identifies the software installed on the local server, CCure 9000 or XProtect, and it
helps install the required software. One of these two options are presented:

1. The CCure XProtect Access Service that runs on the CCure 9000 server.

2. The CCure XProtect Access MipPlugin that runs on the XProtect server.
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SINGLE SYSTEM - Integration Server Process and CCure 9000 Server on the same machine

XProtect Mgmt Server, CCure 9000 Server Machine

XProtect Event Server Process | JliFS Integration Server Process

CCure9k XProtect - | HTTPS = CCure9k XProtect Victor Web
Access MipPlugin [— ¢ — Access Service Services

MUST BE SAME
VERSION

Whats new in version 1.4?

The most prominent changes to version 1.4 of the CCure 9000XProtect Access integration are listed below.

Requirements:

« CCure 9000 and XProtect version support statement: CCure 9000 & XProtect Compatibility.

Features & User Experience:
« Improved compatibility of personalized log-in.

« Updated license requirements for new CCure 9000 versions.

Software version compatibility

Version 3.0 of the CCure 9000 software is not supported by any version of the XProtect
Access integration. Older versions of the integration (1.3 and below) do not support CCure
9000 versions 3.00.1 or higher.

Integration with CCure 9000 Access Control system is supported with all XProtect VMS products which can
support MIP integrations and with a rules system that supports the XProtect Access suite of functionality.

The most up to date compatibility information is located here: https://download.milestonesys.com/ccure9kxpa/

Please confirm you have met the license requirements, and verify the version of CCure
9000 you are running is compatible. Milestone always recommends that you run the latest
compatible versions of both CCure 9000 and XProtect.
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Hardware support

The following CCure 9000 panels have been tested and are known to be supported.

Panel Model = Description

USTAR008 iStar Ultra

Verify your installation’s panel model numbers against this list, if one of your panels is not
contained in this list, please contact your integrator and/or Milestone support to verify
compatibility.

Cardholders

The CCure 9000 XProtect Access integration should support any number of cardholders. However, XProtect
Access has officially supported limitations for many system parameters. You can find those limitations listed in
the most recent version of the XProtect Access Specification Sheet.

Events handled

Current tests with CCure XProtect Access version 1.3 show a sustained rate of 75 events per second, with peak
levels of performance measured at 125 events per second.

XProtect Access and SSO authentication (explained)

XProtect single sign-on (SSO) does not delegate SSO to the CCure system. XProtect SSO uses the logged in
Windows user, and it cannot automatically present that same user to CCure for authentication. The personalized
login feature of XProtect Access is how XProtect presents unique credentials for authentication with CCure.

These personalized login credentials can match a user with SSO in CCure. They can even be the same user
logged into Windows who is launching the Smart Client. However, the credentials must be entered at the first
login of the Smart Client, and re-entered if the credentials are changed in CCure. Then a user can log into
Windows, launch the Smart Client, which automatically authenticates with XProtect via SSO. At this point the
stored credentials for the personalized login user that matches the XProtect user are presented to CCure
and the CCure user's configuration is loaded into the Smart Client. This can all be done without manually
presenting any credentials to XProtect or CCure.
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XProtect Access presents
stored personalized login

for CCure
SSO user logged into Windows l/ P ————
and pre-configured in XProtect ) . ustomized Sma
: andgCCUre Personalized Login Client configuration
loaded

op,
=ﬁ -

Launching Smart Client

This is the closest to a true SSO user experience that the XProtect Access integration offers. It requires using the
personalized login feature. If this feature isn't used, all authentication to CCure from XProtect Access uses the
same user credentials that the CCure XProtect Access Service uses to refresh and fetch the configuration from
CCure. To utilize this partial SSO user experience with customized privileges, it's important to link XProtect users
and roles directly to the appropriate SSO users within CCure.
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System Design

CCure 9000: Enterprise (MAS/SAS) configuration

If the CCure 9000 system is part of an Enterprise deployment (MAS/SAS), the Enterprise system must be
correctly configured and functioning before setting up the integration. Each CCure 9000 Satellite Application
Server (SAS) of an Enterprise deployment must be independently connected through XProtect Access (XPA) to
one Milestone XProtect Site of a Federated system.
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CCure 9000 Enterprise scenarios require that each CCure 9000 Satellite Application
Server (SAS) installation has a maximum of one corresponding Federated XProtect site
that connects to it. Each XProtect site, for performance reasons, should never have more
than one CCure 9000 Satellite Application Server (SAS) connected. CCure 9000 Enterprise
scenarios also require that no connection is directly made to a Master Application Server
(MAS).

MAS-DIRECT NOT SUPPORTED

<@=XPA

1| (@

XProtect

ONE-TO-MANY NOT SUPPORTED

[

Site #1 \ SAS #2
o,

SAS #3

CCure 9000 partitions (explained)

Personalized login can control which devices, events, and alarms users can view in the Smart Client when
integrated with partitioned CCure 9000 systems. A partitioned CCure system uses logical groupings, known as
partitions, to define which access panels, readers, cardholders, and users work together.
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A

CCure 9000 requires an Enterprise CCure system to use partitions. Creating a partitioned
system within CCure 9000 shouldn't be a part of installing the XProtect Access CCure
integration. It's recommended to consult with an authorized CCure representative before
configuring partitions or moving to an Enterprise system.

Each application server can manage a subset (one or more partitions) of the devices and personnel contained in
the database.

Illustrated below is an organization with three sites, a head quarters, site 1, and site 2.

Site 1
Guard

CJ
Guard

ol A ol A

774

= =

Ly
)

Using partitions, the guard user at site 1 can see readers, panels, and cardholders from partition 1, and the
guard user from site 2 can see the devices and information from partition 2. The manager can see all devices
and information, since they're in the default "Global" partition.

Partition 1

»
U'I Global Partition
[~ |

Partition 2
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Viewing Partitions in CCure

The following process shows where the information about existing partitions exists within
a CCure 9000 system. Please consult with your CCure representative before configuring
partitions in an operational CCure system.

The default interface has several menu options that show information about current partitions.

C.CURE 9000 - Station (CUSTDEW\ 2MDXEB47CXHVE] - o X
Operator Help Waming: Insecure environment detected! C+CURE 9000
Server Options «
Mew Object Partition: 1
Defautt: NKZMDXEBATCXHVE v C . CU R E 9000
Hardware = Q, Search C Refresh
~ |iSTAR Door ~ 8 -
Hardware Tree | Search
Hardware

3 Digitel Certificates

[ iStar Driver Status (MSWindows) Recent Tabs >

[ CompanyName (Partiion:Defauli: NK2MDXEB4TCXH

3 Unassigned

E R e @k
3 | - |
)‘< Options & Tools — e
Milestone VideoEdge " p
My General purpose interface VWS Recory,. | Personnel 40 server | Video Folder  Workstatior
(g video
(2 osta views
Configuration .
Recent Objects
f Areas and Zones & 22 Personnel: Jones, Joe [Global]  Edit v
m C-CURE Portal 4 S Clearance: ClearanceZERQ [Gl..  Edit v
J‘ Card Formats and Keys £aY (e Clearance: ClearanceONE [Glo..  Edit v
v

52 Personnel
Reading data from: [NK2MDXEB47CKHVE] Monday, June 19, 2023 6:5806PM = -

1. The New Object Partition menu allows filtering the client's menus, options, and user privileges based on
the selected partition.

C-CURE 9000 - Administration Station (CUSTDEVVAdministrat]
Operator  Help Warning: Insecure environment detected!

Search «

«

Server Options

Mew Object Partition:
Default: NKZMDXES47CXHVE

Default: NK2MDXEB47CXHVE
18 Global [Global]

2. Any menu option that provides the operator the ability to interact with individual objects, devices, or
personnel can have options for that object's partition.
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= - E—
‘- ‘ & Remove from recents
Milestone Personnel
VMS Record... 2 Edit
x Delete
B Set property
JE Add to group
Recent Objects % Export selection...
Export selected Portraits...
£s3 h Personnel: Find in Audit Log...
Find in Journal...
Es3 G Clearance:

(k '?h Clearanc B Change Partition

it on EMVErS

Assign Clearances

P P

Remove Clearances

Assign Temporary Credential

Grace Personnel »
Associations il-
Monitor -

8% Personnel Type: None [Global]  »

I
1]

Map users to partitions.

1. Go to the Configuration tab in the Administration Station and search for operators in the chosen partition.

C.CURE 9000 - Station (CUSTDEW, MDXEB47CXHVE] - o x

Operator Help Warning: Insecure envirenment detected! C+CURE 9000
Search (Ctrl+6) views - 63 2 [ B[E] ¥ 22 D Count: 4

Mew Object Partition:
Global [Global]

Name Description Parttion

- Local System Local System Account Default NKZMDXEBATCXHVE

& New - | Operator - -
Search

Administrator CUSTDEV_Administrator Global

Xtian Beckett Global

Quick

Active Template: (@]

Description:

Enabled: wl
Advanced

3 Options &Tools

B Gereral purpose Interface

(g video

2 oata views

@l

Reading data from: [NKJMDXEE47CXHVE] Tuesday, June 20, 2023 1217:47PM \° 1

2. Add new users, Domain users, and assign partitions.

It's recommended to map users logically from your domain, to XProtect, to CCure and to
their partition. This lets SSO in XProtect work with the personalized log-in feature, and with

o partitions within CCure, to simplify the log-in experience, while also customizing and
controlling the integrated Smart Client.
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CCure 9000: Alternate configuration

In some systems the CCure 9000 server cannot host additional software components. If the CCure 9000
software is being supported by a failover cluster, then the Milestone CCure XProtect Access Service will need to
be installed on a different server in the same network, a server that we will refer to as an integration server.

000

j—}

1<

1| [©

o

XProtect VMS

Integration
Server CCure 9000
Failover Cluster

In this scenario it is possible to configure the integrated system with a separate server as the host for the
XProtect Access service.

SINGLE SYSTEM - Integration Server Process and CCure 9000 Server on separate machines

XProtect Mgmt Server, Integration Server, Cure 9000 Server,

XProtect Event
Server Process

I1dv
Sd11H 101IA

CCure9k XProtect i CCure9k XProtect victor Web
Access MipPlugin |} Access Service Services

Failover clustering is not the only scenario that may require installing the integration components on a separate
host machine. No matter the reason - redundancy, isolation of services, separation of maintenance
responsibility, etc., this alternate configuration option is fully supported.
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Prerequisites

Required system configurations

Below is a list of required configurations to support the integration between CCure 9000 and XProtect.

Time Synchronization

All servers (i.e. the CCure 9000 and Milestone server operating systems) must be time-synchronized to within a
couple of minutes of one another.

.NET framework: Installation on CCure 9000 server machine

.NET Framework 4.7.2 must be installed on the CCure 9000 server machine (NDP472-KB4054530-x86-x64-
AlIOS-ENU.exe). Any version newer than Windows 10 April 2018 Update and Windows Server version 1803
includes this component. Milestone recommends that you use Microsoft Windows Server Editions of the OS.

CCure 9000: victor web service installation

The CCurevictor web service must be installed and configured on the CCure 9000 server. Please follow the Victor
Web Service User Guide provided by CCure. The CCure 9000victor web service installer can be obtained by
downloading the “CCURE 9000 v2.XX Web Service Package” from the CCure download site, or installing it from
the CCure 9000.ISO installation package used to install the access control system.

CCure 9000: victor web service SSL configuration

The SSL configuration must be set up for the CCure 9000 plugin to work (a certificate must be provided and
configured in IIS for the CCure 9000victor web service to accept secure HTTPS connections on port 443). See the
CCure 9000 XProtect Access integration looking for secure connection with victor web service on page 90
troubleshooting topic for more details.

Milestone XProtect®: license options

The customer must have XProtect Access enabled (1) and the appropriate number of doors (2) in their XProtect
SLC. See the management client license screen for more details.
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Installed Products

Expiration Date Milestone Care Plus Milestone Care Premium
9/29/2027 N/A
Unrestricted
Unrestricted

. ) Unrestricted
XProtect Transact - - e = Unrestricted Unrestricted

Software Licenze Code

Product Version
XProtect Corporate 2023 R2

License Overview - All siles License Details - All Stes...
Device Licenses 522 ogut of 6000

ﬁﬁ“ B2 ot of BOO0
Access control door 65 out of 5000 I Z
ransact source Soutof 50

XProtect Smart Client profiles

All Smart Client profiles used in the system need to include:

« Access Control - Show access request notifications = Yes

Yes, is the default configuration for all Smart Client profiles. This configuration controls if users receive access
request notifications with the Smart Client.

4 Milestone XProtect Management Client 2020 R3 - O ®
File Edit View Action Tools Help

HY9 @ei@
Smart Client Profiles ~ & [|Properties -8
=B MIT-164- (2033) = g8 Smant Client Profiles (soried by priority) Smart Client profile settings - Access Contrel
(1] Basics @ Front Desk Tile Seting oo
@ Remote Connect Sanvioss 2 Default Smart Client Profile RS ———— = O
& [ Servers
[ B0 Devices
£+-53 Client
B Smart Wall
B3 View Groups
£ Management Client Profiles
Matrix

o

t Client Profiles

Milestone XProtect Event Server machine DNS / name resolution

The Milestone XProtect Event Server must have network name resolution with the computer name of the CCure
9000 Server (e.g. DNS, manual host file entry, etc). The CCure 9000 Server machine must also resolve the
Milestone server.
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CCure 9000 licenses explained

The CCure 9000 license required to integrate with Milestone XProtect is Milestone
XProtect Corporate or Milestone - XProtect Corporate - Integration. This doesn't mean

A that the only XProtect product that integrates with CCure 9000 is XProtect Corporate.
XProtect Corporate, XProtect Expert, and XProtect Professional+ VMS products from
Milestone are all tested and supported.

Licenses required for CCure 9000 are subject to change based on the version of software installed. There are
two different types of integration licenses that could be used to enable the CCure XProtect Access integration.

1. Milestone XProtect Corporate - SDK license
2. Milestone - XProtect Corporate - Integration - web service API license

Both of these licenses will work. However, only the current version of the XProtect Access integration (1.4) is
compatible with the web service API license. Also, only recent versions of the CCure 9000 software require the
web service API license - versions 3.00.1 and higher. Older versions of the integration (1.3 and below) are not
compatible with any version of CCure thatis 3.00.1 or higher.

There are three different product SKUs used to order the integration license based on the size of the CCure
system (the number of readers). These license options apply to all versions of CCure 9000. This applies to both
the SDK license and the web service API license.

License SKU Description

CC9-MSTVD- CCure 9000 Milestone XProtect Corporate Web Service Integration Small, Series L to N (0-
SM 64 readers)

CC9-MSTVD- CCure 9000 Milestone XProtect Coporate Web Service Integration Medium, Series P to R
MD (65-999 readers)

CC9-MSTVD- CCure 9000 Milestone XProtect Corporate Web Service Integration Large, Series RPto T
LG (1000+ readers)

XProtect Access uses a permanent connection to the CCure 9000 victor web service (to receive statuses and
events) and uses extra connections for specific user operations, such as fetching configuration and executing
commands. For optimal operation of XProtect Access, the feature license activated in CCure must support
enough concurrent connections to the victor web service to handle the number of XProtect Access permanent
and transient connections.
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0 The victor web service is a requirement for the XProtect Access integration with CCure
9000. However, this licensed option is typically included.

CCure 9000 web service API license
In CCure 9000 version 3.00.1 or higher the license requirements change. The only required license is:
« Milestone - XProtect Corporate - Integration

This is a web service API license, therefore it includes the victor web service component.

4 About C.CURE 9000 - m} X
re-""ao-191=-1=
Cc-CcuvRse
General System Suppot License Clent Memory Uisage
System:
System Serial Number: [$-99939
Software Version Number: [2.90
Model: [Developer
Warranty/SSA Expiration Date: (5/18/2023
System Expiration Date: [5/18/2023
System Wide Capacities:
Online Inputs: [154 /800 Number of Cardholders: 1000/ 20000
Online Outputs: 186800 Simultansous Badging Stations:
Online Readers: |8/ 20000 i Clients: [1710 ]
Wireless/P Locks: [0/ 0 Offine Locks: [0/ 0
CCURE Go Readers: [0/0 High Assurance Readers: [0/0
Mabie Alers: [075 Mebile Keys
Rocess Mot Reqilppe: 2 Factor Mabile Auth. Doors
Server Identfication:
Tyco Host ID: [D86440600353 |
License Type: [Time Limted |
Options
Investigator : [0/ 10] R
Exacq Analytics For CCURE 9000 : [0/ 500)
P2000 - 300 RDR Module Suppor - Integration
Software House - Tyco Robot - Powered By Ava Robotics
Email Print Close

The license must display the available concurrent connections for the web service. [0/10]

CCure 9000 SDK licenses

There are two feature licenses required in CCure when the SDK license is being used.

1. Milestone XProtect Corporate - this is the SDK license.
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g License Manager — b4

Unified | Status | C+CURE %000 | victor | VideoEdge | victor Web
This tab details the available C+CURE 9000 license information

General Information

C+CURE 9000 version number: 2.70
System expiration date :

Status: Valid License, Mot Time Limited

Systemn Wide Capacities
Online inputs: 800 Mumber of cardholders: 200
Online outputs : 800 Simultaneous badging stations: 10
Online readers: 200 Simultaneous clients: 20
Wireless/IP Locks: 0 Offline Locks: 0
C+CURE Go Readers: 0 BLE Option for Credentials: 5
Access Mgmt Reguestor/Approver g Mobile Alerts: 5
Maobile Keys: 5 2 Factor Mobile Auth. Doars: 1
High Assurance Readers: 0
Licensed Features
Feature Name Info
Proximex 1 L]
CWTel SoftwareHouse (B) 1
Hybrid CVR Integration 1
Hybrid DVR Integration for Exacq HDVR 1
BFBadgeSernverComponent 1
WMS 2.1 1
[ Milestone XProtect Corporate 1 I
Bt e e L e T
VideoEdge [4.0 and higher] 1
VideolQ iCVR 1
Omnipresence 3D Central Command (03DCC) 1
ADT Al IP Remote Alarm Monitaring w/ Video Escalation 1
Panasonic Digital Video Recorder Interface v1.0 1

2. victor web service - this license enables the web server functionality to communicate with XProtect
Access.
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2 License Manager - >

Unified | Status | C+CURE 9000 | victor | VideoEdge | victor Web

This tab details the available CsCURE 9000 license information

General Information

C+CURE 9000 version number :
System expiration date :

Status: Valid License, Not Time Limited

System Wide Capacities

Cnline inputs : 800 Mumber of cardholders:
Online outputs : 800 Simultaneous badqging stations :
Online readers: 200 Simultaneous clients :
Wireless/IP Locks : Offline Locks :
CoCURE Go Readers: ELE Option for Credentials :
Access Mamt Reguestor/Approver: Mabile Alerts :
Mabile Keys : 2 Factor Mobile Auth. Doars:

High Assurance Readers:

Licensed Features

Feature Name
victor Unified Install
AercScout MobileView Integration

Nice Situater Integration

CrossFire WF Service
'WF Service Client
St mkiandiamiii

victor web service
R an e DooT ooy
Guard Tour

Device Simulator

Visitor Management

Visitor Management Enhanced
Elpas Integration
SoftwareHouse CrossFire Data Pusher Service

Veiae o R kil O s
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Installation

Installation package

1. Download the most recent version of the CCure 9000 XProtect Access integration from the following

location:

https://download.milestonesys.com/ccure9kxpa/

2. Unzip the installation package.

« The installation package consists of a single installer in the MSI folder, a folder for documentation, and a

folder for prerequisites.

: | [+ = | XProtectAccess-
Home Share View

« A » XProtecthccess-v’

& Mame

7 Cuick access
I Desktop
* Downloads

|if| Documents

Doc
Mz

=/ Pictures
camerasearch
CCure000-MIT-
Milestone ACM
MIPPlugins

= This PC
- 30 Objects
= Con USLT-MIT-
I Desktop
[Z] Documents v <

3 items 1 item selected

Extract

Compressed Folder Tools

CCuredk

Prerequisites

Type

File folder
File folder

File folder

(2]
P

Compressed §

3. Open the MSI folder to find the XProtectAccess.CCure9k.msi installer program for both the XProtect

and CCure 9000 systems.
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n It is mandatory that the same version of the CCure 9000 XProtect Access integration
software components are installed on both the XProtect and CCure 9000 machines.

CCure9k XProtect Access Service installation

The process documented here is for when you are installing the XProtect Access Service

A on the CCure 9000 server. If you are installing the XProtect Access Service on a separate
server you will need to consult the CCure9k XProtect Access Service installation on an
integration server on page 25 topic.

1. Go to the CCure 9000 server, locate the required .msi file to start the installation wizard. The file name is:
« XProtectAccess.CCure9k.msi
2. Double-click the installation file. Click Next to begin the wizard.

3. Atthe Custom Setup step of the wizard choose to install the CCure XProtect Access Service.

ﬁ Milestone CCureSk XProtect Access Setup — >

Click the icons in the tree below to change the way features will be installed.

XProtect Access Service Install CCureSk XProtect Access
service files on this computer,

This feature requires 32MB an your
hard drive.

Location: C:'\Program Files\Milestone CCurek XProtect Access
Servicel,

Reset Back Cancel

4. Atthe XProtect Access Service RunAs Credentials step, the default option of Run as LocalSystem is
used, or remove this option to enter a user name and password for the service. Click Next to continue.
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ﬁ Milestone CCureSk XProtect Access Setup >

Run as LocalSystem

Domain: |MJT-KF‘A‘~.-'ENDGR1

User Name: |

Password: |

Confirm Password: |

Back | MNext | Cancel

5. Click Install to install the CCure XProtect Access Service.

6. Finish the installation wizard.

CCure9k XProtect Access Service installation on an integration server

The process documented here is for installing the XProtect Access Service onan
integration server - according to this topic: CCure 9000: Alternate configuration on page 16.

1. Go tothe integration server, locate the required .msi file to start the installation wizard. The required file
is named:

« XProtectAccess.CCure9k.msi
2. Double-click the installation file. Click Next to begin the wizard.

3. Atthe Custom Setup step of the wizard expand the XProtect Access Service option and select Will be
installed on local hard drive to install the CCure XProtect Access Service.
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ﬂ Milestone CCureQk XProtect Access Setup — >

Click the icons in the tree below to change the way features will be installed.

--------- IERA| xProtect Access Service Install CCureSk XPratect Access

=) Wil be installed on local hard drive uter.
=38 Entire feature will be installed on local hard drive
¥ Entire feature will be unavailable an your

(= [ | ey

Reset Back Cancel

By default, none of the components of the integration will be selected for install. Also,
there may be other components listed as available to install at this step. The XProtect
Access Service component is the only one that should be installed.

4. Atthe XProtect Access Service RunAs Credentials step, the default option is Run as LocalSystem is
selected. Continue with this option, or enter the credentials of an administrative user with access to both
XProtect and CCure. Click Next to continue.
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ﬂ Milestone CCureSk XProtect Access Setup >

Run as LocalSystem

Domain: |MJT-KF‘A‘~.-'ENDGR1

User Name: |

Password: |

Confirm Password: |

Back | MNext | Cancel

5. Click Install to install the CCure XProtect Access Service.

6. Finish the installation wizard.

Milestone Server: Installing the CCure9k XProtect Access MipPlugin

In most scenarios, the Milestone XProtect Management Server host server is where this
component is installed. However, it is technically required to install this component on the
server that hosts the XProtect Event Server.

1. Goto the XProtect Event Server host and locate the required .msi file. The required file is named:
« XProtectAccess.CCure9k.msi
2. Double-click the installation file, and click Next to begin.

3. Atthe Custom Setup step choose to install the XProtect Access MipPlugin and click Next to continue.
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ﬂ Milestone CCurefk XProtect Access Setup — x

Click the icons in the tree below to change the way features will be installed.

[ A | Install CCureSk XProtect Access

(— ¥ - | ¥Protect Access Service MipPlugin files on this computer.

This feature requires 6264KE on
your hard drive,

Location: C:\Program Files\MilestoneMipPluginsMilestone CCuredk
¥Protect Access MipPluginy

Reset Back Cancel

4. Click Install to complete the plugin installation wizard.

MIP Plugin upgrades

Recent CCure 9000 software versions require a different type of license (web service API
license) compared to all previous versions (which required an SDK license). These
versions are:

« 3.00.1

A . 3.002

In an existing integrated system, running an older version of the integration (1.3 or
below), it is required to first upgrade the integration to the current version (1.4), before
upgrading the CCure software. Older versions of the integration are not compatible with
the new web service license type.

Always upgrade both the CCure 9000 integration components on the CCure 9000 machine, and the MipPlugin
software on the XProtect server. Milestone distributes all component installers with each CCure 9000 XProtect
Access integration release. Simply run the installer program on both the CCure 9000 server and the XProtect
server; it will upgrade any installed software.
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Automatic MipPlugin upgrades of configured and installed instances in the Management Client are also
supported for all versions of the CCure 9000 XProtect Access integration.

When upgrading to version 1.3 or 1.4 or higher of the integration, from all versions prior
to 1.3, itis required that the file directories where the integration files from the old version

A where stored are not deleted, before or after the integration is upgraded. Below is the
directory for the old integration files:

C:\ProgramData\VideoOS\ACMServers

After upgrading the integration, any previous versions of the XProtect Access instance in the XProtect
Management Client will have the [Legacy] label added to it. This simply identifies an upgraded XProtect Access

instance.
General settings
Enable:
Mame:
Description:
Integration plug-in: [Legacy] Tygo-CCure3000-MJT-XFAVe|
Last configuration refresh: LL2022 2 0h PM
| Refresh Configuration... |

Any new XProtect Access instances which are added to the same XProtect system have the option to choose
between the new version and the [Legacy] version during the instance creation wizard. New instances should
always choose the version which is labled:

« Tyco C-CURE 9000
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Create Access Control System Integration

Create access control system integration

Mame the access control system integration, select the integration plug-in and e

Marme: Mew Instance

Integration plug-in:

Tyco C-CURE 9000
[Legacy] Tyco-ClureQ000-MIT-XPAVendeorl.custdev.us

Secure communications explained

XProtect Access integrations can be configured to use encrypted communications. The XProtect Access
integration with CCure 9000 can encrypt communications between the XProtect Access service and the XProtect
Event Server which is running the CCure XProtect Access MipPlugin, and between the XProtect Access service
and victor web service.

The fully detailed process included here is for self-signed certificates. If you are using a
third party certificate, from a commercial certificate provider, please skip ahead to step
number two below.

The following steps will enable secure communications for this solution.
1. Install a root certificate on the same server that will host the CCure XProtect Access Service
2. Install a certificate on the victor web service host and configure the IIS server to use the certificate
3. Configure the CCure XProtect Access Service to use a certificate

4. Configure the XProtect Access instance to use secure communications

Please note that the instructions contained in this document are for generating your own
certificates. It is also possible to obtain certificates from a trusted third-party certificate
provider. For more information about certificates please read the XProtect VMS
certificates guide
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Encrypting communication between the XProtect Access service and
the victor web service

In the current version of the XProtect Access CCure 9000 integration it's possible to encrypt communications
between the CCure XProtect Access Service and the victor web service. To do so, install a root certificate on the
server that hosts the CCure XProtect Access Service and configure the victor web service to use the certificate.
Below are the steps required to install the root certificate and configure the victor web service.

The fully detailed process included here is for self-signed certificates. If you are using a

A third party certificate, from a commercial certificate provider, please skip ahead to step
number ten below. Refer to the XProtect Certificate Guide for any questions on dealing
with certificates.

1. On a server with restricted access, open PowerShell and run the script in Appendix A, to create a
CA certificate.

% | [¥] || = | Local Disk (C:) - O *
Home Share View 0
— “ 4 ‘ia » ThisPC » Local Disk (T3] v | 0 e
)
CCURE_S0D0_ o+ »™ Marme Date modified Type
Certificates SWinREAgent 7/12/2022 8:09 PM File folder
logs inetpub 5/23/2022 11:30 AM File folder
Zips & Installers milestone 10/5/2021 4:22 PM File folder
PerflLogs 5/8/2021 3:20 AM File folder
= This PC . . . - .
Program Files 71872022 2207 PM File folder
- 3D Objects Program Files (x86) 7/18/2022 1:44 PM File folder
== Con USLT-MIT- ProgramData 5/23/2022 3:10 PM File folder
I Desktop Sgl 51972022 112 PM File folder
tf] Documents sysprep 5/M18/2022 1:42 PM File folder
4 Downloads Users 5/23/2022 11:30 AM File folder
i 5/23/2022 2:42 PN i
< K on USLT-MIT- Windows 5023, 42 P File folder
) = root-authority-public 7/18/2022 3:12 PM Security Cq
J‘l Music
=/ Pictures
== O on USLT-MIT-
a2t SonlISIT-MIT-C Y € >
12iterns 1 item selected 863 bytes =2 =
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2. By default the script places the new root certificate in the C:\ file location. Move the certificate to the
server that hosts the CCure XProtect Access Service.

3. Goto the server that hosts the CCure XProtect Access Service and right-click the certificate and select
Install Certificate to begin the certificate installation wizard.

4. Choose to place the certificate in the Store Location of the Local Machine.

=# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwaork
connections, & certificate store is the system area where certificates are kept.

Store Location

O Current User
(®) Local Machine

To continue, dick Mext,

| &Next | | Cancel

5. Browse and import the certificate in to the Trusted Root Certification Authorities folder.
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€ ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Browse...

Select Certificate Store >

Select the certificate store you want to use.

¢ | Personal Py

=

Trusted Root Certification Autharities
i 7| Enterprise Trust

7] Intermediate Certification Authorities

il 7| Trusted Publishers
- A lintrsted Cartifirates

] show physical stores

6. Complete the wizard.

7. Go back to the server with restricted access where you generated the root certificate, open PowerShell
and enter the script in Appendix B, to generate a new client certificate to install on the server hosting the
victor web service.

8. You will need to enter the PC name of the server hosting the victor web service, the IP address of the
server, and a certificate password of your own choosing during the process of completing the script.
Enter this information and complete the script.

9. By default the script generates the certificate at the C:\ file location. Copy the file and move it to the
server hosting the victor web service.
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i | = | Local Disk (C:) - | X
Home Share 0
&« “ A L s ThisPC s Local Disk (C) » v B o

CCURE_ QOO0+ ™ Date modified Type
Certificates SWinREAgent 7/12/2022 8:09 PM File folder
logs inetpub 5/23/2022 11:30 AM File folder
Zips & Installers milestone 10/5/2021 4:22 PM File folder
Perflogs 5/8/2021 3:20 AM File folder

[ This PC o . - :

- Program Files M8/2022 2:07 PM File folder
-3 3D Objects Program Files (x26) 7/18/2022 1:44 PM File folder
= Con USLT-MITH ProgramData 5/23/2022 3:10 PM File folder
I Decktop 5/19/2022 1:18 PM File folder
Documents sysprep 51872022 1:42 PM File folder
4 Downloads Users 5/23/2022 11:30 AM File folder

i 5/23/2022 2:42 PN [
=2¢ K on USLT-MIT- 4 Windows 5/23, 42 PM File folder
) E‘ MUT-XPAVendor] 7/18/2022 3:26 PM Personal In
J‘l Music
=/ Pictures
= on USLT-MIT-
o SonlSIT-MIT-r Y € >
12items  1item selected 3.61 KB =

10. Go to the server hosting the victor web service and run the certificates snap-in for the local machine.
Right-click the Certificate store within the Personal folder and choose to Import a new certificate.
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ﬁ certlm - [Certificates - Local Computer\Personal'\ Certificates]
File Action View Help
e aEOolc=Hm

— O

X

A

Iﬁ Certificates - Local Computer & || |scyed To
~ [ Personal Z2IMIT-XPAVendor1
[ Cerfsfrcstas =
[ Trusted All Tasks H Request New Certificate...
J. :Enterpr View 5 Import...
| Interme .
7 Trusted Refresh Advanced Operations
(7] Untrust Export List...
] Third-P

] Trusted Help

] Client Authentication |ssu
| Preview Build Roots

[ ] Test Roots

] Remote Desktop

7] Certificate Enrollment Rec
"1 Smart Card Trusted Roots

[ | Trusted Packaged App Ins:
v

1 Tructad Navvicar
£ > £

Issued By

WMS Certificate Authority
: House Certificate Autho...

tificate Authority

b

b

Contains actions that can be performed on the item.
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11. Import the certificate into the store of the local machine. Choose the certificate file that you copied to the
local server. Enter the password chosen during the script. Browse to the personal folder of the certificate
store to choose that as the location for the certificate. Complete the import wizard.

12. The final step in this process involves binding the certificate to the IIS server supporting the victor web

service. In the IIS Manager application on the victor web service host server, open the Bindings... menu

of the Default Web Site.

e @ » MIT-XPAVENDOR!

File  View Help

qf] Internet Information Services (I15) Manager

b Sites » Default Web Site »

Connections
Q- |78
.- & Start Page

Q Default Web Site Home

: . ¥ victorwebservice
33| Server Farms

- Filter: - PG L Show Al
+ €3 MIT-XPAVENDOR1 (CUSTDEV] | _ ' - o - 5 Show
(£} Application Pools ASP.NET .
w (@] Sites L —
fy =) ; iy
v &P Default Web Site 3 N\ b} G
| aspnet_client NET MET .MET Error MNET

Authorizat.. Compilation Pages Globalization

B ©® & 4

= W
.MET Profile  .MET Roles MET Trust  .MET Users

Levels

Application  Connection Machine Key  Pages and

Settings Strings Controls
2 & [¢
r;'L ] =
Providers  Session State SMTP E-mail
s
L .-.: =h [}

< >

Ready

(=] Features View |2 Content View

Actions
g Explore

Edit Permissions...

Edit Site

Bindings...

Tgs...

View Applications

View Virtual Directories

Manage Website ~

& Restart

|

Stop

Browse Website
Browse *:80 (http)
Browse *:443 (https)

Advanced Settings...
Configure

Failed Request Tracing...
Limits...

HSTS...

'ﬁ' Help

L

13. Choose to edit the https binding, select the imported certificate from the SSL certificate list, click OK and
close the Site Bindings menu.
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Edit Site Binding ? *
Type: IP address: Port:
https All Unassigned v| |443 |
Host name:

] Require Server Mame Indication

[] Disable TLS 1.3 over TCP ] Disable QUIC
[] Disable Legacy TLS [] Disable HTTP/2
[] Disable OCSP Stapling

550 certificate:
WS S5L Certificate = Select... View...

QK Cancel

14. Now the solution is ready for secure communications between the CCure XProtect Access Service and
the victor web service.

For more information about configuring the CCure 9000 system and the victor web
service for secure communications refer to the victor Web Service User Guide available
from Johnson Controls.

Encrypting communication between the XProtect Access service and
the XProtect Event Server

In the current version of the XProtect Access CCure 9000 integration, there is a tool built into the XProtect
Access service to help users manage these certificates. This process shows the steps required.

1. Goto the CCure 9000 server where the XProtect Access service is installed, right click on the XProtect
Access service icon in the system tray and choose the Select Certificate option from the shortcut menu.
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CCureSk XProtect Access
Version:

Status: Running

Select Certificate...

Start service
Stop service
Restart service

View logs...

Exit

2. The Select Certificate window will open. There is a self signed certificate available on the server. The self
signed certificate is the default selection.

Select Certificate >

Encryption Options

A certificate is needed for communication encryption (HTTP/S5L).
Please choose cne of the options below.

(®) Use default self signed certificate (less secure)

() Use certificate from the list below:

Certificate properties...

Ok Cancel

3. Choose the type of certificate that meets your security requirements. Milestone recommends using a
valid third party certificate if possible as this provides the highest level of security.

4. Selectthe Use certificate from the list below option and open the list to choose from the available
certificates.
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Select Certificate >

Encryption Options

& certificate is needed for communication encryption (HTTP/S5L).
Please choose one of the options below.

) Use default self signed certificate (less secure)

® Use certificate from the list below:

WMSVC-SHA2 =

I: WHSVIC-5HAZ
£ CCURESDODGOCert_wixCert_1
MilestoneHost5sl

5. Click the Properties button to inspect the properties of the chosen certificate. And click OK to continue
using the selected certificate.

6. Agree to the warning about restarting the XProtect Access service.

If the Select Certificates window has no available certificates there are several reasons

< for this, please consult the No certificates available in Select Certificate window on page
95 topic.
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XProtect Management Client Config

Creating XProtect Access instance & establishing connectiontoCCure
9000

Once the CCure XProtect Access Service and the MIP Plugin are installed and configured the XProtect Access
(XPA) instance can be created in the Management Client.

1. Go to the Access Control menu in the XProtect Management Client.

2. Rightclick on the Access Control root node in the Access Control pane and choose Create new... from
the shortcut menu.

@ Milestone XProtect Management Client 2023 R2

File View Action Maintenance Tools Help

H 9 o e

Site Nawvigation - 0 X JAccess Control Ag
ﬂ Failover Servers E
-] Mobile Servers Collapse

IZ—}-%F Deviges Create new...

- Cameras

- & Microphones
ﬂ Crmelrars

o Refresh  F5

3. The XProtect Access instance creation wizard begins.
4. Enter a Name for the plug-in and select the CCure 9000 plug-in from the list.

« The plug-in is named Tyco C-CURE 9000. After selecting the plug-in, you will have to provide credentials
and parameters to configure the connection to the CCure 9000 victor web service.

« The credentials and parameters required are listed here: XProtect Access instance connection properties
on page 42:
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Create Access Control System Integration d

Create access control system integration

Mame the access control system integration, select the integration plug-in and enter the connection details.

Marme: |{Iure HPA

Integration plug-in: Tyco C-CURE 9000 ~

XProtect Access Service — Host:

¥Protect Access Service — Port: 8443
XProtect Access Service — 551 Certificate Validation:  []
Victor Web Service — Host:

Victor Web Service — Port: 443
Victor Web Service — Use HTTPS:
Victor Web Service - 55L Certificate Validation: ]
Victor Web Service — User:

Victor Web Service — Password:

Options — States polling interval (seconds): 900

Options - [Legacy] Connection Profile:

| Mext || Cancel

5. The wizard will connect to the CCure 9000 system and fetch the configuration into Milestone. This
includes servers, controllers, doors, card holders, events, commands, states, etc.
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Create Access Control System Integration ul

Connecting to the access control system...

Collecting configuration data...
I

Configuration successfully recerved from access control system.

Added:
Servers (1)
Events (44)
Commands (13)
States (16)

4 4 4 4

| Previous || Next || Cancel |

6. Once the configuration has been fetched, continue the setup wizard. The wizard provides the option to
link doors and cameras. This link configures which cameras are displayed when viewing real-time door
alarms and events, and when viewing live or recorded video associated to doors.

7. Foreachlink, drag a camera from the camera tree on the right, and place it under a door on the left to
create the association.
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Associate cameras

Crag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Create Access Control System Integration =|

East Lobby

Doars: Cameras:
All doors ¥ 4 Ilj IP-0A0004ED
I Ops
| Name Enabled Lic ") Security
— 4 ) zzMaintenance
i . .2 P
Door for 10001D2-1320-2-0 '._i. er = Board Room
| Door for 1000ID2-1320-2-1 | Per S Eact Entrance
Access point 10001D2-1320-2-1 East Lobb

Drop comera here to associote it with the access p

Daar far 1000-101-1320-0-0

Doar for 1000-101-1320-0-1

Door for 2000 100-1320-8-0

Door for 2000 1D0-1320-8-1

Door for 2000 ID0-5Senes-1-1300-0-0

E Par
] | Per
] Per
i Per
o] Per

Previcus || Mext || Cancel

8. Complete the wizard to finish creating the XProtect Access instance.

XProtect Access instance connection properties

The credentials and parameters required to connect the XProtect Access instance to the CCure 9000 system are

detailed below:

Property Name

Name

Integration plug-in

XProtect Access
Service Host

Required Entry Details

Custom name field

Displays the current version of the ACM MIP Plugin

[ Hostname.Domain.TLD ] This field should contain the Fully Qualified Domain Name
(FQDN) of the CCure 9000 server where the XProtect Access Service was installed.
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XProtect Access
Service Port

XProtect Access
Service -

SSL Certificate
Validation

Victor Web Service -
Host

Victor Web Service -
Port

Victor Web Service -
Use HTTPS

Victor Web Service -
SSL Certificate
Validation

Victor Web Service -
User

Victor Web Service -
Password

Options - States
polling interval
(seconds)

Options - [Legacy]
Connection Profile

Options - Enable
performance
metrics
(diagnostics)

8443 is the default

Enables SSL certificate validation between the CCure XProtect Access Service
and the CCure XProtect Access MipPlugin. This option is required to use a third party
certificate. Not enabled by default.

Host name of the CCure 9000 server.

443 is the default

HTTPS is required for secure connection to CCure 9000 by default

Enables SSL certificate validation between the CCure XProtect Access Service and
victor web service when a third party certificate is being used. Not enabled by
default.

[ Domain\Username ] for a user account with administrative privileges on the CCure
9000 server.

Password for the user account selected for the “Username” field.

Default value is 900 seconds. Frequency of status updates retrieved for access
control hardware devices.

Used for backward compatibility with previous versions of the integration (after an
upgrade). In most cases, this field must be empty.

Not selected by default. Select this option to include performance statistic logging
on event metadata.
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The Victor Web Service - Host field must contain the PC nhame of the server where the
victor web service is installed. The script used to create the certificate specifies the

A PC name and any other method of identification for the server - such as the IP address or
the fully qualified domain name - will not work. Make sure to match the PC name from the
script with the data entered in the Victor Web Service - Host field.
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Admin Config

General settings

Go to the Access Control menu in the directory tree of the XProtect Management Client. You can check the
status of all instances by selecting the root of the Access Control directory.

Access Control w 3 MAccess Control Information
- -i.a Access Control
W CCureS000 Lab Access Control:
Enable Name onnection onnection
CCure5000 Lab Connected

Click on your CCure 9000 XProtect Access Instance to view or modify the properties of the connection.

General settings

Enable:

Mame: CCure2000

Descnption:

Integration plug-in: Tyco C-CURE 9000 (Version: 1.4
Last configuration refresh: TN7R2023 8:33 AM

| Refresh Configuration... |

Operator login required: ]

XProtect Access Service - Host: 192.168.111.14
¥ Protect Access Service - Port: 8443

¥Protect Access Service - S50 Certfficate Validation: [

Victor \Web Service - Host: MJT-Boo

Victor \Web Service - Port: 10443

Wictor Web Service - Use HTTPS:

Wictor Web Service - 551 Certificate Validation: ]

Victor \Web Service - User: administrator
Victor Web Service - Password: | Enter current password .. |
Options - States polling interval (seconds): 200

Cpbons - [Legacy] Connection Profile:

Options - Enable performance mefrics (diagnostics): [
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A full description of all the properties available is found here: XProtect Access instance connection properties on
page 42.

Personalized login

Personalized login is an optional feature of XProtect Access. When a user logs into XProtect Smart Client,
personalized login adds a second login into CCure 9000. The user presents valid CCure 9000 credentials, and
the Smart Client features will only work with access control hardware, events, and alarms available to that user’s
privileges.

Personalized login manages two configurations. First, is the global configuration used by the Management
Client. Second, is the personalized configuration used in the Smart Client. Personalized configurations are
subsets of the global configuration. This helps ensure accurate event handling, command execution, etc.

Requirements for Personalized login:

« XPA CCure 9000 integration version 1.1 or higher.

« CCure 9000 version 2.8 or higher
Enable/disable Personalized login:

Enabling/disabling personalized login for a specific access control plug-in is done in the Management Client. The
option is in the General settings menu titled Operator login required:
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General settings

Enable:
Mame: 1.3 coure
Descnption:
Integration plug-in: (Legacy) Tyco-CCure3000-MJT-3
Last configuration refresh: 672022 3:05 PM

| Refresh Configuration... |
Operator login required:
AProtect Access Service - Host: MJT-XPAVendorl.custdev.us
¥ Protect Access Service - Port: 8443
¥Protect Access Service - S5L Cerficate Validation:
Victor \Web Service - Host: MJT-XPAVendor
Victor \Web Service - Port: 443
Wictor Web Service - Use HTTPS:
Victor \Web Service - User: CUSTDEVAdministrator
Victor Web Service - Password: | Enter current password |
Cpbons - States polling interval (seconds): 200
Options - [Legacy] Connection Profile: MJT-¥PAVendor] . custdev.us

Cpbons - Enable peformance meincs (diagnostics):

There are special requirements for personalized login which change slightly based upon
the version of CCure 9000. Please read the personalized login workaround topic if you
want to use this feature.

Smart Client personalized login

A second login into the access control dialog is required. It occurs immediately after the standard Smart Client
login dialog.
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Log into access control

CCure9000 Lab

User name

Password

[] Remember password

[ Aute-login

After entering the user name and password, XProtect will attempt to validate the credentials against the CCure
9000 system. If Skip this step is selected, the Smart Client is opened without using personalized login, and no

XProtect Access features are available in the Smart Client. After authentication with CCure 9000, Smart Client

loads a personalized configuration. The Smart Client will only display access control information from the user
account that logged in during the personalized configuration login dialog. This includes:

« Alarms related to hardware the user can view in CCure
« Events related to hardware the user can view in CCure

Devices in the map element selector that the user can view in CCure

XProtect personalized login does not specifically include personalized alarm acknowledgment. Rather, as with
standard “non-personalized” login, any user can acknowledge any alarm that is visible in the Smart Client. Since
alarms will only be visible if the underlying device is in their personalized configuration, users can only
acknowledge alarms related to hardware they can see.

Refreshing personalized configurations

The XProtect Event Server stores personalized configurations for XProtect Smart Client users. Stored
personalized configurations are cleared when the Event Server restarts. When the global configuration of the
XProtect Access instance is refreshed, the Event Server updates all stored personalized configurations. Log out
of the Smart Client and log back in using the personalized configuration to load the updated configuration.

If the global configuration is changed for a user who is currently logged into the Smart Client using the
personalized login feature, the Smart Client application will have the following info message displayed.
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Milestone XProtect Smart Client

Views Exports Alarm Manager Incidents

0 G43:57 AM  The configuration of the access control system "CCure9000" has been changed. You can continue working.

Events m Cardholders

If the permissions and CCure access rights are included in the change the following message can appear:

s control system “1.2 ACM CCure Integration” has been disabled. Log into XProtect Smart Client again to enable the access control system.

If either of these messages appear, simply follow the instructions in the message. Logging out of the Smart
Client application and re-authenticating using the personalized login process will always fetch an updated
configuration.

Door and camera association

In the Doors and associated cameras menu of the XProtect Access Instance it is possible to verify the status of
all connected doors, and create, reassign, and remove the association between cameras and doors.

Doors require associated cameras to view live and recorded video - and listen to or play audio through any
XProtect client application that supports visualization of doors.

1. Open the doors list and select a panel or the All doors group to view all doors connected to that panel.

\cress Control ~ 0 WAccess Control Information
5 &) Access Control
] (cCure3000 Lab Doors and associated cameras
Drag and drop o associate cameras with door access poinis.
Doors Cameras

W 4 ) 1P-0AD00467
I 4 [ Lab Sim

Hame Ensbled License = Board Room

Auto Generated Door [ |Licensed 0 Merch Floor West

- =D 'wlest Entrance Extenor
o Generated Doot b West Entrance Interior

Auto Generated Door

Auto Generated Door
Auto Generated Door
Auto Generated Door

Licensed

() ]| = ] = =

Board Room Entrance Licensed of

Access point: Board Room Entrance-Readerfi1
Board Room
West Entrance Interor

Drop camera here to assocate & with the access point

Lab Deor 1 [w] ¥
Shaop Entry i) i
‘west Entrance o] o

2. Click on a door. Under it all associated cameras are listed.
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3. Selecta camera from the Cameras list on the right and drag the selected camera into the list of cameras
associated to the chosen door.

4. If required, click the Remove link to end the association between the camera and the door.

Categorize events

Large scale access control systems, such as those managed by CCure 9000, need to functionally integrate with
XProtect without programming large numbers of individual alarms and rules. Categorizing access control events
greatly minimizes the number of individual alarms and rules that need to be programmed.

To generate XProtect alarms or rule-based actions triggered by any one of a group of individual CCure events,
the events must be categorized. For example, the integration can be configured to start recording video from
associated cameras based on any number of unique hardware events: “Door Forced,” “Denied, Badge Not in
Panel,” and “Access Denied Unauthorized Entry Level.” Chosen events are placed in the same category, and then
a rule is created to start recording based on the receipt within XProtect Access of any event in that category.

The categories are:

Default XProtect Access Events CCure Events Custom Events

« Access granted

o Access request
q o CCure Event

« Access denied Activated . User-defined

« Alarm « CCure Journal category...
event

o Error

« Warning

Creating a user defined category

1. Gotothe Access Control Events menu.

2. Click the User-defined Categories button to create your own custom event category.
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Applicat] 87 User-defined Categories >

frea bl

Assistan | Mame | Add

Audit Lo} [Eyents used to popup video in Smart Client | Remove |

Ludit Tr

Battery | 4

Card Ad /

Card Re

CCure [ /

CCure O /

CCure 3

CCure§ | 2

CCure 5

Clip Mayf OK | | Cancel |

Device 4 .

]| Deflice Frror | CCure3000
| |Iser-defined Categornies. . |

{?}, General Settings =0 Doors and Associated Cameras = ¥ fArress Control Events (i Access

3. Click Add, name the category, and press OK.

4. The user-defined category appears as an option in the Event Category list.

Event Category
CCure Journal event V
CCure Journal event w

(] g categonies
[] Access denied
] Arccess granted
] Access request
L1 Alarm
[ ] ¢Cure Event Activated
CCure Journal event
[ Error

[ L] Events used to popup video in Smart Client ]

] Wwarning

L Ure Journal event i
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Alarms and rules in XProtect are triggered using any category of event.

Alarm Access Control Categories Event Rule Access Control Categories Event

list list
[Aarm Definition nformation
Aam definition Select an Event
Enable: = (3 Hardware
I — WP Devices
N Narne: |Video Recording AC Alamms © 8 External Events
R4 Instructions: ® )} Recording Servers
[ System Monitor
i {l\' Other
= ﬂ' Access Control
Trigger = & Access Control Categories
— ﬁ‘ Access denied (Access Control Categories)
[amcEEy cons Control EventCategoies T Access granted (Access Contrel Categories)
i»:“ Access request (Access Control Categories)
- % Alarm (Access Control Categories)
Sources: tﬁx m Al CCure Event Activated (Access Control Categories)
Access request % CCure Journal event (Access Control Categories)
Activation period R — {,“‘ Error (Access Control Categories)
Cure Ew vate ey A 5
(® Time profie: CCure Joumnal event Q Video Recording Events (Access Control Categories)
Erar + @, Access Control Events
() Event based: Video Recording Events v
: VWaming
Cancel

Access request notifications

Access request notifications are pop-up notifications which appear in front of all other desktop applications for
all users logged into the Smart Client with access to view XProtect Access features and devices. These
notifications can be customized in the Access Request Notifications menu. The XProtect Access integration
includes a built-in access request notification.

1. Goto the Access Request Notification menu.

2. Click the Add Access Request Notification button.

3. Name the new notification.

4. Associate cameras, speakers, microphones, and sounds.

5. Click the Add Command button and open the Command list to select which commands appear on the
notification.

52 | Admin Config



Manual | XProtect Access for CCure 9000

= -:-J Access Cortrol
£] CCures000 Lab

Hacs

ocess Control ~ 0 [Access Contrel Information

Access request notifications
Specify the settings for each access request notiication you define

Built-in Access Request Notification (read onby)

\ideo Verdy Ensry

X|

3

1] 2

Access request notification details
Configrare: the access request notiication behavior.

ne

Board Room
Speaker. Camers speaker
Microghone: | Camern microphone
Sound slert | Windows Asterisk

ommancs:

Command

AN relsted commands

Palated acoess regquest commands

&b General Setings B Doors and Associsted Cameras 1 mtmmlE-lx = Access Request Notfications |4 Cardholders

DEV: ke

DEV: kem States & Commands

DEV: Category Mapping

Open the Commands list and choose a type of command, the action the command will perform, and the
hardware device to command. If the command should interact with a hardware device that is not related to the
device which triggered the access request notification, choose Other and select from the list of all devices.

Commands

Command
All refated commands

Felnind soonss raquest commands
Select command

Related sccess request commands
Al related commands

Access control command

Systern command

Charm
Acinowledge

Lock

Unlack

Mlomentary UnLock
Comtrol Access

Ungomiral Acoess

Arm

Dizaren

Shunt

Urishunt

Activate

Deactrate

Pulse

Slow Flash
Momertary Slow Flash
Fast Flagh

[source]
Ortheer..
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B ltem Picker - O x
Select one

=) Access Contral Servers
=] Milestone Systems
=iz Units
=l-__: Milestone Controller
o [ Automated Door 1
' I Aptomated Door 2
#- [ Breakroom
-+ iSTAR hra ACM1-Milestone Controlies
W Tamper-Milestone Controber

When the notification pops up on the desktop a sound will play if you choose to include a sound alert. The built-in
access request notification does not include a sound alert.

Access request notifications can be used to trigger pop up notifications from within the Milestone rules system,
and the notifications do not need to be connected to access control hardware devices.

R 0 1ype here to searen AN

Searching cardholders

All cardholders in the CCure system are imported from the connected server. Search for cardholders in the
Cardholders menu of the XProtect Access instance. First Name, Last Name, Badge Numbers, and Cardholder ID
are all included in the search. As characters are typed in the box, searching begins across all fields:
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Cardholders
Search for cardholders to view a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client. when an ag
to O
Name ’ Type Tom
Damiris Visitor Employee
Jeff Visitor
Kirby Visitor
Renee Visitor
Seimone Visitor
Tom Employee
Description:

Visibility of cardholder information, such as name, badge numbers, etc., is controlled within the CCure database.

Client profiles and roles explained

Smart Client profiles and user roles in XProtect allow administrators to control the features available in the
XProtect Smart Client.

Smart Client profiles allow control over the visibility of access request notifications. Roles allow control over
access control globally, visibility of the cardholder list, and access request notifications. For example, if a user
cannot receive access request notifications it could be disabled in both the Smart Client profile that user is
assigned, or in their role.

Managing client profiles and roles
1. To manage Smart Client profiles - open the Management Client.
« Expand Client and select Smart Client profiles.

« The Access Control menu contains the setting for notifications.

Smant Client profile settings - Access Contral
Tile Satting Locked
Show sccess request notfications: Yes ~ O

2. To manage roles open the Management Client.
« Expand Security and select Roles.

« Selectthe role to manage and click on the Access Control menu to adjust the available settings.
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Security settings Milestone XProtect Access

[ Use access control
[ View cardholders list
[ ]Receive notifications

The Receive notifications setting is only used to enable notifications with the web client
- and mobile client.
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Smart Client Features

Access control workspace explained

The XProtect Access CCure integration adds a new workspace, or tab, into the XProtect Smart Client. The Access
Control workspace should appear in the Smart Client.

Client

Views | Exports | Search | Alarm Manager | Incidents | AccessControl | System Monitor | (ANGEE®) 12:1649eM Mo &

Front Entrance

This workspace is used to search and filter events, doors and cardholders.

Access control workspace events list

1. Go to the Access Control workspace of the Smart Client and select the Events list.

2. Select a time range, including a custom time range, or live update. Select the Live update time range to
view a real-time display of access control events.
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Views

Exports

%E Doors

'Live update ~

Last hour
| Last 12 hours
Today
1C P
Yesterday
L Last 7 days
1C

All
1C

Ti

1r. Custom interval..,

1 Live update

AM
AM
AM
AM
Mb
M

10/13/2023 11:57:47 AM

AP ST A T AT AR d

22 Milestone XProtect Smart Client

Search

_ardholders

Access denied, Access g... 7

Event

Card Relzcted
Card Admitted
Curd Admitted
Card Admitted
Card Admitted
Card Admitted
Card Admitted

— & @ Tew N

Alarm Manager

All doors

Source

Foor

Hall Entrance
Foor

Hoor

Hall Entrance
Front Entrance

Front Entrance

- .-

3. Filter for specific events including custom events and all integrated CCure events.

4. Open the All events list and select the Access control event... option to open the Select access control
events window.

5. Select a specific CCure event from this list.
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€ Select access control events 4

Select Name

Area Activity

Audit Trigger Activity
Card Admitted

Card Rejected

CCure Door Forced
CCure Door Held
CCure Server Offline
CCure Server Online
Device Actnaty
Device Error

Double swipe

Email sent failure

Ermnail sent failure with issuer

O00000RKOOOO0O0O0O

Event Assess Message

(8] 4 Cancel

6. Filter for specific hardware devices.

7. Click the Access report button to create a PDF file of the events in the current list.

ot -
Views | Exports | Search | AlarmManager | Incidents | AccessControl | System Monitor | CANGEs&m® 122823pM Ha

Access control administration

8. Inthe Access report window: name the report, choose a destination to save the report, include
comments, and select the option to include snapshots.
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Access control workspace doors list

1. Go to the Access Control workspace and select the Door list to select the type of hardware to display.

2. Select the Access control type... option to open the Select access control types window. The default
option for this list is Door. However, servers, and readers can also be selected.

3. Open the All states list to filter hardware by status.

4. Selectthe Access control state... option to open the Select access control states window and select from
the list of all available CCure hardware states.

> Select access control states >

Select Mame

CCure Controller Offline
CCure Controller Online
CCure Controller Tampered
CCure Door Closed

CCure Door Forced

CCure Door Held

CCure Door Locked

CCure Door Open

CCure Door Unlocked

CCure Input Active
CCure Input Inactive
CCure Output Active
CCure Output Inactive

CCure Reader Offline

Oo00O0d0dfddooooon
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5. Open the All doors list and expand the list or select the Other... option to open the Select access control
elements window.

« This window provides a directory of all the CCure hardware in the system.

Views Exports Search Alarm Manager Incidents | Access Control System Monitor AnsEERe)  123415eM e &

[

= Front Door

Front Entrance

6. Expand the directory, find the hardware device(s), and add them to the selected list. When choosing a
specific type of hardware, verify that the hardware type filter does not conflict with the chosen device(s).

7. Select a door or other type of hardware device in the list to see video from associated cameras, view
status information, and command buttons available for that device.

Access control workspace cardholders list

1. Go to the Access Control workspace of the Smart Client and select the Cardholders list.
2. By default, all cardholders in the system are displayed in the list.

3. Filter for specific cardholders by typing into the search field.

4. Select a cardholder to view their data.

5. Click the View cardholder events button to switch to the Events list automatically filtered to display
events only from the chosen cardholder.
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Client

Exports | Search | Alarm Manager | Incidents | AccessControl | System Monitor | (Al

Access monitor

The Access Monitor view item displays live status from doors and video from associated cameras in a single
view pane in the Smart Client. Click Setup in the Smart Client and expand the System Overview panel
menu. Select the Access Monitor view item and drag it into any available view pane:

Views | Exports | Search | AlarmManager | Incidents | AccessControl | System Monitor | GAWaa® 125441PM Fa

XProtect «  Hal

Specify the settings for the access monitor

Door: Hall Entrance, Hall.Control, CCure9000 v

Print Hall

Error, Warning, Alarm, Access granted,..

In the Access Monitor Settings window, open the lists to select the door, sources, cameras, events, commands,
and the order in which new events appear in the access monitor. Once the door is selected, many of the other
options will change, based upon the available cameras, events, and commands. The access monitor view item
can be added to any available view pane and works in a view alongside all available view items.
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nt

Views | Exports | Search | AlarmManager | Incidents | AccessControl | System Monitor

XProtect &« Hal v B

HE Views

Cameras

£ XPROTECT2023R2

Event
() Audio

MIP plug-ins

A Notsecure

PLAYBACK | LIVE

Maps

Itis possible to place doors, readers, inputs, outputs, panels, and CCure server(s) on an existing Smart Client
map. The map icons display hardware status as well as execute commands.

1. With the Smart Client in setup mode a Too

Is window will appear in the view pane.

2. From this window, select the Add access control option, which is an icon that looks like a door:

L
L.
|
et I
4 Add access control (__.

3. The Element Selector window will appear.
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Element Selector n

lun

&l Lunchroom Door

4. Type the name of a hardware device into the filter to quickly find a device or expand the servers and
panels to find all available hardware icons in the system.

Element selector X

Enter filter
4 [ Milestone Company
4 B Milestone Controller
b | . Breakroom
» | . Automated Door 1

b | . Automated Door 2

%/ Tamper-Milestone

» B iSTAR Ultra ACM1-h

5. Drag the selected icon onto the map. During normal operations, it is possible to right-click on any of these
icons to execute the commands from the shortcut menu.

ot -
Views Exports | Search Alarm Manager Incidents | Access Control System Monitor | (ANGS=E 1o731em T &
XProtect &«  Hall v B R : Setup  [7]

- el Hall Entrance I

Card Admi
115508 AM

LT
Acknowledge alarms
Disable all new alarms »

»

Cameras
XPROTECT2023R2
@ MsOffice
4 Event
() Audio

MIP plug-ins

PN A

PLAYBACK | LIVE
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6. Right-click the device icon and select Status Details from the shortcut menu to view more information.
The pop-up window contains all the device status information in the Value field.
L4
7 %o Tk &7 q

.Automated Door 12>=

PRSI DT

Automated Door 1

Mame Value

State CCure Door Closed, CCure Door Locked

The map icons have been redesigned to include more possible status information. If you
K4 want to know what all of the possible hardware items and status options are refer to the
Map icon hardware and status details on page 65 topic.

Map icon hardware and status details

There are several different types of access control map icons that can be displayed on the standard Smart Client
map. Each different type of icon represents a specific type of hardware device. Visual indicators appear on these
hardware icons to display the current status of the devices they represent. The different types of hardware and
status are listed in the image below.

'a CCure Server Online
."ﬁ CCure Server Offline
| CCure Controller Cnline
. CCure Controller Offline
CCure Door Open
CCure Door Closed
CCure Door Unlocked
CCure Door Locked
CCure Door Forced

A

|

B

=
‘ CCure Door Held

CCure Reader Online

. CCure Reader Offline
?_; CCure Input Inactive
?j CCure Input Active

CCure Output Inactive
CCure Output Active

There is a lot of functionality built into the map feature of the XProtect Smart Client, if you want to review all of
the functionality available please refer to the maps section of the Smart Client user guide.

65 | Smart Client Features


https://doc.milestonesys.com/2025r1/en-US/portal/htm/chapter-page-sc-user-manual.htm

Manual | XProtect Access for CCure 9000

Controllers provide status information to XProtect Access to support display of tamper
alarms on those device icons. For supported controllers, a red alarm status ring will
appear on the icon when it is being tampered with. When the controller physically returns
to a safe state, the alarm status will disappear from the icon.

Overlay buttons & Commands

Overlay buttons are used to add manual buttons to video panes. Anything that can be triggered by a command
can be added with an overlay button in the Smart Client. Read more about how overlay buttons work in XProtect
here.

Overlay buttons appear as a layer on top of the live video when you move your mouse over the individual view
pane. Use overlay buttons to activate device functionality, trigger system events, trigger low-voltage outputs,
start recording,...etc. This functionality is extended into the XProtect Access integrations. There are a large
number of possible uses for these buttons.
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The most common use case for overlay buttons and XProtect Access integrations is to
allow experienced video operators the ability to add door lock and unlock functionality to
the familiar Smart Client views they use everyday. The ability to add door control
(lock/unlock functionality) to live views is a great way to increase the overall functionality
of the entire system, and makes the integration between access control and video feel
much more seamless from an operational perspective.

Lobby Exports Search Alarm Manager Incidents Access Control

XProtect <« Lobby v~ B

22 Views ™ HQ Main Entrance

4 [ Private
Front Desk
91 Exterior & Parking
18 Floor 2
T HQ Map Unlock (155)

= Lobby ‘

9 Warehouse
B Cameras

» TEMPLATE-2023R3

MIP plug-ins

In particular, if customers want to visually verify access requests on highly secure doors,
overlay buttons allow anyone who can view live video, to also have the ability to open the
doors.

Other use cases can include any functionality connected to the door panel via
programmable input and output connections, which can include the following:

« Control lights or heating/cooling systems.

« Arm/Disarm connected intrusion alarms and other sensors.

Follow this process to add an overlay button to a view:

1.

2.

When the Smart Client is in setup mode, there is an Overlay Buttons panel on the left side of the client.
Select the Access Control icon.

Expand the Access Control icon to find all the doors and readers, panels, and the connected inputs and
outputs in the system.
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Views Exports | Search Alan

XProtect «

* | Hall Entrance
4 [ Others
4 -2 coure9000
[ Commands
T
4 [ FEControl
} [ Commands
4 |} Front Entrance
4[5 Commands
Lock
Momentary UnlLock
Unlock
- ﬁ Front Entrance-Reader#
b [& Commands
4 % Door #1 on Controll
4[5 Commands
Arm
Disarm
% Shunt
Unshunt
» % Door #1 on Controll
¢+ ¥ Door #1 on Controll
¢ ¢ Door #1 on Controll
] ﬁ Front Entrance-Reader#
» IR Hall Control

+ I Shoo.Control

4. Selecta command from the list and drag it onto the view pane.

5. Once the commands are visible on a camera view pane they can be resized, moved around, and - with a
right click - the name of the command can be edited.
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- o

Views Exports | Search Alarm Manager Incidents Access Control System Monitor | (NG 12144PM Fa &

XProtect 4 NewView(1x1) v B B : Setwp

~ ™ Print Hall

4 Event
€ Audi
 MIP plug-ins

Bl ®F MoV

PLAYBACK | LIVE

Access control options

In the upper right corner of the Smart Client application is the Settings and more button. Click this button and
choose Settings from the list.

Toggle theme

Help (F1)

Video tutonals

About

did

Select the Access Control menu in the Settings window. Choose to show or block access request notifications in
the Smart Client.
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& Settings - o b
Application o
Pares Show access request notihcatsons
Functions
Tirmeline:
Export
Smart mag
Search
Joyratich

Keyboard

Mlaren Mansger
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Mobile Client

XProtect Mobile

XProtect Mobile is a smartphone app that connects to your VMS system. The XProtect Access CCure 9000
Integration adds functionality to XProtect Mobile. Using XProtect Mobile, it is possible to receive a push
notification from the access control system, view live video related to the notification, and open the door - all
remotely from a smartphone.

Access control tab in XProtect Mobile

1. Log into the VMS with XProtect Mobile. The Views tab is presented by default.

2. Select the Access Control tab.

6 MmJT4NGD Q

VIEWS CAMERAS BOOKMARKS  INVESTIGATIONS ALARMS  ACTIONS ACCESSCONTROL

Doors

Breakroom South door

Door for Top Secret Reader

Breakroom Entrance South

3. The Access Control tab shows the list of doors available.

4. Filter for specific doors or select a door to view cameras associated to that door and interact with
commands available for the selected door.
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&« Breakroom South door

Breakroom Entrance

Updated on:

LOCK

UNLOCK

5. Swipe to switch between cameras when multiple cameras are associated to a door.
6. Switch between Doors, Events, and Access Requests.

7. Select an event from the event list to view still images associated to the event and playback video related
to the event. Filter the event list.
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< Door Forced Open

Top Secret Reader 10:27:40 PM
Oct 12,2023

SEE 2 ASSOCIATED CAMERAS

cocess control systam:

Access requests are only visible if the Smart Client profile assigned to the role of the
current user includes the ability to view access requests.
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Technical Considerations

Alarm acknowledgment - explained

Bi-directional alarm/event acknowledgment is supported between XProtect and CCure 9000.

In some scenarios, acknowledging alarms in the XProtect Smart Client may not
automatically acknowledge the alarms in the CCure system. In systems using both
integrations: (i.e. the XProtect Access integration with CCure and the Video Push CCure

A integration) - XProtect analytics alarms generated by the Video Push CCure integration

only support automatic acknowledgment if they are acknowledged in the CCure
Monitoring Station application, and the Auto-acknowledge alarms option was selected in
the CCure event definition.

CCure 9000 to XProtect:

When a CCure 9000 event is acknowledged, if an alarm was triggered in XProtect that matches that
event, the XProtect alarm will be acknowledged.

XProtect to CCure 9000:

When an alarm is acknowledged in XProtect, the event in CCure 9000 that triggered the alarm will also be
acknowledged.

When using the XProtect Smart Client's Alarm Manager tab, right-click an alarm, and select
Acknowledge. The associated CCure 9000 event will be acknowledged.

Acknowledging an alarm in XProtect will acknowledge the alarm in CCure. Closing an
alarm in XProtect will not acknowledge the alarm in CCure 9000. Only acknowledgment of
the alarm in XProtect will impact the alarms status in CCure 9000.

Requirements for alarm acknowledgment

For automatic bi-directional alarm acknowledgment to function, there are specific conditions which must be met:

1.

The CCure 9000 event must have triggered the alarm in XProtect.
Check the Access Control tab, and the Events list, in the Smart Client to view the event.

Verify the Access Control Event Category used in the Alarm Definition in XProtect Management Client
matches the category assigned to the event in the Access Control Events list.
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2. The source of the alarm must correspond to the source exposed by the integration. For some CCure 9000
events, a door will be used as the source. For other events, such as user-created events, theCCure 9000
server is exposed as the source. It is required to specify the source in the Alarm Definition in XProtect.

« The source of each event is listed in the Access Control tab’s Event list in the Smart Client.

3. The CCure event must be configured to require acknowledgment and must not be in a state that prevents
acknowledgment, such as Latched.

« Verify individual event details in the Configuration menu of the Administration Station application for
the CCure 9000 system.

Service tray icon (explained)

The CCure XProtect Access Service, that runs on the CCure server has a service tray icon with a shortcut menu
used for viewing status of the service, managing certificates, launching the log viewer, and starting and stopping
the service. Right-click the CCure XProtect Access Service service tray icon to view the shortcut menu.

CCurefk ¥Protect Access
Version:

Status: Running
Select Certificate...
Start service

Stop service

Restart service
View logs...

Exit

Using the log viewer application

When upgrading the integration, all log levels configured in a non-default level of detail
(not Info) are reset to "Info" after the upgrade. Please confirm and reconfigure the log
level to the desired setting after the upgrade is complete.

1. Choose the View logs option from the shortcut menu of the service tray icon to launch the log viewer.
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Logs List

XPA Trans
XPA Trans

XPA Trans

CCure9k XProtect Access Logs ’

Victor Web Service - Client Logs

7]

Select the log you want to open.

lator - Event Manager Logs
lator - State Manager Logs

lator - Main Logs

| About || Color Configuration H Apply || Open Log File... |

2. All

available log files are in the Logs List. Adjust the detail level of the log using the list to the left of the

Open button. Once you have chosen the level of detail click the Apply button to change the log level. The

success dialog window pops up when the change is applied.

‘

3. cl

The available log levels are Trace, Debug, Info (default), Warn, Error, and Fatal. Trace
shows the highest level of detail, Fatal shows the least amount of detail.

ick the Open button to launch a new window used to search through the individual log file.

@ VideoOS.CCuredk.

XPA.Service-MIT-CA-CCure json [m] X

N e e e e

[clearscreen | |

Filter Options
info
Debug
Trace
warn
Error
Fatal

[ werd Wrap
Auto scroll

Load Progress
—

12/7/2022 1:54:23 PM Info Created AcSystem Id:a7b6bObc-bebd-bf22-6135-536af43bbfd6
12/7/2022 1:54:24 PM Error Failed to connect to CCure and initialize the CacheManager.
12/7/2022 1:54:24 PM Info AcSystem Disconnect() - Disconnected.

12/7/2022 1:57:16 PM Info AcSystem Disconnect() - Disconnected.

12/7/2022 1:57:16 PM Info AcSystem Disconnect() - Disconnected.

12/7/2022 1:57:16 PM Info Destroyed AcSystem Id:a7b6b0bc-bebd-bf22-6135-536a743bbfds
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Type in the text field at the top of the menu and hit enter or click the magnifying glass icon to start a text
search. Use the First, Prev, Next, and Last buttons in the top right to navigate the search results.

The Clear Screen button empties the main text display window, and the Reload button resets the current
log file after a search. If the log file is large and takes time to load, the Load Progress graph at the
bottom left displays the status of the load operation.

Use the Filter Options menu to choose which types of log messages to display.

The Word Wrap and Auto scroll options control the appearance and real-time behavior of the main text
display window.

Click the Open Log File... button to launch a file explorer menu set to the local log file location.

The default location of the log files is
C:\ProgramData\Video0OS\VideoOS.CCure9k.XPA.Service\logs

5. Click the About button for version information and online access to Milestone support resources.

6. Click the Color Configuration button to open the Color Configuration menu to create a custom color
scheme for the log reader. Custom color schemes are saved, exported, and imported with this menu. The
Default button removes any customized configurations and applies the default settings.

4 Color Configuration — *
Info |Th'|5 is a sample text._. | | Fore Color | | Back Color |
Debug |_h's i a sample text. .. | | Fore Color | | Back Color |
Trace |Th'|5 is a sample text.... | | Fore Color | | Back Color |
Warn |_h s is asample text... | | Fore Color | | Back Color |
Error |_h'5 iz asample text... | | Fore Color | | Back Color |
Fatal |_h'5 is asample text._. | | Fore Color | | Back Color |
Selected Line |Thi5 is a sample text.... | | Fore Color | | Back Color |
Search |Thi5 is a sample text.... | | Fore Color | | Back Color |
Backgound | |

| Default ‘ ‘ Export ‘ ‘ mport | | Save ‘ ‘ Cancel ‘
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Troubleshooting

Basic support checklist

For issues not covered in this guide, please contact Milestone Support at support@milestone.us, or by phone at
503-350-1100.

Simple items can lead to support calls if overlooked. Below is a short list of those items. First are the items to
check on the XProtect Access system, followed by a list of things to verify on the CCure system. For both, make
sure the versions of the CCure system and the XProtect system are supported.

XProtect Access

This set of items are helpful for resolving all troubleshooting issues.

« Check that the doors in XProtect Access are licensed.
« Checkthat the doors in XProtect Access are enabled.

« Verify the XProtect Access Service is running.

« Make sure the Event Server connection to the XPA service is connected.

« Check the service tray icon on the server where the XPA service is installed to verify.

« Double check that the credentials used for the victor web service user and password fields are correct.

The next set of issues are helpful for issues related to events, alarms, and status changes
- not being received between the two systems.

« Verify all required doors and other devices from the CCure system are added to the XProtect Access
system.

« Asdeviceschangeovertime,it'ssuggestedtorefreshthe configurationfromthe GeneralSettingstab.
« Checkthat events are displayed in the Smart Client access control workspace Events List.
« Make sure there are no filters applied which might be changing the results.

« Checkthat events are being displayed in the Management Client when the Live Events dev tab is
displayed.
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« Match the Source of events appearing in the Smart Client access control workspace to any Alarms
defined in the Alarm Definition menu of the Management Client.

« Smart Client event source location:

]
Events® Dcors  Cardholders

liveupdate ¥  Access denied, Accessg.. ¥  All doors ¥

Event Source Cardholder
‘CCure Door Held Door #1 on Controller Id:2

CCure Door Held Door #1 on Controller Id:3

« Management Client Alarm Definition source location:

[Aarm Definitons ~ 7 |[Aarm Definition Information
=& Alarm Definitions Mam defintion
<& Detind Enable:
Name Denied
Instructions:
Trager
Trogering event Access Conrol Event Categories
Access denied
Activation perod
@ Time proie
O Event based
Map Door #1on Cortroler 10
Other

« Open the log viewer application and check the following logs to verify your events are received by the
XProtect Access Service:

« XPA Translator - Event Manager Logs

« Change the log level to Debug and Apply the change. Send some events into the system
and then Open the log file.

*

@ V4205 CCrsS P S ML CCare Evencon

Couresk XProtect Access Logs

—

“1l

Select the log you want to open.

Logs List

« Open the MIP Plugin logs at this location to verify that the events are received by the Event Server:

e C:\ProgrambData\VideoOS\VideoOS.CCure9k.XPA.MipPlugin\VideoOS.Event.Serve
r\logs
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CCure

« Check that the required CCure 9000 services are running. Open the Server Configuration Application and
check that these services are Running.

« CrossFire Framework Service
« CrossFire Server Component Framework Service

« SoftwareHouse CrossFire iSTAR Driver Service

sance | Encryption | Licensing | Simulation | Diagnsstics

the CrossFire Framework technology.

« Verify the victor web service is running.

Itis also possible to obtain victor web service SDK samples which can be used to test and
validate the performance of the CCure integration. These samples, and the SDK itself can

0 be downloaded from the CCure 9000 Connected Partner Program portal. Once logged
into the portal download the Partner Package for the version of CCure you have installed,
and the SDK and the samples will be included.

XProtect Access developer tabs (explained)

Hidden tabs are built into the XProtect Access instance in the Management Client. These tabs contain helpful
information when troubleshooting.
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Enabling developer tabs

Take these steps to enable the hidden developer tabs built into the XProtect Access instance.
1. Select Options from the Tools menu of the Management Client.

2. Go to the Access Control Settings tab of the Options dialog and select the Show development
property panel option.

Options x
External IDP EvidenceLock Audio Messages  Privacy setings Access Control Settings  Analytics Events  Custi 4 -3
Access Cortrol Seftings

‘Show development property panel

e Carca

Developer tabs (reference)

Below is a description of how to use each of the hidden developer tabs available within the XProtect Access
instance.

Tab Name Description
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This tab has the entire hierarchy of servers, devices, statuses, commands, and events in
DEV: Info the system. Selecting an individual object allows for identification of any properties
associated to it.

Properies tems

Door #1 on Controller 42

5408414 6b0-5587-829a-2153021ef027

VideoOS Platio ol trolUrit
CCURE-V1-Obje rityObjects D

ValigateSoLCe

Command types:

Related Surveilance items:

Extemal Commands

9
Controller #10

DEV:ifo___ DEV:hem States 8 Commands __ DEV: Category Mapping ___ DEV:Camera Mapping __ DEV: Live Events __ DEV: Live State Changes __DEV: Live Credential Holder Changes

This tab shows all devices and servers in the system. Selecta

device or server to view all associated commands and possible

DEV: Item States & Commands ] o .
statuses. The current state of the device or server is displayed in

bold.
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- r
ttems Stote and Commands.
T Seners States Commands
Urits ;
Lock
4 Controller #1 e ek
PA | Door 1 on Cor 4 Unlod
B CCure Door Forced 4 Momentary UnLock
B CCure Door Held
B CCure Door Locked
M CCure Door Open
) B CCure Door Unlocked
;
;
;
;
;
;
;
;
State lon: [
[Execute
DEVko _ DEVtemSalesCommands  DEV:Category Mapping |~ UCU:Casiic lpping __ DEV:Live Everts __ DEV: Live Stal Changes __ DEV: Liv Credertial Hoder Changes

The Category Mapping tab is primarily used for debugging during
DEV: Category Mapping development making sure that the Events, Commands, States, Servers, and
Devices are mapped correctly between CCure and XProtect.

Category
Default categores: | yain
System ot conected

Overrice defaut: [

DEViifo  DEV:Rem States &Commands _DEV: Cateqory Mapping | DE- Leie i15pes  DEV:Live Everts  DEV:Live State Changes _ DEV: Live Credential Holder Changes

This tab displays the current camera to device mapping used in the XProtect

DEV: Camera Mapping Access instance
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[Aocess Control Information B
Related Cameras
Canon VB-W40 (152.168.101.64) - Camera 1

Access Control Instances

o
b Controller #2
| Comaler 12
| Covaer
| G 8
|
|
|
K
|

4 Controller #1
e |

Controllr #10

[ Edi Relsied Camerss

DEVilfo  DEV:hem States 8 Commands __ DEV: Cateqory Mappng __DEV:Camera Mapping __ DEV:Live Everts _DEV: Live State Changes __ DEV: Live Credential Holder Changes D

This tab will display live events as they're received by the XProtect Access system
. when selected. If the client is closed, or the user switches to another view, the Live
DEV: Live Events . . .
Events tab won't retain any memory of the events displayed. This memory-less

behavior is something all three Live tabs have in common.

[Rocess Control Iformation

Eventd
9c9336d0-04at-4ffa-8113-4233d5cboedd

EventName
Door #1 on Controler [d:10.0bject Changed

Timestamp.

Message

EventCategories

14257 AM

Object Changed

(32010592 584043085567 S16calbeial

Door #1 on Controller 4.2 Object Changed State

6772023 14257 AN

Obiect Changed State

0cB31468 0415750 b1c0 7ckf este

28773086 2664674 336+ S2cH 033

Door #1 on Controller 4.3 Object Changed State

6772023 14257 AN

Object Changed State

0cB31468 0415750 b1c0 7ckA eetle

6683205 3500 deet-5125-4302558702e

Door #1on Contraler [4:2.CCure Door Held

6772023 14257 AN

CCure Door Held

396051194325 5561 2935 23740566020

71233003 32674503 8950 db<0B 0B T606

Door #1 on Controler 4.2 Object Changed State

6772023 14257 AN

Gbject Changed State

0cB31468 0415750 b1c0 7ckf estle

387b195 531145825772 9ad 16711596

Door #1 on Controller 4.2 Object Changed State

6772023 14257 AN

Object Changed State

0cB31468 0415750 b1c0 7cBf estle

62015915-1103-4209-8017-17cc9c25e11

Door #1on Contraler 4.3 CCure Door Held

6772023 14257 AN

CCure Door Held

396051194325 5561 2935 23740566020

845507 15-23-4307-9a37-c345108ee236

Door #1 on Controller |43 Object Changed State

6772023 14257 AN

Object Changed State

0cB31465-014 1-575c-b10-T5cEM Teeze

Sbb95070-7729-4002 Boat 742301423624

Door #1 on Controller 4.3 Object Changed State

6772023 14257 AN

Object Changed State

0cB31468 0415750 b1c0 7cBf estle

727250b1c03c-4cad 9ad1 9460323372

Door #1on Contraler 4:10.CCure Door Held

6772023 14257 AN

CCure Door Held

396051194325 5561 2935 23740566020

902561 0467 4dc0 bAG1-2ecle] 46beb2

Door #1 on Controler [4:10.0Bject Changed

14257 AM

Gbject Changed

[SE363925-2506 4ach- D421 355517976602

Door #1on Contraler [4:10.0Bject Changed

14257 A

Gject Changed

5613085-1db-4648-3062 54235 1696589

Door 71 on Controler [4:10.0Bject Changed

14256 AM

Gject Changed

7032372b-0046-42f 9352 27806706403

Door #1 on Controler 4.2 Object Changed State

6772023 14256 AN

Object Changed St

0cB31468-0741-5750-b1c0 75cBf Teete

(58351636 5620 412+ 9aa 7834927340501

Door #1 on Controler [6:10.Card Admitied

6772023 14256 AN

Card Admitted

(530b7685-5d00-436 b1/ dBb3aclcisal

Door #1 on Controler 4:10.0Bject Changed

14256 AN

Gbject Changed

Door #1on Contraller [&-1.Card Rejedied

6772023 14256 AN

Cord Rejected

78285767

553878 67494728 830k £ 131516120

Door 71 on Controler [4:10.0Bject Changed

14256 AM

Gject Changed

[54220008-7246-4739 8370 2350363802

Door #1 on Controler 4:10.0Bject Changed

14256 AN

Gject Changed

3302 539 4177 8627 4bBb3be5eas

Door #1on Controler 4.7 Object Changed State

6772023 14256 AN

Object Changed State

0cB31468 0415750 b1c0 7cBA estle

Toabica 08bi 4467 8afa 969209273043

Door #1on Controler 4.7 Object Changed State

6772023 14256 AN

Object Changed State

0cB31468 0415750 b1c0 7cBA estle

Door #1 on Contraller [4:1.Object Changed State

6712023 14256 AN

Object Changed State

0cB31465-041-5750-b 160 7508 eeize

05518762-43c6-4487 5003 Ddebbaletasd

Door #1on Controler [4-1.0bject Changed State

6772023 14256 AN

Object Changed State

T23ed0bc 8 306-40b9-5095 612406263990

Door #1on Contraler 4.6 Object Changed State

6772023 14256 AN

Gject Changed

0cB31468 0415750 b1c0 7cBA estle

377137bd-2eab-4513-8620-T9Baactzebed.

Door #1 on Contraler 4.6 CCure Door Forced

6772023 14256 AN

CCure Door Forced

39606 1194320550 1-2335-2 3405000630

55741418 537 4145-8723-06134276653b |

Door #1 on Controller |46 Object Changed State

6772023 14256 AN

Object Changed State

0cB31468 0415750 b1c0 7cBA estle

(0202773 Tc1-4bbe 9B4c-ef61e3637b17

Door #1 on Controller 4.3 Object Changed State

6772023 14256 AN

Object Changed State

0cB31468 0415750 b1c0 7cBf estle

05825716-6 7eb-4264 0305-22731db671

Door #1 on Controler 46 Object Changed Siate

6772023 14256 AN

Object Changed Stte.

Fachlb2c 5406 4662 b 228 32141670373

Door #1on Contraller 4.2 Card Admitied

6772023 14256 AN

Card Admitted

0cB31468 0415 750-b1c0 75cBf Teee

15652515589 41055647 493333095131

Door #1 on Controller 4.2 Object Changed State

6772023 14256 AN

Object Changed State

0cB31468 0415750 b1c0 7ckf eetle

Door #1 on Controler 4.2 Object Changed State

6772023 14256 AN

Object Changed St

0cB31468-0741-5750-b1c0 75cBf Teete

(68611580 32814 360.6136-22cbi62e7%b

Door #1on Contraler [4:2.CCure Door Forced

6772023 14256 AN

CCure Door Foreed

396051194325 5561 2935 23740566020

R 3 R  x XX xx§

79 T AR STE A 72T,

Ty 210 Conirolir 132 (bieet Chonner Smie

RADmAT A7 G

[T e—y

TR RA AT AT 1 TR R o7

i

trol Credentil Holders:

Related Acoess Control ltems:

Properties:

ttems:

I Cohodors__DEV:fo___DEV: fom Sttos & Commands_DEV:Catogoy Mappng__DEV:Camera Mappina|__DEV: e Everts _DEV: Lve Sate Canges__DEV: Live Crodental Holde Grangel < [+

This tab displays the live status changes of devices and servers. This tab

DEV: Live State Changes
has no memory.

84 | Troubleshooting



Manual | XProtect Access for CCure 9000

[Acosss GontolInformation B
lcon Timestamp AccessContrlSystemiame_Sourcelemame NewSttes NewCategores
61772023 145:52 AM | CCure Troubleshooting | Door #1 on Controller d:10 CCure Door Closed, CCure Door Locked System not connected. Door closed. Doorlocked
67772023 14552 AM | COure Troubleshosting [ Door #1 on Controllr|d2_|COure Door Closed, COure Door Lodked Sysiem ot connecied. Door dosed. Doorlodked
67772023 14552 AM | COure Troubleshooting __|Door #1 on Contrller a3 | CCure Door Closed, COure Door Locked Sysiem not connected. Door cosed. Doorlocked
L 57772023 T-4552 AM [CCure Troubleshoting [ Door 1 on Gontralr 32 | CCure Door Held, COure Door Open, CCure Door Locked | Eror, System not connected. Door pen, Door locked
67772023 14552 AM | COure Troubleshooting [ Door #1 on Contrller :10]COure Door Olosed. COure Door Held. Cure Door Locked | System ot comnected. Door closed. Eror, Door locked
67772023 14552 AM | COure Troubleshooting __|Door #1 on Contrller d2_|CCure Door Closed, COure Door Locked Sysiem not connected. Door cosed. Doorlocked
L 57772023 1-4552 AM [CCure Troubleshoting_[Door 1 on Gontralr 33 | CCure Door Held, COure Door Open, CCure Door Locked | Eor, System not connected. Door pe, Door locked
L 57772023 T-4552 AM [ Cure Troubleshoting [ Door 1 on Gonralr 310 CCare Door Held, CCure Door Open, CCure Door Locked | Eor, System not connected. Dooropen, Door locked
B [57772023 14552 AM [CCure Troubleshooting | Door #1 on Contralr 10| CCure Door Open, CCure Door Locked Door open, System not connedted, Door locked
67772023 14552 AM | COure Troubleshooting | Door #1 on Contrllr a3 |CCure Door Closed. COure Door Locked Sysiem not comnecied. Door cosed. Doorlodked
6171202314551 AM CCure Troubleshooting  Daor #1 on Contrler :10
7712023 1:4551 AM | CCure Troubleshaoting | Door 1 on Controler d-10] CCure Door Closed, CCure Door Unlocked System not connected. Door closed. Door nlocked
67772023 14551 AM |Cure Troubleshosting [ Door #1 on Contrller 10| CCure Door Closed, COure Door Locked Sysiem ot connected. Door dosed. Doorlocked
Il [57772023 T-4551 AM [ CCure Troubleshooting _[Door 1 on Cortralr 10| CCure Door Open, CCure Door Locked Door open, System not connedied, Door locked
67772023 14551 AM |Cure Troubleshooting __|Door #1 on Contrller d-1_|CCure Door Closed, COure Door Locked Sysiem not comnected. Door cosed. Doorlocked
Il [57772023 T-4551 AM [CCure Troubleshooting _[Door #1 on Cortralerld1_|CCure Door Open, CCure Door Locked Door open, System not connedied, Door locked
67772023 14551 AM [Cure Troubleshosting [ Door #1 on Contrller a6 | COure Door Closed. COure Door Locked Sysiem not connecied. Door cosed. Doorlocked
L, 5772023 14551 AM [CCure Troubleshooting | Door #1 on Contralr 6 | CCure Door Forced. CCure Door Open, CCure Door open.
| [57772023 T-4551 AM [CCure Troubleshoting __[Door 1 on Contralr @6 | CCure Door Open, CCure Door Unlocked Door open, System not connedted, Door ulodked
| [57772023 T-4551 AM [CCure Troubleshooting __[Door 1 on Contralr|a:2 | CCure Door Open, CCure Door Unlocked Door open, System not connedted, Door ulodked
67772023 14551 AM |COure Troubleshooting __|Door #1 on Contrller c:2_| CCure Door Olosed. COure Door Urlocked Sysiem not comnected. Door closed. Door unlocked
67772023 14551 AM [Cure Troubleshosting [ Door #1 on ontrllr a7 _|CCure Door Closed, COure Door Locked Sysiem ot comnecied. Door dosed. Doorlocked
Il [57772023 T-4551 AM [ CCure Troubleshooting _[Door 1 on Contralr 7 | Cure Door Open, CCure Door Locked Door open, System not connedied, Door locked
6/7/2023 1:45:51 AM | CCure Troubleshooting Door #1 on Controller Id-2 | CCure Door Closed. CCure Door Locked ‘System not connected, Door closed. Door locked
L 57772023 T-4551 AM [CCure Troubleshooting _[Door 1 on Contraler &2 | CCure Door Forced. CCure Door Open, CCure Door oper.
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Personalized login workarounds for integration version 1.4

Milestone and Software House have committed to maintain compatibility between all possible versions of the
XProtect and CCure 9000 systems. This commitment has made it possible to install and integrate between all
versions of the integrations which are posted at this link.
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The most recent version of CCure 9000 is 3.00.2, this version is fully compatible with the
1.4 version of the XProtect Access integration, and is only supported with the 1.4 version.
Personalized login works as expected with integrated systems using CCure 3.00.2 and
XProtect Access 1.4.

Below is a list of available workarounds required to maintain compatibility in the following combinations of
software versions and feature support.

CCure 9000 Version 2.90 SP6 or 3.00.1 and personalized login.

« Change victorwebservice IIS Process Private Memory Limit (KB) to 0.

« Change victorwebservice IIS Process Regular Time Interval (minutes) to 60-540.

These two versions of CCure 9000 are both compatible with all supported versions of

A XProtect. There is only an issue with these versions when the personalized login feature is
being used. If this feature is not in use, then there is no need to make any extra
modifications.

Configure IIS Process Regular Time Interval

On CCure 9000 versions 2.90SP6 and 3.00.1 the IIS process creates a memory leak when the personalized login
feature is used with XProtect Access.

Upgrading to CCure 9000 version 3.00.2 after upgrading the XProtect Access integration
to the 1.4 version will fix this issue. To fix the issue on the 2.90 SP6 and 3.00.1 versions of
CCure 9000 please continue reading below.

To fix this issue it is possible to define a more frequent reboot interval for the IIS process. Below is the
procedure for making this change.

1. Onthe CCure 9000 server, search for and open the Internet Information Services (IIS) Manager app.
2. Expand the host server node in the Connections directory and select the Application Pools menu.

3. Rightclick the victorwebservice application pool, and select Advanced Settings from the short cut

menu.
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oK Cancel

4. Inthe Advanced Settings dialog window, scroll down to the Recycling subsection and set the desired
Regular Time Interval (minutes) to prevent any client login issues.

5. Click OK, to save the configuration, and exit the IIS Manager.

The default value of 1740 minutes means that the app pool only recycles, or restarts, once
every 29 hours. Milestone recommends lowering the value to something that allows

0 predictable performance expectations for the customer. In some scenarios with large
systems this might be a very low value (60) in other systems, it might only need to be at
the end of each shift (540).

Configure IIS Process Private Memory Limit

On CCure 9000 version 2.90 SP6 and 3.00.1 the IIS process creates a memory leak when the personalized login
feature is used with XProtect Access.

Upgrading to CCure 9000 version 3.00.2 after upgrading the XProtect Access integration
to the 1.4 version will fix this issue. To fix the issue on the 2.90 SP6 and 3.00.1 versions of
CCure 9000 please continue reading below.

To fix this issue it is recommended to remove the limit of memory the process can utilize. Below is the procedure
for making this change:

1. Onthe CCure 9000 server, search for and open the Internet Information Services (IIS) Manager app.
2. Expand the host server node in the Connections directory and select the Application Pools menu.

3. Right click the victorwebservice application pool, and select Advanced Settings from the short cut
menu.
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Manager.

Upgrading from 1.1 with operator login events

For integrated systems upgrading from version 1.1 of the XProtect Access plugin to the 1.3 or higher version, the

default behavior of the CCure 9000 Operator Login event has been changed. This event was monitored by
defaultin the 1.1 version but is not monitored by default in current versions.

To check status of this event:

1.

instance.

In the Advanced Settings dialog window, scroll down to the Recycling subsection and set the Private
Memory Limit (KB) to zero.

Click OK, to save the configuration. Verify the victorwebservice application pool is started, and exit the IIS

Open the XProtect Management Client and select the Access Control Events tab of the XProtect Access

2. Scroll down to find the event titled: Operator Login
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It has been observed, on some systems, that many events are generated. To avoid this behavior, the decision
was made to leave this event out of the default list of events which the XProtect Access integration monitors.

However, this default behavior only changes on newly created XProtect Access instances. Therefore, if an

upgraded system is receiving many operator login events and the behavior must stop being monitored, it is
required to disable Operator Login events and save the configuration. Otherwise, this change in the default
behavior will not impact an upgraded system.

CCure 9000 XProtect Access instance not displayed in XProtect

Management Client

If XProtect is unable to communicate with the CCure 9000 XProtect Access instance, the instance will not appear
in the access control section of the Management Client. Do the following steps in the following order:
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1. Close the Management Client and Smart Client

2. Stop the XProtect Event Server

3. Stop the Milestone XProtect Access Service

4. Ensure CCure 9000 is running successfully. This may require restarting services.
5. Startthe Milestone XProtect Access Service

6. Startthe XProtect Event Server and wait for it to fully start.

7. Startthe Management Client

If the instance still does not appear in the Management Client, investigate the logs (see Using the log viewer
application on page 75) to discover the specific cause.

CCure 9000 XProtect Access integration looking for secure connection
with victor web service

« This symptom should only occur with XProtect Access integrations using CCure 9000 systems which are
version 2.80 or lower. Versions 2.90 and higher have fixed this issue.

A certificate must be provided and configured in IIS for the CCure 9000 victor web service to accept secure
HTTPS connections on port 443. Contact CCure 9000 engineering and support resources to verify the CCure
9000 system is configured to enable secure communications.

Check if the port number (443) is configured to work with HTTPS on the CCure 9000 server. Go to the CCure
9000 server. From the Start menu, open the Windows Administrative Tools application and open the
Computer Management menu.

& Computn Mansgtrmens - o |
File Action Veew Help
o nm B
& Computer Mamagement {Locall & @ » CDO-CCUREZT » Saes » DefaukWebSae 1 victorwtbserice » w ot @
w1 Systeen Took
o Tak Schaduler Connectiom Action
[l Event viewsr Q. 7 |Q, ‘i [victorwebservice Home
s Shared Folden © s" 'F - =
B Local Users snd Groups o A Page Fiker = - Show All v A
B oy 43 CoO-COUREIT (CO0-Cel, | T e SN O Arms
7 Drvice Manager .:‘—‘:mul.uncecls 259 NET . i - N i P
- - i Ste : ‘ = T : s "
g e [ [R ][ S @ @ GH © & § @B B & 5 G
sspet_chert NET MET  NETEmor  MET  METPuofile NETRoles  METTnst  METUsens  Apphcation Conmection Machine Key  Pages snd .
=t it B OMHAeUpds | Authoricstio| Compilition  Pages  Globakzstion Level Settings Serings Conftrods Croung Applcaten
v 5 Services and Apphc atns o —Ben - ¥
W Internet Indormation Servces (5] Manager| MELEELSER E ol 2
- | =) @& > : v
Savioe clwim Providers  Sewtion State SMTP E-mail
£ WA Cemtrol ’_':: @
[ 500 Server Configuntion Manager Husets 5 -
&in
- £
Conterd @ ] h sl e = . i -y i3, L
Logs v Y 3 [c=1} g_.,l ] i & [ *] -4 CH
Views A% Authentic. Ahoszs.  CG Comgressen  Defaut  Dwectory Emeefages  Faded  Hael  HTTP HTTR
Rubes Decument  Brewsing Reguest Trae, Mapprags  Redwect Fspon..
2% Bl Gw oM s @ 2

Select the Services and Applications directory and the Internal Information Services (IIS) Manager menu.
Expand the directory to find the victorwebservice website. Click on the browse *.443 link to validate if HTTPS is
working. This opens a browser and authenticates using TLS at the specified URL. If it's blocked, the port is not
setup.

To setup HTTPS on Port 443, Go to Default Web Site and click on Bindings.
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Then select https (port 443) and click Edit. Open the SSL certificate list and select the appropriate certificate.
The certificate allows authentication using secure ports (443).
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CCure 9000 XProtect Access instance cannot communicate with

CCure 9000

If XProtect is unable to authenticate or communicate with CCure 9000, there might be a problem with the CCure
9000 victor web service application pool. Follow these steps to make sure the CCure 9000 victor web service is

correctly started and accepts requests:

1. Gotothe CCure 9000 server
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2. Open a web browser and go the address below:

« http://localhost/victorwebservice/

3. Ifthe browser opens a page similar to the one below, everything is okay with the victor web service
[ wvicter web sanice ® o+ - a &
&« = @ (D localhostfvictorwebservice i B

victor web service

Home APl Connections

Contents

APl

AP| that uses the RESTul structure to communicate with the CrossFire SiteManager to perform
GET/PUT/POST and DELETE operations. View Detasls

e

4. If the browser leads to an error message similar to the one seen below, click the button shown on the
page to recycle the victor web service application pool
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Error

Either the CrossFue framework service 15 not running and'or victor web service s not hcensed

Note:

If vou have corrected the problemd{s) above, vou must recycle the victor web service I15 application pool 10 order
fior the changes 1o take effect Click the bunon below to amempt 1o automarically recyele the victor web service
applicanon pool. Depending on the confipuration of cartan systems, this eption may not be successful, and the

victor web service application pool must be recycled mamually,

Click hiaé to atampl 1o autamasically récyclé the vietar wab sandcs applicatian poal

Login fails with CCure 9000 when using a multipart domain user

The default Operator created during CCure 9000 installation will only retain the first part of a multipart domain

name.

For example, if CCure 9000 is installed using the Administrator user on the CUSTDEV.US domain, only the
CUSTDEV part of the domain will be kept in the Operator definition - the .US part will be lost.
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Trying to login using the full domain name (CUSTDEV.US) won't work.

Create Access Control System Integration i

Create access control system integration

Name the seeets contral system nbegration, salect the integration plug-in And enter the cannection detads,

Marme: CCURE

Integration plug-in: _ Tyce-CCure9000-USLT-SRB-02 miestone.di -
Address: WM-COURESK-2_60

Port: &0

Use HTTPS:

Username: CUSTOEV.A inistrator

Password: AR

Connection Profile: | USLT-SAEB-02.milestane.dk

Login Failed (Ui hittps'fvm=coure@hk-2_60/, Usemame: CUSTDEV. US\Administrator],
Respanse from CCURE: Metfaund [404] - Reasan: Mot Found

The same exact domain name protocol must be used in both places for login to succeed.
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No certificates available in Select Certificate window

After installing the XProtect Access service on the CCure 9000 server there may be no certificates available in
the Select Certificates window. This topic explains why this can happen, and how to fix it.

1. Ifthere are no options available to select, or simply no valid certificates for use, you may notice because
both the default and third party options are unable to be selected.

Select Certificate X

Encryption Options

A certificate is needed for communication encryption (HTTP/S5L).
Please choose cne of the options below.

Use default self signed certificate (less secure)

#® lUse certificate from the list below:

Certificate properties...

Ok Cancel

2. Check to make sure that the XProtect Access service installed on the CCure 9000 server is running. If the
service hasn't started after the initial install, it won't have been able to check for available certificates.

3. Itis possible that the default certificate, and any third party certificates, were removed or misplaced from
the local personal certificate store. Check the local personal certificate store for certificates.

4. Run the certlm.msc command, expand the Personal folder and select the Certificates folder to view all
available certificates.
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Personal store contains 4 certificates.

If you need to create a new self-signed certificate, or install a new third party certificate,
0 please refer to the XProtect VMS certificates guide:

https://doc.milestonesys.com/2025r1/en-US/portal/htm/chapter-page-certificates-
guide.htm

Smart Client system error with StateCode: LicensedQuantityReached

A system error can occur in CCure with the following error code:
LicenseQuantityReached
“The option Milestone XProtect Corporate is licensed for 1 connections and that limit has been exceeded.”

This error is caused by a known bug in versions of CCure equal or prior to 2.80 SP1 that prevents the integration
from connecting more than once to the CCure victor web service. The integration has been modified to recover
from this error automatically when it occurs, but the recommended solution is to update CCure to a service pack
higher than the above-mentioned versions.
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All other support issues

For issues not covered in this guide, please contact Milestone Support at support@milestone.us, or by phone at
503-350-1100.
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Appendix A | Create CA Certificate script

# Run this script once, to create a certificate that can sign multiple server SSL certificates

# Private certificate for signing other certificates (in certificate store)

$ca_certificate = New-SelfSignedCertificate -CertStoreLocation cert:\CurrentUser\My -DnsName 'VMS Certificate Authority' -KeyusageProperty All °
-KeyUsage CertSign, CRLSign, DigitalSignature -FriendlyName 'VMS CA Certificate’
-TextExtension @("2.5.29.19={critical}{text}ca=TRUE")

# Thumbprint of private certificate used for signing other certificates
Set-Content -Path "$PSScriptRoot\ca_ thumbprint.txt" -Value $ca_certificate.Thumbprint

# Public CA certificate to trust (Third-Party Root Certification Authorities)
Export-Certificate -Cert "Cert:\CurrentUser\My\$($ca_certificate.Thumbprint)" -FilePath "$PSScriptRoot\root-authority-public.cer"



Appendix B | Create Server SSL Certificate script

# Run this script once for each server for which an SSL certificate is needed.

# Certificate should be executed on the single computer where the CA certificate is located.
# The created server SSL certificate should then be moved to the server and imported in the
# certificate store there.

# After importing the certificate, allow access to the private key of the certificate for

# the service user(s) of the services that must use the certificate.

# Load CA certificate from store (thumbprint must be in ca_thumbprint.txt)

$ca_thumbprint = Get-Content -Path "$PSScriptRoot\ca_ thumbprint.txt"

$ca_certificate = (Get-ChildItem -Path cert:\CurrentUser\My\$ca_thumbprint)

# Prompt user for DNS names to include in certificate
$dnsNames = Read-Host 'DNS names for server SSL certificate (delimited by space - 1st entry is also subject of certificate)’
$dnsNamesArray = @($dnsNames -Split ' ' | foreach { $_.Trim() } | where { $_})

if ($dnsNamesArray.Length -eq 0) {
Write-Host -ForegroundColor Red 'At least one dns name should be specified'’
exit

}

$subjectName = $dnsNamesArray[Q]

$dnsEntries = ($dnsNamesArray | foreach { "DNS=$_" }) -Join '&'

# Optionally allow the user to type in a list of IP addresses to put in the certificate
$ipAddresses = Read-Host 'IP addresses for server SSL certificate (delemited by space)'’
$ipAddressesArray = @($ipAddresses -Split ' ' | foreach { $_.Trim() } | where { $_ })
if ($ipAddressesArray.Length -gt 9) {

$ipEntries = ($ipAddressesArray | foreach { "IPAddress=$ " }) -Join '&'

$dnskEntries = "$dnsEntries&$ipEntries”

# Build final dns entries string (e.g. "2.5.29.17={text}DNS=myhost&DNS=myhost.domain.com&IPAddress=10.0.0.103")
$dnsEntries = "2.5.29.17={text}$dnsEntries”

# The only required purpose of the sertificate is "Server Authentication”
$serverAuthentication = '2.5.29.37={critical}{text}1.3.6.1.5.5.7.3.1"

# Now - create the server SSL certificate
$certificate = New-SelfSignedCertificate -CertStoreLocation Cert:\CurrentUser\My -Subject $subjectName -Signer $ca_certificate °
-FriendlyName 'VMS SSL Certificate' -TextExtension @($dnsEntries, $serverAuthentication)

# Export certificate to disk - protect with a password
$password = Read-Host -AsSecureString "Server SSL certificate password"
Export-PfxCertificate -Cert "Cert:\CurrentUser\My\$($certificate.Thumbprint)" -FilePath "$PSScriptRoot\$subjectName.pfx" -Password $password

# Delete the server SSL certificate from the local certificate store
$certificate | Remove-Item
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About Milestone

Milestone Systems is a leading provider of open platform video management software; technology that helps
the world see how to ensure safety, protect assets and increase business efficiency. Milestone Systems
enables an open platform community that drives collaboration and innovation in the development and use of
network video technology, with reliable and scalable solutions that are proven in more than 150,000 sites
worldwide. Founded in 1998, Milestone Systems is a stand-alone company in the Canon Group. For more
information, visit https://www.milestonesys.com/.
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