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Copyright, trademarks, and disclaimer

Copyright © 2024 Milestone Systems A/S

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation. App Store is a service mark of
Apple Inc. Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This text is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed
as constituting any kind of warranty.

Milestone Systems A/S reserves the right to make adjustments without prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any
actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third-party software for which specific terms and conditions may apply. When that
is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt
located in your Milestone system installation folder.
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Introduction

About this manual

This user manual describes:
« The general purpose and functionality of Milestone Customer Dashboard.
« How to browse the Milestone Customer Dashboard.

« How Milestone Customer Dashboard interacts with your XProtect VMS product.

Milestone Customer Dashboard

Milestone Customer Dashboard is a free online tool for Milestone partners, resellers, and XProtect VMS users to
manage and monitor Milestone software installations and licenses.

Milestone Customer Dashboard contains tools for:
« Managing information about your installations
« Registration and activation of licenses
« Real-time status overview of the system's health and performance

« Email notifications and error filtering in XProtect VMS installations

6 | Introduction
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Getting started

Setting up users and user types

If your company has a My Milestone account and your My Milestone administrator has
defined you as a user with the role License User or License Admin, you can log in to

K4 Milestone Customer Dashboard with your My Milestone credentials from any computer
with an internet connection either through My Milestone or directly in Milestone Customer
Dashboard (https://online.milestonesys.com/).

If you are the administrator of your organization's VMS, you need a My Milestone account to access Milestone
Customer Dashboard. Create an account from the Milestone website (https://www.milestonesys.com).

As an administrator of a company’s My Milestone account, you can use the User Administration page on My
Milestone to define Milestone Customer Dashboard users and their access permissions. All users have their
own login information and are linked to your company account.

You can define two user types with different access permissions for tasks related to software licenses:

User type Description
Manages the software licenses that you have given the license user access to. The
license user can:
« Upload license request (.Irq) files to activate device licenses for a customer.

License User . Download software license (.lic) files and receive activated license files,
which are used to install and update customer installations.

« Setup Milestone Care™ reminders to send alerts when Milestone Care
subscriptions need to be renewed.

« Manages all software license information for all customers associated with
License Admin your company.

« Managed license user accounts.

Log in

To log in to Milestone Customer Dashboard:
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1. Open a web browser.
2. Enter the web address to Milestone Customer Dashboard (https://online.milestonesys.com/).
3. Click Continue to go to the login page for My Milestone.

4. Login using your My Milestone login information.

If you do not remember your login information, select Forgot your password. If
you do not have login information to Milestone Customer Dashboard, see Access
to Milestone Customer Dashboard.

The Milestone Customer Dashboard main page appears.

@ milestone

®) admin@example.com ~

Licenses

Customers

License groups

Testlicenses

retiring

Errors

Monitor mode Get all the details here >

Server status

Notification manager

On the left-hand side of the main page is the main menu, which is used to navigate to the different pages of
Milestone Customer Dashboard (see Browsing Milestone Customer Dashboard on page 8).

Welcome

We believe it should be easy to work with Milestone products.
Therefore, we have gathered everything related to managing
your customers'installations in 2 single place. The new
Milestone Customer Dashboard works as the central platform
for people who sell install and maintain Milestone products.

Software Registration

In the Software Registration section of the platform, you can
register, view, activate and update software license codes
(SLCs) and track the status of the Milestone Care™ coverage
on each installation.

Customer Dashboard

With the online system monitoring services in the Customer
Dashboard section, you can keep track of technical incidents in
your customers'installations and proactively solve them before
they become a problem for customers.

What's new?

December 2019: Use the notification manager to get
customizable email notifications about your license groups or
any of the current and future licenses in your account. Set up
error reports to get notified of server errors instantly or as
weekly reports, and get Milestone Care™ reminders that list
any of your licenses with expiring Milestone Care coverage.
Please refer to the Set up Notfications guide for details on
notification manager functiondlity.

June 2019: Create and manage test licenses. List your active
and inactive test licenses. Download or emailinitial and
activated license files. Pleose refer to the Manage Test Licenses
‘guide for details on test license functionality.

January 2017: Create and manage groups of licenses on the
License groups page. Filter your licenses based on license
‘groups, create notification profiles for specific license groups,
Please refer to the Milestone Software Registration guide for

Browsing Milestone Customer Dashboard

You can browse Milestone Customer Dashboard using the main menu on the left-hand side of the interface.
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@ milestone

Licenses

Customers

License groups

Test licenses

rrors
Monitor mode

Server status

Notification manager

Menu
items

Milestone
logo

Licenses

Customers

License
groups

Test
licenses

Errors

Monitor
mode

Server

retiring

Get all the details here >

Welcome

‘We believe it should be ezsy to work with Milestone products.
Therefore, we have gathered everything related to managing
your customers' installations in a single place. The new
Milestone Customer Dashboard works as the central platform
for people who sell, install and maintain Milestone products.

Software Registration

In the Software Registration section of the platform, you can
register, view, activate and update software license codes
(SLCs) and track the status of the Milestone Care™ coverage
on each installation.

Customer Dashboard

With the online system monitoring services in the Customer
Dashboard section, you can keep track of technical incidents in
your customers'installations and proactively solve them before
they become 2 problem for customers,

2 admin@example.com +

——

What's new?

December 2019: Use the notification manager to get
customizable email notifications about your license groups or
any of the current and future licenses in your account. Set up
error reports to get notified of server errors instantly or a5
weekiy reports, and get Milestone Care™ reminders thatlist
any of your licenses with expiring Milestone Care coverage.
Please refer to the Set up Notifications guide for details on
notification manager functionaliy.

June 2019: Create and manage test licenses. List your active
and inactive test licenses. Download or email initial and
activated license files. Please refer to the Manage Test Licenses
‘guide for details on test license functionallty.

January 2017: Create and manage grdlips of licenses on the
License groups page. Filter your licenses based on license.
groups, create notification profiles for specific license groups.
Please refer to the Milestone Software Registration guide for
details on license group functionality.

Description

Return to the Milestone Customer Dashboard main page.

See a list of licenses associated with your account, as well as options related to license
management.

See a list of customers that you have created, including the number of licenses and servers
associated with each customer.

Create, edit, or delete license groups or search for a specific license group. License groups
are used for receiving error notifications from groups of systems. See License groups on

page 32.

Manage test licenses, which are used for demonstration and training purposes of XProtect
VMS installations. See Test licenses on page 35.

Keep track of technical incidents in your customers’ installations.

See the status messages of any of the systems that you monitor for your customers.

See if a server is monitored by Milestone Customer Dashboard, and the current error state
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Menu L
] Description
items
tat of the server. You can search for and filter for servers and error states, and you can also
status

create PDF reports about servers that you select.

Notification = Manage customizable emails that report the errors of a given server and the status of the
manager Milestone Care™ coverage of your licenses. See Notification manager on page 72.

Give users access to Milestone Customer Dashboard

1. Loginto My Milestone (https://www.milestonesys.com/my-milestone/).

2. Inthe main menu, select My Users.

- o x
4 Welcome to My Milestone 12 +
& > C & hips//www.milestonesys.com/my-milestone
’ milestone Where to Buy About Us Find jobs ‘ @ ENGLISH ‘ ‘ 4 GOTO

CUSTOMER MODEL PORTAL MY DETAILS MY USERS

Welcome to My Milestone

My Milestone is a portal for all of our partners and the content on it varies depending on
which type of partner you are. Please choose the type of portal you want to view below.

If you do not have access to My Users, contact the administrator of your
- company's My Milestone account.
3. Inthe bottom-right corner of the User administration page, select Add New User.

4. Inthe User details page, enter the required contact information, select the appropriate user role, then
select Submit.

Related topics:

« Setting up users and user types on page 7
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User settings page

Change the language

You can change the language of the Milestone Customer Dashboard interface and system reports. To change
the language:

1. Inthe upper right-hand corner, select your login name, then select User settings.

2. Onthe User settings page, under Language and region, select the desired language in the Language
list.

3. Select Save to apply the changes.

Change the time zone

The default value of the time zone reflects your current physical location as detected by Milestone Customer
Dashboard. You can select the time zone that you want to appear in error timestamps, in the Milestone
Customer Dashboard interface, and in the reports that you create.

1. Inthe upper right-hand corner, select your login name, then select User settings.

2. Onthe User settings page, under Language and region, select the desired time zone in the Time zone
list.

3. Select Save to apply the changes.

Change the date format

Select the date format that you want to appear in the Milestone Customer Dashboard interface and in the
reports that you create.

1. Inthe upper right-hand corner, select your user name and select User settings.

2. Onthe User settings page, under Language and region, select the desired date format in the Date
format list.

3. Select Save to apply the changes.

Specify rows per page
Select how many rows per page you want to see in grid fields in Milestone Customer Dashboard.
1. Inthe upper-right corner, select your login name and select User settings.

2. Onthe User settings page, under Language and region, select the number of rows per page from the
Rows per page. You can choose between 10, 25, 50, or 100.

3. Select Save to apply the changes.

11 | User settings page
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Licenses page

Register software license codes (SLCs)

If you register a software license code (SLC) in Milestone Customer Dashboard, you can:
« Trackthe licenses that you sell to customers.
« Assign licenses to customers.

« Setup monitoring of your customers' VMS installations.

Distributor, resellers, integrators and end-users can all register licenses. Each role can
only register a license once.

Toregister an SLC:
1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).

2. Inthe main menu, select Licenses or Customers 0, then select Register new license (SLC) 2]

@ milestone Licenses Register new license (5LC) | ) Activate Jra file ‘ Manage icense groups ‘ ‘ Create reminder | ®) admin@erample.com *

Search Filter +

> Licenses MO01-C01-123-45-6A7890

Activated hard Milest: C.
i 5 License (SLC) = Product Customer Number of servers d;‘“z: e B mlv::: ples

xprotect Expert 2020R1 YME =i

License grou

Customer:
ACME Retail

MO1-CO1 ¥Protect Corporate Glostrup Airport

687890 202081 0 id i

Test licenses

3. Inthe Register new license window, in the License code (SLC) field, enter the SLC (3]

4. Inthe MAC address of the server that was used for activation field, enter the MAC address of the
server that you used to activate the license on 0.

5. Click Next ©.

Register new license (SLC)

Register a license to your company account.

VMS license code (SLC):

MAC address of the server that was used for activation:

Read more ‘ Cancel ‘
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6. Optional: In the License group field, assign the SLC to an existing license group 0

7. Optional: In the License description field, enter a custom description of the license 7]

| You can search by license description on the Licenses page in the Search field.

8. To associate the SLC with a customer ﬂ:
« For an existing customer, select a customer in the Customer list

« For a customer that has not yet been created in Milestone Customer Dashboard, select Add
customer, enter a new customer name, and select Save

| Only distributors, resellers and integrators can associate SLCs with customers.

9. Select Register SLC ©. The new license is added to the Licenses list.

Register new license (SLC)
Register a license to your company account.

WMS license code (SLC):

MAC address of the server that was used for activation:

License group (optional): |

License description {optional) I

customer: |

+ Add customerT

Read more | Register SLC ‘ Cancel ‘
NS

Specify a customer name for a license

Specify a customer name to see how your licenses are distributed. You can view the list of the customers you
created on the Customers page.

13 | Licenses page
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If you do not specify a customer name during the license registration, the customer becomes Unspecified in the
Licenses list.

| You must specify a customer name before you download or email the initial .lic file.

1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. Inthe main menu, select Licenses @.

3. Locate the license for which you want to specify a customer.

| Search for a specific license by SLC using the Search field.

4. Selectthe license (2] and select Details B.

- o X
@ Licenses - Milestone Customer T x| =

<« C @ nttpsy/onii \esys.com/app/#/Licenses/Ind 0 :

’ WIES G Licenses Register new license (SLC} ‘ ‘ Activate .Irq file ‘ ‘ Manage license groups ‘ | Create reminder (&) admin@example.com »

Search Filter ~
> Licenses M01-C01-123-45-6A7890
Customers 1 6205 i i GUsIamer Susnbeenlianiers

M01-C01-123-45- \ ACME Retail
License groups R XProtect Expert 2020 Ri 2 22 Plus

Activated hardware Milestone Care

o

Customer:
. &
5. Onthe Details page, select the pencil icon # next to the Customer entry 0.
6. Selectacustomerfromthelist@orselectAdd custom erotospecifya newcustomer.
@ milestone (© Unspecified - License Hide license details ® - B

‘ Download initial .lic file H Email initial lic file H Activate .Irq file ‘

Milestone Care coverage:
+ Add customer
Care Basic - Never expires
| Care Plus - Read more

Upgrades:

Licenses

Customer:
Milestone Sys
Customers
Unspecifie

License groups

Company nam

Test licenses Milestone Systems A/S Main
No upgrade is available

This license has not been upgraded

See the benefits of upgrading this license

Company phone:

Errors

Company address: .

. Advanced audio codinglicenses:

Monitor mode

Banemarksvej 50, Broendby, Denmark
This license: 2

EENAEE Product information: _ o
Activated device licenses:

XProtect Corporate 2022 R1
17 out of 25

Notification manager

License description: #
No description
License group(s): #

No group

7. SelectSave @ to apply the changes.

Search for, sort, and filter licenses

In Milestone Customer Dashboard, you can find and view your licenses by:
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« Searching for licenses
« Sorting the license display columns
« Filtering displayed licenses
The Search field & on the Licenses page lets you search for a license based on:
o SLC number
« VMS product and version
« License description
o Customer name
« Milestone Care coverage

Select the relevant column header to sort the information alphabetically based on the selected column (2]

’ milestone Licenses | Register new license (5LC) | ‘ Activate Irg file ‘ Manage license groups Create reminder
( Prafessional+ 2020 O Filter ~
» Licenses
e License (SLC) Product Customer Number of servers Activated hardware devices [ Milestone Care coverage ~
MO01-A23-456-78-9801C2 XProtect Professional+ 2020 R2 ACME Retail 4 10 Basic
License groups
MO01-A23-456-78-9801C3 XProtect Professional+ 2020 R2 MegaBig Supermarkets 2 s Basic
Test licenses MO1-A23-456-78-9B01C4 XProtect Professional+ 2020 R1 Multipart Airport 6 2 plus
MO1-A23-456-78-9801C5 XProtect Professional+ 2020 R1  Avalanche Co. 7 37 Plus
MO01-A23-456-78-9801C6 XProtect Professional+ 2020 R2 ZeroMax Ltd. 4 22 elus
bros MO1-A23-456-78-9801C7 XProtact Professional+ 2020 R3 Joyany Security 12 9 Premium
e MO1-A23-456-78-9801C8 XProtect Professional+ 2020 R2  Lefavrel Solutions 5 106 Premium
Server status
Previous 1 Next Rows per page 25 =

Notification manager

You can filter your licenses based on license status, the Milestone Care™ coverage of the license, and by license
groups. With the Filter option, you can find SLCs that have Milestone Care coverage that run older software
versions or will soon expire.

15 | Licenses page
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1. Select Filter to view the different filter options.

16 | Licenses page
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2. Select one or more filter options. You can filter by:

Status

Name

Any

All active licenses

Obsolete licenses

Upgrade available

Care Plus status

Name

Any

Upcoming renewal (60
days)

Milestone Care Plus
expired

17 | Licenses page

Description

No filtering on the status of the software license.

Filter for software licenses that are currently active.

Filter for software licenses:

« That have been upgraded, and the displayed SLC is no longer
active

« Pasttheir expiration date

Filter for software licenses where an upgrade covered by Milestone Care
is available.

Description
No filtering on the status of the Milestone Care™ coverage.

Filter for all software licenses with a Milestone Care Plus coverage that
expires within 60 days.

You can set up email notifications for a software license. Notifications
are sent 100 and 20 days prior to the expiration of Milestone Care Plus.
See Set up Milestone Care™ reminders on page 75.

Filter for all licenses with an expired Milestone Care Plus coverage.

You can set up email notifications for a software license. Notifications
are sent 100 and 20 days prior to the expiration of Milestone Care Plus.
See Set up Milestone Care™ reminders on page 75.
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License group

Name Description
All licenses Filter for all licenses associated with your account.
[Name of group] Filter for licenses that are part of the selected license group.

| 0 Combine search, sort, and filter to find specific licenses in a larger list.

3. Select OK.

View license details

Milestone Customer Dashboard stores detailed information about each of your licenses, which you can view on

the Licenses page:

1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).

2. Selectthe Licenses page.

3. Find the license that you want to see details about.

| 0 For help locating a license, see Search for, sort, and filter licenses on page 14.

4. Selectthe relevant license and select Details in the preview pane on the right-hand side.

| 0 To select the relevant license, you can also double-click the license row

License details page (properties)

To view the license details, View license details on page 18.

The table below lists the elements of the license details page and whether they can be searched for from the
Search field on the Licenses page (see Search for, sort, and filter licenses on page 14). Entries that you can edit

are marked by a pencil icon 4

License actions

18 | Licenses page
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Button

Download
initial .lic file

Email initial .lic
file

Activate .Irq file

Send license
registration link

Upgrade
license

License details

Field

Customer

Company name

Company phone

Company
address

19 | Licenses page

Description

Download the initial software license (.lic) file that is used during the installation of a
new VMS system. See Get a software license (.lic) file on page 23

Send the initial software license (.lic) file to one or more email recipients. See Get a
software license (.lic) file on page 23

Activate a license request (.Irg) file that is used to generate an activated software
license (.lic) file. See Activating licenses on page 22.

Send a license registration link to a customer in an email. Copy or send a license
registration link on page 24.

Your license is linked to a particular XProtect VMS release version. You can upgrade
your license to use a newer version of the VMS.

The button is visible when an upgrade is available for the selected XProtect VMS
product. See Upgrade a software license on page 26.

Description

The name of the customer that is associated with this license (see
Specify a customer name for a license on page 13). If there is no Yes

associated customer, the word Unspecified appears.

The company name that is associated with the license.

Milestone Customer Dashboard adds the company name automatically
when the customer registers the license.

The company phone that is associated with the license.

Milestone Customer Dashboard adds the company phone No

automatically when the customer registers the license.

The company address that is associated with the license.
No
Milestone Customer Dashboard adds the company address

Searchable
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Field

Product
information

License
description

License group(s)

Milestone Care

Description Searchable

automatically when the customer registers the license.

The product and version that the software license provides. Yes
Any custom description of the license. Yes
Lists the license groups that this license belongs to. No

Lists the Milestone Care™ coverages for the selected license and their

No
coverage expiration dates.
If the license has been upgraded, lists the obsolete SLC of the previous
license and the new SLC for the upgraded license. If the license has not
Upgrades . . . No
been upgraded, see whether a license upgrade is available or not (see
License upgrades on page 25).
Advanced audio . .
i . The number of licenses for advanced audio coders and decoders. No
coding licenses
. . The number of activated hardware devices in the customer's VMS
Activated device N .
licenses system out of the total number of device licenses related to this SLC. No
The number is updated every time a license is activated.
Servers
Field Description Searchable
Lists all the servers where this license is used in the customer's system. The
Servers L . . . ) No
list is updated every time a license is activated.
Server
The name of the server. Yes
name
Location The location where a license is used. No

20 | Licenses page
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Field Description
Server o
. Any custom description of the server.

description

The number of activated hardware devices in the customer's VMS system out
Activated of the total number of device licenses related to this SLC. The number is
device updated every time a license is activated. Also shows the number of activated
licenses device licenses on other sites out of the customer's total number of device

licenses on this SLC.

Extensions and plug-ins

Field Description
Product Name of the extension or plug-in that is associated with the license.
Software
License The products' software license code (SLC).
Code
Expiration o . o . .
date The expiration date of your SLC. Typically, the expiration date is unrestricted.
Developed
b The company that developed the product.

y

Activated device licenses

Field Description
Date The date that the device license was activated on.
MAC

The MAC address of the hardware where the license is used.
address

21 | Licenses page
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Field

DLK
description

Device
name

Licenses
used

Description

Any custom description of the Device License Key (DLK).

The device name as recognized by the VMS.

The number of licenses the device is using.

Activating licenses

Searchable

No

No

No

To learn more about licenses in XProtect, see the Licensing section in the XProtect VMS Administrator manual.

You must activate a license after you:

« Install an XProtect VMS product with a registered software license (.lic) file

« Add hardware devices in XProtect Management Client.

« Add or modify XProtect VMS extensions and plug-ins

« Add Milestone Interconnect™ sites

« Upgrade to a newer version of an XProtect VMS product, including service releases

There are several steps in the license activation process. The process takes place:

« Onthe My Milestone portal

« InXProtect Management Client

« In Milestone Customer Dashboard

Depending on your organization, the steps may be performed by different people.

Step  Where? What?

Email, Milestone

You receive an email that includes a software license code (SLC) and a

1 Customer
Dashboard

software license file (.lic).

22 | Licenses page
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Step  Where? What?
In case the original file was lost, you can get the initial .lic file from Milestone
Customer Dashboard.
You register the SLC on the My Milestone portal.
2 My Milestone In case the original link was lost, you can get a new license registration link
from Milestone Customer Dashboard. See Copy or send a license registration
link on page 24.
Milestone . . ;
You register the SLC in Milestone Customer Dashboard. See Register software
3 Customer )
license codes (SLCs) on page 12.
Dashboard
XProtect You activate the license.
4 Management (For offline activation only) You download an .Irq file. The .Irq file must be
Client activated in Milestone Customer Dashboard.
Milestone (For offline activation only) You upload the .Irq file to Milestone Customer
5 Customer Dashboard and download a new .lic file. See Get a software license (.lic) file on
Dashboard page 23.
XProtect . N - —_ . N
(For offline activation only)You upload the .lic file to finish the offline activation
6 Management
) process.
Client

Get a software license (.lic) file

If a software license code (SLC) is registered in Milestone Customer Dashboard, you can get the associated
software license (.lic) file that is used when installing a VMS system.

To get a software license (.lic) file:
1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. Select Customers or Licenses in the main menu.

3. Onthe Customers page, double-click a customer, then double-click an associated License (SLC).
Alternatively, double-click an SLC on the Licenses page.
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4. Select Download initial .lic file to download the license file directly, or select Email initial .lic file to open
the Email initial license file window to send an email containing the license file to one or more recipients.

A You must specify a customer name before you download or email the initial .lic file.

@ milestone (© Milestone Sys - License Hide license details g

I‘ Download initial .lic file H Email initial lic file

I Activate .Irq file

Licenses
Customer: # Milestone Care coverage:

Customers
Milestone Sys Care Basic - Never expires

Care Plus - Read more

License groups

Company name:

: Upgrades:
Test licenses. Milestone Systems A/S Main

No upgrade is available
This license has not been upgraded
oS See the benefits of upgrading this license

Company phone:

The license (SLC) must be associated with a product version 8.1 or newer and must not be
- a plug-in license in order to provide a software license (.lic) file.

Copy or send a license registration link

Customers can register licenses with their My Milestone accounts. When a customer registers a license on the
My Milestone portal, the company details of the customer appear in Milestone Customer Dashboard on the
license details page.

To send a license registration link to a customer:
1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. Select the Licenses page.

3. Find the license that you want to see details about.

| 0 For help locating a license, see Search for, sort, and filter licenses on page 14.

4. SelectSend license registration link.

5. Copy the link to share it with the customers directly, or add the recipients email addresses to send an
email containing the license registration link to one or more recipients.
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License upgrades

To upgrade your Milestone product, you must have, or have had in the past, a valid
Milestone Care Plus subscription. You can upgrade to a Milestone product that was
released on or before the expiration date of your Milestone Care Plus subscription.

When you purchase a Milestone product, you receive a software license code (SLC) that is registered at point-of-
purchase or through Milestone Customer Dashboard. When you upgrade a license, Milestone Customer
Dashboard registers a new SLC and transfers all the installation and customer information to the new SLC.

After you upgrade a license, Milestone Customer Dashboard provides you with an upgraded software license
(.lic) file, see

Use the upgraded software license (.lic) file to upgrade your XProtect VMS installation with the new product
version and SLC. See the XProtect VMS Administrator manual.

Once you have upgraded your VMS product, you must activate the license, see Activating licenses on page 22.

Filter by licenses with upgrades available

You can view only licenses that are eligible for upgrade in Milestone Customer Dashboard. This is useful if you
manage multiple licenses.

To filter for licenses with available upgrades:
1. Log in to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. SelectLicenses in the main menu.

3. Select Filter II then from the Status list, select Upgrade available B then select OK B

‘ milestone Licenses | Register new license (SLC) Activate .Irq file ‘ Manage license groups Create reminder
=
» Licenses
% status Biomer Mitmber of servers Activated hardware Milestone Care
Customers devices coverage
Upgrade available s ACME Retail
License groups o o Basic
Test licenses 1 CarePlus status lostrip Alrport 0 0 Basic

Any T 3
MegaBig Supermarkets o 0 Basic

Errors

, License group Keegan Self Storage

o 1 Basic
Monitor mode Ungrouped o
ABCS i
ecrity o o Basic
Server status
2 m Springfield Public Librar
1 3 P 8 rany o 2 Basic

All the licenses that are eligible for upgrade appear.

You can now upgrade the relevant licenses, see Upgrade a software license on page 26.
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Upgrade a software license

When an upgrade is available for your XProtect VMS product, you will see a notification in Milestone Customer
Dashboard prompting you to upgrade your software license and download the new product installer.

1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. Select Customers or Licenses in the main menu.

3. Onthe Customers page, double-click a customer, then double-click an associated License (SLC).
Alternatively, double-click an SLC from the Licenses page.

4. If anupgrade is available for the license, an orange bar appears at the top of the page. To start the
upgrade process, select Upgrade license or the Click here link in the orange bar.

4 milestone

@ ACME Retail - License 7A1-2345-B678 Hide license details admin@example.com v

Licenses Download initial .lic file Activate .Irq filg Upgrade license

| Email initial .lic file

5. The Upgrade license window appears, detailing the license upgrade process. After a license is upgraded,
a new software license code (SLC) will be registered with all associated installation and customer
information.

After you upgrade the software license, you can no longer use the previous license
in your XProtect VMS installations.

Select the Iunderstand that once upgraded the current license (SLC) will be deactivated check box,
then select Upgrade.

Upgrade license 7A1-2345-B678

Upgrade to XProtect Enterprise 2019

Once you upgrade this license:
- The current license will be deactivated and you will no longer be able to add new devices
- A new license will be registered with all associated customer and installation information
- You will receive an email with a new software license code (SLC) and software license file (ic)

To complete the product upgrade:
- Download the XProtect Enterprise 2019 installer
- Install XProtect Enterprize 2019 using the new software license file (lic)

For more information, see Upgrade your XProtect VMS product.

] 1 understand that once upgraded the current license (SLC) will be deactivated
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6. After the upgrade process finishes, a confirmation window shows the previous SLC for the license that
you upgraded, and the new SLC for the upgraded license. You also receive an email with the new SLC and
software license (.lic) file.

) X
Upgrade license 7A1-2345-B678

License 7A1-2345-B678 has been successfully upgraded to MO1-A01-234-56-7ABCS89

7. Select Continue.

After you have upgraded your license in Milestone Customer Dashboard, you are ready to upgrade your
XProtect VMS installation with the upgraded software license (.lic) file. See the XProtect VMS Administrator
manual.
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Customers page

Add a customer

Create customers in Milestone Customer Dashboard to associate them with your licenses. To create a
customer:

1. Inthe main menu, select Customers II

2. Select Add customer B

‘ milestone Customers Register new license (SLC) Activate .Irg file i Add customer !
Search

Licenses

> Customers Customer = Number of licenses Number of servers Activated hardware devices
ACME Retail HQ 30 2 8

License group.
ACME Retail LA 17 2 6

Test licenses MegaBig Retail 10 1 2
ﬁﬁﬁﬁﬁﬁﬁﬁ If St B

3. Inthe Add customer field B enter a name for the customer.

Add customer

4. SelectSave ﬂ to add the customer.

To associate the customer with a software license code (SLC), see Specify a customer name for a license on
page 13.

Edit a customer

Edit the name of a customer to change the way that it appears in Milestone Customer Dashboard:
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1. Inthe main menu, select Customers II

2. Select the customer that you want to rename © and select Details ©.

@& i o
Q admin@example.com

4 milestone Customers | Register new license (5LC) H Activate Jrq file ‘ Add customer

Search
ACME Retail HQ

Licenses

Customer Number of licenses Number of servers Activated hardware devices

’ Customers

License group.
Licenses (SLESy

AD1-C23-456-78-9D0123

Test licenses MegaBig Retail 10 1
: A01-C23-456-78-9D0124
Keegan Seff Stor... 3 ! 5 AD1-C23-456-78-9D0125
AvalancheCo. 14 3 18 A01-C23-456-78-9D0126
ENOE: ZeroMax Ltd. 24 4 16 LIRS S

View mare

h
3. Select the pencil icon s to the right of the customer name 0.

‘ milestone © AcME Reta‘ ‘ Register new license (SLE) ‘ ‘ Activate Irq file

Search
Licenses
e Location = Server Product License (SLC) Milestone Care coverage License group
. Main HQ ACME-MN1-01 XProtect Corporate 2020 R2  A01-C23-456-78-0... Plus ACME Main HQ
M A Main HQ ACME-MN1-02 XProtect Corporate 2020 R2  A01-C23-456-78-G... Plus ACME Main HQ
Test licenses LA Office ACME-LA1-01 XProtect Corporate 2020 R1  A01-C23-456-78-G... Plus ACME Los Angeles
LA Office ACME-LA1-02 XProtect Corporate 2020 R1  A01-C23-456-78-9... Plus ACME Los Angeles
Offsite Backup ~ ACME-O51-01 XProtect Corporate 2020 R2  A01-C23-456-78-9... No coverage Ungrouped
Errors
Monitor mode Previous 1 Next Rows per page 25 +

4. Enter ina new customer name in the Edit customer field B of the window.

Edit customer - ACME Retail

0 ACME Retai|

5. Selectsave @ to apply the new customer name.

Remove a customer

If you no longer work with a specific customer or want to free up the associated licenses, you can remove the
customer from Milestone Customer Dashboard.

When you remove a customer, all associated licenses are listed as Unspecified on the
Licenses page.
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1. Inthe main menu, select Customers II

2. Select the customer @ that you want to rename and select Details 0.

4 milestone Customers | Register new license (5LC) H Activate Jrq file ‘ Add customer

Search
Licenses

Customer Number of licenses Number of servers Activated hardware devices

’ Customers

License group.

Test licenses MegaBig Retail 10 1 g
Keegan Self Stor... 3 1 6
Avalanche Co. 14 3 18

Le ZeroMax Ltd. 24 4 16

3. Select Remove customer ﬂ.

@& i o
Q admin@example.com

ACME Retail HQ

Licenses (SLESy

AD1-C23-456-78-9D0123
A01-C23-456-78-9D0124
AD1-C23-456-78-9D0125
A01-C23-456-78-9D0126
A01-C23-456-78-9D0127

View mare

Omilestone @ ACME Retail # Register new license (SLC) H Activate ‘\rqme! Remove customer '

Search

Licenses

e Location = Server Product License (SLC) Milestone Care coverage License group
Main HQ ACME-MN1-01 XProtect Corporate 2020 R2  A01-C23-456-78-9... Plus ACME Main HQ

License groups
Main HQ ACME-MN1-02 XProtect Corporate 2020 R2  A01-C23-456-78-9... Plus ACME Main HQ
LA Office ACME-LA1-01 XProtect Corporate 2020 R1  A01-C23-456-78-8... Plus ACME Los Angeles
LA Office ACME-LA1-02 XProtect Corporate 2020 R1  A01-C23-456-78-G... Plus ACME Los Angeles
Offsite Backup  ACME-051-01 XProtect Corporate 2020 R2  A01-C23-456-78-9... No coverage Ungrouped

Errors

Menitor mode Pravious 1 Next Rows per page 25 ~

4. Select Yes @ to confirm that you want to remove the customer.

X

Remove customer - ACME Retail

When you remove this custemer, you also remove the association to the
following licenses. The individual licenses are still available on the
Licenses page.

A01-C23-456-78-9D0123

Do you want to continue?

View server locations and licenses

For each customer, you can see a list of all the servers that you have added to this customer.

For each server,

Milestone Customer Dashboard provides the name, location, description, and the number of activated device

licenses.
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1. Inthe main menu, select Customers II

2. Select a customer B that you want to view servers for, and select Details B

@& i o
Q admin@example.com

‘ Add customer

‘milestone Customers | Register new license (SLC) H Activate .Irq file

Search

ACME Retail HQ

Licenses

Customer Number of licenses Number of servers Activated hardware devices

’ Customers

License group-
Licenses (SLESy

AD1-C23-456-78-9D0123
A01-C23-456-78-9D0124
AD1-C23-456-78-9D0125
Avalanche Co. 14 3 18 AD1-C23-456-78-9D0126
A01-C23-456-78-9D0127

Test licenses MegaBig Retail 10 1 g

Keegan Self Stor... 3 1 6

Errors

ZeroMax Ltd. 24 4 16
View mare

3. Inthe server details section, you can see relevant information about the server. Editable entries are

A

marked by the pencil icon F 4

‘ milestone @ Customer ACME Retail - License A01-C23-456-78-9-D0123 Show license details (&) admin@example.com «

‘ Download initial .lic file ‘ Email initial .lic file ‘ Activate .Irq file

Licenses
Customers Servers
License groups Search ACME-MN1-02 - ACME Retail HQ
’ ACME-MN1-01 Server name: Server description:
Test licenses
ACME-MN1-02 ACME-MN1-02 ACME Main HQ
Location: #' Activated hardware device licenses:
Errors
ACME Retail HQ 260ut of 193
R 1 related servers: 14 out of 193
Server status
Notification manager Hardware device licenses - details on selected server Search ~
Date =~ MAC address DLK description Channel
10/03/2014 00102A3B4567 | "1
10/03/2014 00102A3B4563 ‘ ‘ 1
10/03/2014 00102A3B4569 | |1
10/03/2014 00102A3B4570 ‘ ‘ 1
10/03/2014 00102A3B4571 ‘ ‘ 1
10/03/2014 00102A3B4572 ‘ ‘ 1
Previous 123 Next Rows per page 10 =

n If the customer is linked to licenses that are not actively used in VMS installations,
there will be no associated servers.
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License groups page

License groups

Manage multiple licenses at once by adding licenses to license groups, which is useful if you have many licenses.
A license may belong to more than one license group based on VMS product, customer, internal contact, and
more. You can also search for and create notification profiles by license group name and description.

Create a license group

1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).

2. Inthe main menu, select License groups.

3. Select Create license group.

@ milestone

Licenses
Customers
> License groups

Test licenses
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Search

License group name =
ACME Retail Main HQ
ACME Retail LA
MegaBig Supermarket

Multiport Airport

Group description
Main Office NYC

Los Angeles Office
MegaBig Kansas City

Main Site UK

' Create license group

Number of licenses
543

47

12

732

Number of servers
12

3

1

21
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4. Inthe Create license group window:

1. Inthe Name @ field, enter a name for the license group.
2. Optional: In the Group Description (2] field, enter a description of the group.

3. Inthe main section of the window B select licenses that you want to add to the group. Remove
added licenses from the right-hand side of the window B, or by selecting them again in the main
section.

4. Optional: in the Search o field, search by license, product, customer, or description.

5. SelectCreate @.

Create license group

Name: Group description:
Main Group Central office licenses

License (SLC) = Product Customer License description

Licenses included:

© 1A0-1234-0401
© 140-1234-0404
© 1A0-1234-0406

XProtect Expert ACME Retail

I 1A0-1234-0A01 HQ 1

XProtect Expert ACME Retail

O 1A0-1234-0A02 HQ 2

ACME Retail

O 1A0-1234-0A03 MEroicCtExpert LA Office

XProtect Professional+ MegaBig Supermarket

1A0-1234-0A04 MAIN

XProtect Professional+ MegaBig Supermarket

@ 1A0-1234-0A05

XProtect Corporate Glostrup Airport

E 1A0-1234-0A06 Central Office

XProtect Corporate Glostrup Airport

O 1A0-1234-0A07 TERMINAL 1

XProtect Corporate Glostrup Airport

O 1A0-1234-0A08 TERMINAL 2

XProtect Corporate Glostrup Airport

@ 1A0-1234-0A09 TERMINAL 3

XProtect Go 2.1 Avalanche Co.

O 1A0-1234-0A10 Demo

Previous 1 .. 181920 .. 25 Next

l Create l Cancel

6
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Edit or delete a license group

1. Select an existing license group and select Edit.

4 milestone ® Manage license groups (@) sdmin@example.com v

Search

Licenses Main Group
License group name < Group description e
Customers sroup P P licenses  servers Edit
Main Group Central office licenses 3 11 S
» License groups
ACME Retail test test group 2 o
Test licenses Glostrup Airport Ajirport main group 13 10 EEzzrpd
Central office licenses
Avalanche Co. Denver office backup 2 10

2. Inthe Edit license group window, you can edit the name and description of the license group and add or

remove licenses in the group.
3. Select Save to save your changes.

4. Alternatively, select Delete to delete the license group.
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Test licenses page

Test licenses

Test licenses are used for demonstration and training purposes of XProtect VMS systems. You can use the Test
Licenses page in Milestone Customer Dashboard to manage all the test licenses related to your account.

‘

becomes active.

4 milestone Test licenses
12
Available Active About o expire
Licenses
e Search Filter
WHEREEATS Expiration date = Customer
> Test licenses. 14/01/2020 ACME Retail
14/01/2020 ACME Retail
07/05/2020 ACME Retail
R 07/05/2020 ACME Retail
MonithE e 07/05/2020 MegaBig Supermarket
07/05/2020 MegaBig supermarket
S status
S 07/05/2020 Glostrup Airport
07/05/2020 Glostrup Airport
07/05/2020 Glost: Al rt
Notification manager i skl il i
07/05/2020 Glostrup Airport

Test licenses can have three states:

-

Product

XProtect Expert 2018 R3 Test
XProtect Professional 2018 R3 Test
XProtect Professional+ 2017 R3 Test
XProtect Express+ 2017 R3 Test
XProtect Professional 2017 R3 Test
XProtect Express 2017 R3 Test
XProtect Professional+ 2018 R1 Test
XProtect Express+ 2018 R1 Test
XProtect Professional 2018 R1 Test

XProtect Express 2018 R1 Test

Previous T 2

License (SLC)

A01-B01-234-05-6C7830
A01-B01-234-05-6C7891
A01-B01-234-05-6C7892
AD1-B01-234-05-6C7893
AD1-B01-234-05-6C7394
A01-B01-234-05-6C7895
A01-B01-234-05-6C7896
A01-B01-234-05-6C7897
A01-B01-234-05-6C7898

AD1-B01-234-05-6C7899

A test license supports a limited number of cameras and expires 365 days after it

Create test license

(&) admin@example.com =

Creation date
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019

2370172019

Rows per page 10~

« Available - Test licenses that you have available to create, as determined by your account
« Active - The number of test licenses that have not been deactivated and have not expired

« About to expire - The number of test licenses that expire within 30 days.

You have a fixed number of test licenses available to manage. You cannot increase your
total number of test licenses within Milestone Customer Dashboard. For additional test
licenses, contact your local Milestone representative.

Manage test licenses

Test licenses that you have created are displayed as a table and sorted by Expiration date by default. Use the
Search field to search for test licenses by Customer name, Product, or associated License (SLC).
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On the Test licenses page, select the Filter dropdown list to see test licenses according to Status (Active,
Inactive, or About to expire). Inactive test licenses are licenses that are deactivated or have expired, and do
not count against your pool of available licenses.

4 milestone Test licenses
3 12 0
Available Active i About to expire

Licenses

License groups

E Status
» Test licenses 1 Active =
( oK Cancel
Errors c
Monitor mode 07/05/2020 MegaBig Supermarket

Double-click a test license to view the details of the test license. On this page, see the associated Customer and
Product, as well as Activated hardware device licenses.

h
Select & next to the Customer, License description, and License group(s) fields to:
« Associate the test license with another customer
« Add a license description

« Add the testlicense to a license group, respectively

@ milestone (© Testlicense - Hide license detals

o

‘ Download initial .lic file Email initial .lic file Activate .Irq file Deactivate license

Licenses
Customer: # License expiration date:
Customers
Unspecified 06/04/2023
Expiration reminder [ JoFrF

License groups Company name:

Milestone Care coverage:

Test licenses Milestone Systems A/S Main
No coverage
Company phone:
Upgrades:
Errors
Company address:

No upgrade is available

Monitor mode This license has not been upgraded

Banemarksvej 50, Broendby, Denmark

Server status 5 . Advanced audio coding licenses:
Product information: s

XProtect Corporate 2022 R2 Test This license: 2

Activated device licenses:

Notification manager

License description: #
0 out of 50
No description OULD

License group(s): #

No group
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You can see the License expiration date for the selected test license and enable email reminders by turning on

Expiration reminder. Email reminders are sent 100 and 20 days before the license expires.

Select Download initial .lic file, Email initial .lic file, and Activate .Irq file to enable the selected test license in

your VMS installation.
Related topics:

« Geta software license (.lic) file on page 23

Create a test license

Test licenses are used for demonstration and training purposes of Milestone products. To create a test license:

1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).

2. Inthe main menu, select Test licenses 0.

3. Select Create test license ﬂ

If you have zero Available © testlicenses to create, Create test license O

disabled. You must deactivate a test license to increase your number of available

test licenses. See Deactivate a test license on page 38.

‘ milestone Test licenses
<) 12 0
Available, Active About to expire
Licenses 3
Clittanior Search Filter =
Gt I Expiration date - Customer Product
» Test licenses 14/01/2020 ACME Retail XProtect Expert 2018 R3 Test
14/01/2020 ACME Retail XProtect Professional 2018 R3 Test
07/05/2020 ACME Retail XProtect Professional+ 2017 R3 Test
i 07/05/2020 ACME Retail XProtect Express+ 2017 R3 Test
RYrIIDr ok 07/05/2020 MegaBig Supermarket XProtect Professional 2017 R3 Test
07/05/2020 MegaBig Supermarket XProtect Express 2017 R3 Test
Si status
SNEESIE 07/05/2020 Glostrup Airport XProtect Professional+ 2018 R1 Test
07/05/2020 Glostrup Airport XProtect Express+ 2018 R1 Test
s s 07/05/2020 Glostrup Airport XProtect Professional 2018 R1 Test
07/05/2020 Glostrup Airport XProtect Express 2018 R1 Test

Previous 12

License (SLC)

-B01-234-03-6C7890
-B01-234-05-6C7891

-B01-234-05-6C7892
-B01-234-05-6C7893
-B01-224-05-6C7894
-B01-234-05-6C7895
-B01-234-05-6C7896
-B01-234-05-6C7897
-B01-234-05-6C7898

-B01-234-05-6C7899

Create test license

™

Creation date

23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019
23/01/2019

23/01/2019

Rows per page 10 +

4. Inthe Create Test License window, select the Product and Version of the test license that you would like

to create and select Next.

5. Select an existing Customer to associate the test license with or add a new customer by selecting Add

customer.

6. Optional: Associate the test license with a license group or add a license description from the License

group and License description fields, respectively.
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7. Turnon Expiration reminder to receive email reminders 100 days and 20 days before the test license
expires.

8. Select Next to confirm test license creation.

After completion, the test license confirmation window shows your newly activated test license and the
associated product, version number, customer, and expiration date.

To use this test license on a new VMS installation, select Email or Download in the test license confirmation
window.

@ Information is saved

X

Test license successfully created

Your XProtect Corporate 2019 R2 Test license AD1-C01-234-05-6C7390 expires on 01/08/2020.

Customer:

John Smith

License group:

ACME Test

License description:

Demo test licenses main HQ

You can email and download the initial lic file using the buttons below.

Email Download Close

Deactivate a test license

By default, a test license is active for 365 days after it is created. You might want to deactivate a test license
earlier if, for example:

« The demonstration or training that you used the license for ended
« Youwantto increase your pool of licenses that are available to create

To deactivate a test license:
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1. Log in to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. Inthe main menu, select Test licenses.
3. Double-click to select the test license that you want to deactivate.

4. Onthe license details page, select Deactivate license.

’ milestone @ Test license - A01-B01-234-05-6C7890 Hide license details : admin@example.com v

‘ Download initial .lic file || Email initial .lic file H Activate .Irq file Deactivate license )

Licenses

Customer: # License expiration date:
Customers
ACME Retail 14/01/2020
e o Expiration reminder 3 [M_JON
Eetetise ghon i Product information:

Milestone Care coverage:
» Test licenses XProtect Expert 2018 R3 Test

No coverage
License description: #

Upgrades:
Errors No description

R No upgrade is available
Menitor mode License group(s): # This license has not been upgraded

Server status Noziotp Advanced audio coding licenses:

This license: 2

Activated hardware device licenses:

Notification manager

Ooutof2s

Hardware device licenses - All servers b

Servers

5. Inthe Are you sure that you want to deactivate this test license? window, select Deactivate.

An orange notification bar informs you that the license is no longer active, and your pool of Available test
licenses increases.

@ Test license - A01-C01-234-05-60 X +

€« = € @ htipsy/online.milestonesys.com/app/#/Licenses/Show,/ 123456

@ This test license has been deactivated and can no longer be used.

4 milestone
@ Test license - AD1-C01-234-05-6C7890

Customer:

The license details page continues to show the deactivated license information for reference.
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Errors page

Errors

You can configure your VMS system to connect to Milestone Customer Dashboard so that the VMS system can
report its system errors to Milestone Customer Dashboard. The errors from the individual VMS systems are
then displayed on the Errors page on Milestone Customer Dashboard.

The Errors page is for information purposes only. You cannot correct any errors from Milestone Customer
Dashboard. Instead, you must connect to or open the relevant VMS system and solve the issue there.

‘ You can only see errors from VMS installations that are set up to report errors to
- Milestone Customer Dashboard. See Set up error reports on page 73
Milestone Customer Dashboard refreshes the errors list every 20 minutes, based on the following criteria:
. Ifthe VMS installation reports a new error, the error is automatically added to the list
« Ifthe VMS installation reports a previously reported error, the error remains on the list
. Ifthe VMS installation stops reporting an error, the error is removed from the list.

By default, the latest errors show at the top of the list, and the order is not affected by status changes. You can
select the relevant column header to sort the information alphabetically, based on that column.

Send VMS error reports to Milestone Customer Dashboard

There is no default connection between your XProtect VMS and Milestone Customer Dashboard. You must set up
this connection yourself. When you establish the connection, the XProtect VMS begins sending error reports to

Milestone Customer Dashboard.

Requirements:
« An active Milestone Care Plus (or higher) subscription
« An active Milestone software license

To send system information to Milestone Customer Dashboard, you must configure your VMS the following way:
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1. Open XProtect Management Client log in to the system.

2. Goto Tools -> Options, select the Customer Dashboard page, then select Send system information to
Customer Dashboard. Click OK.

Cusione st AarrsandEvens | Generc v

Customer Dashboard

I~ Send system information to Customer Dashboard. Examples of system
information are camera failures, system emors and network enrors.

The XProtect VMS system will begin sending error information to Milestone Customer Dashboard. You can view
the error information from the Errors page.

@ milestone Errors

143 New errors

Ucense s1c) server

| If the customer has a distributed system, each site must be configured separately.

View errors details

Milestone Customer Dashboard collects all errors that your VMS installations report. You can monitor these
errors and take action when necessary.
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Milestone Customer Dashboard only receives messages from your VMS installations if
you enable the individual VMS to send the information manually. See Send VMS error
reports to Milestone Customer Dashboard on page 40.

To view a particular error:
1. Log in to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. Selectthe Errors page 0.

3. Find the error that you want to see details about O ror help locating errors, see Search for errors on
page 46.

4, Selectthe relevant error and click Details in the preview pane on the right-hand side (3]

| 0 To select the relevant error, you can also double-click the error row.

@ milestone Errors

144 New errors

CPU usage is high
2300612021, 17:18

°
°
°
© ne
0 new
°
o nes
o new
o
°
°

On the new page, you can find more detailed information about the error or View related errors on page 47

Errors list

The errors list shows all errors for active licenses that have sent a least one heartbeat to Milestone Customer
Dashboard within the last 30 days. Find the most recent errors at the top of the list. If you want to display more
errors, you have the option to:

« Include errors from upgraded licenses, by selecting the Obsolete licenses check box

« Include errors from servers that have not sent a heartbeat to Milestone Customer Dashboard within the
last 30 days, by selecting the Inactive servers check box.
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‘ A

for errors on page 46).

The errors table consists of the following columns:

Field

Error
status

Error

description

Customer

License
(SLC)

Server

Error
occurred

Description

All errors logged into Milestone Customer Dashboard obtain a New status.
You can manually change the status to Being fixed.

‘ 9

Changing the error status does not affect the list order
for the errors.

A short description of the error. To learn more about the different errors, see
Error descriptions (properties) on page 48.

The name of the customer that is associated with this license. See Specify a
customer name for a license on page 13

The license code that is associated with the server on which the error
occurred.

The name of the server that is associated with the SLC and where the error
occurred.

Date and time when the error occurred.

If you want to see the filtered errors, select the relevant status from the Filter (see Search

Searchable

Yes, from
the Filter

Yes, from
the Filter

Yes

Yes

Yes

No

To see the details of a specific error, double-click on the error or select Details. A new page with these details is

displayed.

The fields below relate to each, separate error:

43 | Errors page



User manual | Milestone Customer Dashboard

Field Description

Each error description belongs to one of the following categories:
« Camera failure
Error type « Disk failure
« System

« Unknown error type

Error value The name of the VMS server or the device that has reported the error.

A short description of the error. To learn more about the different errors, see

Error description o )
Error descriptions (properties) on page 48.

Error occurred The date and time when the error occurred.
Server The host name of the server that is associated with the SLC.
Location The location of the server on which the error occurred.

0 All new errors are displayed with a New status.
Status You can manually select the status:
« New - when you stop working on a specific error

. Being fixed - when you are working on a specific error.

Other errors that occurred on this server.

Related errors for this Here, you can see all errors reported on the server.

server 0 Click on the Ongoing errors page to see the errors with
New or Being fixed status, or go to the Closed errors
page to view the archived errors.
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Change the status of an error

Milestone Customer Dashboard checks the reported errors every 30 minutes and automatically removes the
resolved errors from the main list. All errors arrive with status New. If you are working on a specific error, you
can manually change its status to Being fixed.

To change the status of an error:
1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).
2. Select the Errors page 0.

3. Find the error that you want to see details about 0.

| 0 For help locating errors, see Search for errors on page 46.

4, Selectthe relevant error and click Details in the preview pane on the right-hand side 0.

To select the relevant error, you can also double-click the error row.

Errors

Newerrors the ast 30 days

144 New errors

opersofia

Include errors from: 0 Obsoletelicenses O Inactive servers
CPU usage Is high

search Fiter = e

Customer License (5LC) Server Ervor occurred (ddimmiyyyy) +
2510672021, 1248

2310672021, 1718
2310672021, 1718
pected 2310872021, 1528
231062021, 1528
2210872021, 1528

2210672021, 10:29
2210672021, 1029
2210672021, 1029

2210672021, 1029
2210672021, 1029

Forrige 1 Naste Rakker perside 50 -

5. Change the status to Being fixed 0.

@ milestone (© No heartbeat fromsite  show customer details
Create filter
Licenses
F— Error type: Server.
System
License groups
Error value: Location:
Test licenses
No heartbeat from site Unspecified
Error description: Status:
Errors.
No heartbeat from site O New| © eingfixed

Monitor mode:
Error occurred:

Server status
05/12/2020, 08:14

Related errors for this server

Notification manager

If you need to, you can go back to the Errors list and change another error's status.
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Search for errors

You can search for errors by:
« Error status
« Error description
o Customer
o License (SLC)
o Server

By default, only errors from active licenses with a heartbeat within the last 30 days are displayed. If you want to
see more errors, you have the option to:

« Include errors from upgraded licenses by selecting Obsolete licenses check box @

« Include errors from servers without a heartbeat within the last 30 days by selecting Inactive servers
check box @.

@ milestone Errors

Ucenses
144 New errors
Customers

[r—

Ser

Notfcation manager

‘ Filtered errors are displayed only when Filtered status is selected from the Filter. If you
- want to learn more about error filters, see Error filters on page 57.
To look for specific errors:
1. In Milestone Customer Dashboard, navigate to the Errors page.
2. Inthe Search field, search for a specific license, customer, or server B
3. (Optional) Use the Filter to search for a specific Status 0. vou can select;
« All active errors - Errors with status New and Being fixed that are not hidden by a custom filter
« New - Errors that require attention
« Being fixed - Errors that are currently under investigation

« Filtered errors - Errors that are hidden from the main view by a custom filter
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4. (Optional) Use the Filter to search for a specific Error description ©.To0see the complete list, go to Error

descriptions (properties) on page 48.

@ milestone Errors setup eror repors | [ Wonage eor e
(005

144 New errors

d ddimmiyyyy) +

248
718

New
New

View related errors

The Related errors for this server table in Milestone Customer Dashboard keeps track of all ongoing and closed
errors on the server and on the devices that are connected to that server (cameras, microphones, and other
hardware devices). The table consists of two tabs:

« Ongoing errors - errors with status New or Being fixed. Those errors are shown in the main list unless
filtered.

« Closed errors - errors that are no longer reported by the server and are not shown in the Errors list.
To change the status of an error:
1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).

2. Select the Errors page 0.

3. Find the error that you want to see details about 0.

| 0 For help locating errors, see Search for errors on page 46.
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4. Selectthe relevant error and click Details in the preview pane on the right-hand side 0.

To select the relevant error, you can also double-click the error row.

Errors ‘Setup error reports [u.‘ g error fiters

New,

Indude errors from: O Obsoletelicenses O Inactive servers
CPU usage Is high
2300612021, 17:18

Customer License (5LC) Server rror occurres d ddimmiyyyy) ~

2510672021, 12:48

2310672021, 17:18

2310672021, 17:18
© New rpected 2310672021, 1528 License (SLCK
© New 2310672021, 1528
© new 2210672021, 1528
2210672021, 1029
2210672021, 1029
2210672021, 1029
22/062021, 1029

2210872021, 10:29

ct
XProtect Corporate 2020 R3

5. Onthe error page, scroll down to Related errors for this server and click on the field to expand it 0.

6. Click on Ongoing and Closed errors to see all server errors 0.

@ milestone © Running outof disk space  sven csomer

Error descriptions (properties)

Depending on the XProtect VMS product that you are using, the table of error descriptions that you see in
Milestone Customer Dashboard look slightly different.

XProtect VMS products

The list of error descriptions applies to the following products:
« XProtect Corporate
« XProtect Expert

« XProtect Professional+
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« XProtect Express+

« Milestone Husky M500A

« Milestone Husky M550A

« Milestone Husky X series devices

« Milestone Husky IVO series devices

Error
description

Cannot
retrieve
images

Live FPS is
lower than
expected

Recording
FPS is lower
than
expected

Used space
is higher
than
expected

Feed
overflow
(not all
data
recorded)
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Solution

Make sure that the camera is properly connected to the network and is working.

Verify that live video is available in the Management Client and XProtect Smart
Client.

Check that the camera is running correctly and is not overloaded by other
systems that also connect to it. Alternatively, check that the network connection
to the camera has enough bandwidth and is stable.

Check that the camera is running correctly and is not overloaded by other
systems that also connect to it. Alternatively, check that the network connection
to the camera has enough bandwidth and is stable.

The camera uses more disk space than expected.

A full disk may be a result of:
« More activity and longer periods of activity than expected.
« Too sensitive motion detection settings.
« Too high video quality, bandwidth or framerate.

Verify that the settings mentioned above are configured correctly. Also, verify
that storage calculations are correct and that the retention time has been set
correctly. Consider increasing available disk space.

The disk used for recordings cannot keep up with the number of data it is
receiving.

To solve this issue, do one or more of the following actions:

Error
level

Device

System

System

System

System
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Error X Error
L. Solution
description level

« Reduce the number of data written to the disk by lowering, for example,
resolution, frame rate, image quality. Note that if you lower any of these
recording settings, you may degrade the recording quality.

« Add extra drives to share the load or install faster disks/controllers to
improve the storage system'’s performance.

« Move cameras/hardware devices to other recording servers if you have
any recording server with free resources.

The storage with the media database is running out of disk space.

Running Free up some disk space or move the media database to another disk that has
out of disk more space available. System
space

Go to the Management Client and change the Recording paths for the devices to
solve this issue.

Archive Check if the archive is unavailable due to a lost connection to a network drive or

. . . System
unavailable local drive. Then restore the connection.

Database
Check if the database is unavailable due to a lost connection to a network drive or

storage . . System
local drive. Then restore the connection.

unavailable
Failover Check why the original recording server failed and correct any issues that caused System
started the failure. y
Check all processes running on the server and stop any unnecessary activity if
you can.
CPU usage
is high Alternatively, upgrade the server with a more powerful CPU. If the issue with CPU ~ System
usage is taking place on a recording server, use the move hardware functionality
to spread the load among recording servers.
Check the server's memory usage and see if you can stop any unnecessary
Memory activity or if you can add any additional memory to the server.
usage is System
high Alternatively, use the move hardware function to spread the load among

recording servers.
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Error
description

Service
unavailable

Retention
time

Archiving
not
finished

Database
disk full -
auto

archiving

Database
disk full -
deleting
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Solution

Check why the relevant service has become unavailable and correct any issues
that prevent the service from running correctly. Restart the service.

More video is recorded than expected and the system predicts that it soon runs
out of disk space and cannot record all video you have set the system up to
record.

A full disk may be a result of:

« More activity and longer periods with activity than expected.

« Too sensitive motion detection settings.

« Too high video quality, bandwidth or framerate.
Verify that the settings mentioned above are configured correctly. Consider
increasing the available disk space.
Archiving has started before the previous archiving completed. This issue usually
occurs when disks are too slow to finish archiving in time.

If you are archiving to a network share or a Network-Attached Storage (NAS), the
issue may also occur if the network is unstable or if it does not have enough
bandwidth available.

The disk used to store the database has become full. As a result, the system has
started to move existing recordings to the next archive.
A full disk may be a result of:

« More activity and longer periods with activity than expected.

« Too sensitive motion detection settings.

« Too high video quality, bandwidth or framerate.

Verify that the settings mentioned above are configured correctly. Consider
increasing the available disk space.

The disk used to store the database has become full. As a result, the system has
started to delete recordings to free up some space for new recordings.
A full disk may be a result of:

« More activity and longer periods with activity than expected.

Error
level

System

System

System

System

System
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Error
description

Database
full - auto
archiving

Database
repair

Automatic
license
activation
failed

Rule-
generated
alert

No
heartbeat
from site
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Solution

« Too sensitive motion detection settings.
« Too high video quality, bandwidth or framerate.

Verify that the settings mentioned above are configured correctly. Consider
increasing the available disk space.

The disk used to store the database has become full according to your defined
limits. As a result, the system is automatically moving existing recordings to the
next archive.

A full disk may be a result of:
« More activity and longer periods with activity than expected.
« Too sensitive motion detection settings.
« Too high video quality, bandwidth or framerate.
Verify that the settings mentioned above are configured correctly. Consider

increasing the available disk space.

The system has started repairing the database because the database may have
become corrupt. A database usually becomes corrupt if the recording server is
shut down unexpectedly.

The system could not automatically activate the license.

Verify that the user name and password for the automatic license activation are
correct and that the management server can access the URL for the Online
Activation service.

Your system has been configured to send a message triggered from a rule. See
the alarm description for more information.

Milestone Customer Dashboard is not receiving any heartbeats from your
surveillance system.

There could be one or more reasons for this situation:

1. Your system has no access to the internet. Solution: Give your system
access to the internet.

Error
level

System

System

System

System

System
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Error X
L. Solution
description

2. You have disabled the Send information to the Customer Dashboard
option. Solution: Go to the Options menu in the Management Application
and enable this option.

3. Your recording server is not running. Solution: Make sure that your
recording server is running on the tray icon and verify that you can see
live video in XProtect Smart Client.

XProtect Professional VMS products
This list of error descriptions applies to the following products:
« XProtect Essential
« XProtect Express
« XProtect Professional
« XProtect Enterprise
« Milestone Husky M20
« Milestone Husky M30

« Milestone Husky M50

Error

L. Solution
description
Failed to
add to Make sure that the media database disk is connected and accessible, and that the
database - system has permission to write to the disk.
General
Failed to
add to Make sure that the media database disk is connected and accessible, and that the
database - system has permission to write to the disk.
Specific
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Error
level

Device

Device
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Error
description

Cannot
retrieve
serial
number

Serial
number is
not correct

Maximum
number of
cameras
allowed to
run
exceeded

Camera
failed to
provide an
image

Image
failure.
Trying to
reconnect

Archiving
failed to
run

Database

connection
error

Running
out of disk
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Solution

Make sure that the camera is correctly connected to the network and working.

Verify that live video is available in the Management Application and in XProtect
Smart Client.

A camera on the system has been replaced with another camera of the same
type/model and with the same IP address.

To fix this issue, remember to use the Replace Hardware wizard after replacing
the camera.

The system has tried to start more cameras than your license allows you to.

Make sure that you have the right number of camera licenses to add the number
of devices you want to use.

Make sure that the camera is properly connected to the network and is working.

Verify that live video is available in the Management Application and in XProtect
Smart Client.

Make sure that the camera is properly connected to the network and is working.

Verify that live video is available in the Management Application and in XProtect
Smart Client.

Check the available disk space. If there is still available space on the disk, restart
the server.

Make sure that the media database disk is connected and accessible, and that the
system has permission to write to the disk.

The storage with the media database is running out of disk space.

Free up some disk space or move the media database to another disk with more

Error
level

Device

Device

System

Device

Device

System

Device

System
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Error
description

space

Error
deleting
archive

Cannot
delete file

Target
path
invalid

Failed to
rename
archive on
same
volume

Failed to
copy
archive to
different
volume

Errorin
processing
an archive
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Solution

space available.

Go to the Management Application and change the Recording paths for the
devices to solve this issue.

Make sure that the disk where your system saves its archives is connected and
accessible, and that the system has full permission to the disk.

One or more files in your media database or archives are locked and you cannot
delete the files.

Make sure that the disks on which your media database and archives are located

is connected and accessible and that the system has full permission to the disk.

Make sure that the disk where your system saves its archives is connected and
accessible, and that the system has full permission to the disk.

The disk you are trying to archive to is either disconnected or inaccessible.

Make sure that the disk with archives is connected and accessible, and that the
system has full permission to the disk.

The system cannot rename one or more archives.

Make sure that the disk with archives is connected and accessible, and that the
system has full permission to the disk.

Also make sure that no files or folders in the archives are open, locked or in use
by other processes than the surveillance system.
The system cannot copy one or more archives.

Make sure that the disk with archives is connected and accessible, and that the
system has full permission to the disk.

Also make sure that no files or folders in the archives are open, locked or in use
by other processes than the VMS.

Error
level

System

System

System

System

System

System
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Error X Error
L. Solution
description level
The system cannot process one or more archives.
Archive file Make sure that the disk with archives is connected and accessible, and that the
move error = system has full permission to the disk. System
s
s) Also make sure that no files or folders in the archives are open, locked or in use
by other processes than the VMS.
Recording
server has One or more files inside the media database are locked or inaccessible.
restarted Make sure that no files or folders inside the media database are open, locked or System
aftera in use by other processes than the VMS.
crash
Errors specific to Milestone Customer Dashboard
Error i Error
L. Solution
description level
Milestone Customer Dashboard is not receiving any heartbeats from your
surveillance system.
There could be one or more reasons for this situation:
1. Your system has no access to the internet. Solution: Give your system
No access to the internet.
heartbeat . . System
f it 2. You have disabled the Send information to the Customer Dashboard y
rom site
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option. Solution: Go to the Options menu in the Management Application
and enable this option.

3. Your recording server is not running. Solution: From the tray icon, make
sure your that your recording server is running and verify that you can
view live video in XProtect Smart Client.
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Error filters

Milestone Customer Dashboard displays all errors that are reported by the VMS installations. They remain on
the list until they are fixed. With error filters, any errors that match the attributes of the filter are still logged, but
they:

« Are notdisplayed on the Errors page

« Do nottrigger error notifications and are not included in error notification emails

» Setthe status of the server to Filtered error instead of Error detected on the Server status page.
You can filter errors:

« By error description

« Byserver name

« By minimum period that an error must exist, before it appears in the errors list

« For a specified period of time.

You can see all filtered errors by selecting Filtered status in the Filter (see Search for errors on page 46).

Create error filters for a customer

For each customer, you can specify which errors are displayed in the Errors page.

1. Select Errors in the main menu, then select Manage error filters.

@ milestone Errors Secup eror apors | Manage eor e
New errors' t 30 days o

occurred (dadimmiyyyy) +

Notfication manager

The created error filters for your customers will be displayed on the Manage error filters screen.

57
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2. Select Create filter.

@ milestone © Manage error filters

3. Inthe Create filter window, fill out all applicable properties for the selected filter. Start from the upper-
left field (Customer) and narrow down your filter criteria by selecting details from more fields. See Error
filters (properties) on page 62.

‘ As a minimum, you must specify Customer, License and Server name to save a
» .
filter.

Create filter

Customer: Filter action:

Select customer <

License (SLC): Filter duration:

Forever

Server(s): Filter creation date (dd/mmiyyyy):

Error description: Filter expiration date (dd/mm/yyyy):

Error value: Threshold:
Select threshold -
*Defines the minimum period that an error must exist, before it appears in the
error fist

The created error filter is active immediately and will display at the top of the Manage error filters page.
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Any errors that match the attributes of the filter are still logged, but they:
« Are notdisplayed on the Errors page
- Do not trigger error notifications and are not included in error notification emails

« Set the status of the server to Filtered error instead of Error detected on the
server details page.

You can see all filtered errors by selecting Filter > Filtered Errors from the Errors page.

@ milestone " s | [ Manage eror e

,,,,,,,,,,,,,,,,,,,,,,,,,

Edit error filters

With error filters, you can customize the errors you see in the Errors page. You can modify the existing filters,
depending on your current needs.

To edit a filter:
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1. Inthe navigation pane, select Errors and then click Manage error filters.

2. Select an existing filter @ and click Edit @.

@ milestone ®© Manage error filters [ Create fiter

Running out of disk spac
0510 Forever Running outof ik space Miestone Sy

date

Cre: miyyyy):
0910772021

Expiration date (dd/mm/yyyy):
No expiration date

Duration:
Forever

Duration remaining:
Forever

License (SLO):

3. Inthe Edit filter window, you can change some of the properties. After applying your changes, click Save.
Related topics:

« Error filters (properties) on page 62

Delete error filters

With error filters, you can customize the errors you see in the Errors page. If you no longer need to filter specific
errors, you can delete the error filter.

To delete a filter:
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1. Inthe navigation pane, select Errors, then click Manage error filters.

@ milestone Errors

Newerrors the last 30 days

144 New errors

i
091072021, 1529

> Errors Include errors from: O Obsolee icenses ) Inactive servrs
Monitor mode sog Fiter -
S ouy Error status  Error description Customer License (SLC) Server Error occurred (dd/mmiyyyy)
© new  Noheanbestfiomste 251082021,1248
o — O New  CPuusageishigh 23082021, 1718
O new  CPuusageishin 2308201, 1718
O New  CPUusagershigh 23062021, 1718
O New  CPuusageishigh 206201, 1718
O new  CPuusagershien 2v06201, 1718
© New  Recording FPSisower than expected 23062021, 1528
© New  LiuerPSislonerthanexpected 2306201, 1528
O New  Connorremeve mages 2206201, 1528
© New  Rumingoutof dskspace 2082021,1029
© New  Rumingoutof dekspace 208201, 1029
@ New  Rumingowof dskspace 221082021, 1029
@ New  Rumingoutof dskspce 20062021,1029
@ New  Rumingoutof dskspace 221082021, 1029
forge 1 Nasie Rakherperside 50 -

4 milestone @© Manage error filters

Created (dd/mm);

Licenses Running out of disk spac
e

Running out of disk sp

Customers

License groups

Previous 1 Next Rows per page 50 =
Test icenses Creation date (dd/mm/yyyy):
09/07/2021
Errors Expiration date (dd/mm/yyyy)
No expiration date
Monitor mode
Duration:
Server status. Forever
Duration remaining:
Notifcation manager Forever
License (SLC):
Customer:

Milestone Sys

server:

3. Select Delete filter.

Edit filter - Running out of disk space

Customer: Filter action:

License (SLO): Filter duration:

Forever

Server(s) Filter creation date (dd/mmiyyyy):

Error description: Filter expiration date (dd/mm/yyyy):
Running out of disk space

Error value: Threshold:

Select threshold B

*Defines the minimum period that an error must exist, before it pears n the
error st

The error filter is removed and cannot be restored.
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Error filters (properties)

With error filters,

any errors that match the attributes of the filter are still logged, but they:

« Are not displayed on the Errors page

« Do nottrigger error notifications and are not included in error notification emails

« Setthe status of the server to Filtered error instead of Error detected on the server details page.

You can filter errors:

« Byerror description

« Byserver name

« By a minimum period that an error must exist, before it appears in the errors list

«» For a specified period of time.

A As a minimum, you must specify Customer, License and Server name to save a filter.

Field

Customer

License
(SLC)

Server(s)

Error
description

Error value

62 | Errors page

Description

The name of the customer that is associated with this license (see Specify a customer name
for a license on page 13). Select the customer for which you want to filter errors.

License code associated with the server on which the error occurred. Select the SLC.

0 You can create multiple error filters per SLC, but you cannot include
SLCs in one error filter.

The server name that is associated with the SLC where the error occurred. Select a server
that runs under this SLC.

0 If you want the same error filter to apply for multiple servers, you
must create additional error filters with the same properties.

Select one error from the list to filter on, or all.

The error value is related to the error description. It can contain information regarding the
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Field

Filter
action

Filter
duration

Filter
creation
date
Filter

expiration
date

Threshold

63 | Errors page

Description

server or devices on which an error occurred. The field is read-only.

Values are generated only when you create an error filter from an
- error.

Select the filter level (device or system) and the error type. You can:
« Ignore a specific error from a device
« Ignore a specific error for the entire server
« Ignore all errors from the device
« Ignore all errors from the server
« Choose to not monitor the system.

The list of available options depends on the error level, see Error descriptions (properties) on
page 48. You can modify the selection only when you are creating an error filter from an
error.

Specify a limited duration from the predefined values or select Forever to set the filter

without an expiration date.

The creation date is automatically set to today's date.

The expiration date is automatically set, depending on your selection in Filter duration.

Specify for how long an error must exist before it is considered as an error by Milestone
Customer Dashboard.
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Monitor mode page

Monitor the health of your customers' systems

Monitor mode displays, in full-screen, the latest error notification that Milestone Customer Dashboard received
on the Errors page. This provides an at-a-glance view of the errors that have been reported by your connected
servers.

From the main menu, you can open Monitor mode. When page opens, you are shown the latest status of the
servers, that are reporting errors to Milestone Customer Dashboard.

« Ifanerroris detected, the page is red. It informs you of the type of error, the date and time when the
error occurred, Customer name, and Location. Example:

O No heartbeat from site

Error occurred (dd/mm/yyyy): 25/06/2021, 12:48

Customer: Milestone Sys
Location: Floor 1

Last refreshed: 12/07/2021, 11:54

64 | Monitor mode page
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« Incontrast, if no errors are detected, the page is green. Example:

® No errors

Last refreshed: 07/12/2021, 11:55

65 | Monitor mode page



User manual | Milestone Customer Dashboard

Server status page

Server status

The Server status page provides information on whether your servers are able to send information to Milestone
Customer Dashboard, and if they can, whether there are errors that your servers are reporting.

In order for a server to report its status information to Milestone Customer Dashboard, it must meet all of the
following criteria:

« Runan XProtect VMS product version 2014 R1 or later
« Be anonline XProtect VMS installation able to connect to the internet
« Have an active Milestone Care Plus or higher subscription

« Do not have an active Ignore all errors from this server error filter

If the name of the computer that hosts the Management Server has been changed, the
name change will not appear until you reactivate your licenses.

4

»

Servers that meet all these criteria will have a Monitoring status O of Monitored, and will report an Error state
© t Milestone Customer Dashboard.

search @ for custom results using the data from any of the columns.

Filter @ results by a specific Monitoring status or Error state.
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‘ milestone Server status

Search Filter =
Licenses
.
“ Monitored ~ Not monitored Monitoring status

Customers
License groups Monitoring status ® Monitored
Select here o
Test licenses ® Monitored
Error state Not monitored
Not reporting
Errors Select here -

Not monitored

Not reporting
Monitor mode

® Monitored

> Server status
o . Not monitored
Milestone Care expired

Not monitored

Notification manager

Milestone Care expired
Not menitored
WMilestone Care expired
® Monitored
Mot monitored
WMilestone Care expired
Not monitored
Milestane Care expired

® Monitored

Not menitored

Milestone Care expired
Contact Milestone Support

Create uptime report

e Error state Location

Error detected

D)

Error detected

Error detected

Error detected

Error detected

Previous 1w 202122

Related topics:
« Monitoring status on page 67

« Error state on page 68

Monitoring status

70 Mext Row:

s per page 25 -

The Monitoring status column lists the ability of server to report to Milestone Customer Dashboard. Servers

can have one of the following five Monitoring statuses:

Monitoring Lo

Description
Status
Monitored The server is online and reports status information to Milestone Customer Dashboard.
Reporting . . .

¢ The server hosts a Milestone XProtect product that does not support reporting to Milestone

no

Customer Dashboard. This applies mainly to legacy versions of Milestone products.
supported
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Not
reporting

Milestone
Care
expired

All errors
filtered

The server has been activated but does not report status information to Milestone Customer
Dashboard. Offline VMS installations have a Not reporting status.

The Milestone Care™ subscription for the license related to the server has expired and must
be renewed in order to be monitored by Milestone Customer Dashboard.

The server is online and reports status information to Milestone Customer Dashboard, but
any errors are ignored by an active Ignore all errors from this server error filter.

Error state

The Error state column lists the current error state of a server that is monitored by Milestone Customer
Dashboard. Servers can have one of the following five error states:

A To have a valid error state, the server must have a Monitoring status of Monitored.

Error
state

No
errors

Filtered
error

Error
detected

Error
being
fixed

Description

The server does not report status information to Milestone Customer Dashboard. For more
information, see the corresponding Monitoring status of the server.

The server has no errors.

The server has an error that is being ignored by active error filters.

The server has an error that requires attention.

The mostrecent server error has been marked as Being fixed on the error Details page.
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Create system uptime reports

You can use system uptime reports to document the stability of an installation or to troubleshoot a system. To
create a system uptime report:

1. Inthe main menu, select Server status ll and then select Create uptime report B

4 milestone Server status

(1)

Search Filter =
Licenses
Cfores Customer = Server Monitoring status Error state Location
License groups ® Monitored Error detected
Test licenses ® Monitored Error detected
Not monitered
Not reporting
LHOE Not monitored
Not reporting
Monitor mode
@ Monitored Error detected
» Server status
Not monitored
Milestone Care expired
T Not monitored
Notification manager . = -
Milestone Care expired
Not monitored
Milestone Care expired
® Monitored Error detected
Not monitered
Milestone Care expired
Not monitered
Milestone Care expired
® Monitored Error detected
Not monitered
Milestone Care expired
Previous 1w 202192) ¥ 70 Next Rows per page 25

2. Inthe Create uptime report window, select a filter for the report O.

« Customer - The report contains information about all servers that are associated with the
selected customers, independent of licenses

« License - The report contains information about all servers, categorized by licenses

« Location - The report contains information about all servers at specific locations independent of
customers and licenses

« Server - The report contains information about specific servers independent of customers,
licenses, or locations

3. Use the search field to refine the list of items to select from, and select the items that you want to include
in the report 0.
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4. Specify a start date © and end date @ for the report.

Create uptime report

Customer e - | 12/03/2020 e 24/03/2020 e

Included in the report:
© fohn Smith
" John Smith © Megan Ryan

[0 Jason Anderson

P4 Megan Ryan

[ Unspecified

Search

* End date is not included in the report.

5. Select Create &@ to download the report as a PDF file.

Set the location of different servers in a distributed installation

To facilitate an easier identification of servers, for example, in a distributed system, you can add the location.
You can use this value to:

« See the location of the servers associated with a license in License page
« See the location of the servers with errors in Errors page
« See the location of the server with the most recent error in Monitor mode page
« Search for or sortin columns in Server status page
To add a location:
1. Inthe navigation pane, select the Licenses page.

2. Search for the license for which you want to specify locations for individual servers in a distributed
system. Select the license.
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3. Click Details.

@ Milestone Sys - License Hide license details

- ® -
@ milestone L

‘ Download initial Jic file || Email initial licfile || Activate.Irqfile || Upgrade license
Licenses Customer: # Milestone Care coverage:
Customers Milestone Sys Care Basic - Never expires

. i Care Plus - Expires 19/05/2025

License groups Product information: Care Premium - Expires 19/05/2025
Tattlicenses XProtect Corporate 2020 R3 Upgrades:

License description: # AUparade S avalable
. Nodkmeini This license has not been upgraded

EEE See the benefits of upgrading this license

License group(s): # o

Monitor mode Advanced audio coding licenses:
No grou
Server status g This license: 2
Activated device licenses:
Notification manager 185 out of 1000
Activated device licenses - All servers '
Servers
Search
_ Server name: Server description: #
tact Milestone Support No description
back
Location: # Activated device licenses:
Unspecified 17 out of 1000

33 related servers: 168 out of 1000

4. Foreach of the servers, click the pencil next to the Location entry and enter a meaningful location. You can:
« Choose from the drop-down list with existing locations

« Create a new location by clicking New location. Enter the name of the location and click Save to
Create it.

5. Click Save to associate the location name with the server.
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Notification manager

Notification manager

Notifications are emails that report server errors, and that list licenses with expiring Milestone Care™ coverage.
You can use the Notification manager to:

« Setup error reports to send email alerts when errors occur on your servers over a set time period or
instantly as they occur

« Setup Milestone Care reminders to notify an account contact of licenses with expiring Milestone Care
coverage

« Update or delete existing notification profiles

« Search for and filter notification profiles by notification type, status, or license group.

Notficaron manager A

Fiter +
Milestone Care reminder
<ared by adminBerample.com

> Notification manager

You can set up two types of notifications:

« Error reports - Instant alerts and summary reports of the health of your servers, listing any detected
errors. Error reports can be sent to any recipient. Recipients must opt-in to receive emails

« Milestone Care™ reminders - Sends reminders about licenses with expiring Milestone Care coverage.
Reminders can only be sent to contacts in your account. Does not require opt-in to receive emails.

Notification profiles can have three statuses:
« Active - The recipient information is valid and notifications are being sent
« Pending (only for error reports) - Notifications are being sent but the recipient has not yet subscribed

« No recipient - The recipientis no longer a valid contact, has unsubscribed, or did not subscribe within 30
days. No notifications are being sent.

Notifications are set up for license groups (see License groups on page 32) rather than for individual licenses,
but you can also create notifications for all the licenses in your account at once.
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Set up error reports

Error reports are email alerts for errors detected on your servers. Reports can be sent when errors occur on

your servers over a set time period or instantly as they occur. To set up error reports:

1. Login to Milestone Customer Dashboard (https://online.milestonesys.com/).

2. Inthe main menu, select Notification manager 0.

3. SelectSet up > Error reports 0.

| 0 Alternatively, select Set up error reports on the Errors page.

4 milestone

Licenses
Customers
License groups

Test licenses

Errors
Monitor mode

Server status

* Notification manager

1

Notification manager

Search

Notification type

Milestone Care reminder
Error report
Error report
Error report
Error report
Error report
Error report
Error report
Error report
Error report
Milestone Care reminder
Milestone Care reminder

Milestone Care reminder

Filter ~

Recipient

John Smith
David Johnson
Ryan jones
Alice McNulty
Emily Anderson
Emily Anderson
Ryan jones
Alice McNulty
John smith
David Johnson

Alice McNulty

Email address

Jjsmith@example.com
djchnson@example.com
riones@example.com
amcnulty@example.com
eanderson@example.com
eanderson@example.com
rjones@example.com
amcnulty@example.com
Jjsmith@example.com
djehnson@example.com

amcnulty@example.com

Frequency

Every 2 weeks

Every 6 hours

Instant

Every 6 hours; Instant
Every 24 hours

Every 24 hours

Every 24 hours; Instant
Every 12 hours; Instant
Every 24 hours

Every 24 hours

Every week

Every week

Every 2 weeks

Milestone Care reminders

® No recipient E

® No recipient

Error reports

License JPOUE

All licenses

Keegan Self Storage

All licenses Pending
Alllicenses pending .
John
All licenses Pending
All licenses Pending Reci
Glostrup Airport pending 2
Al licenses Pending
Freg
All licenses Pending e
ACME Retail HQ Pending
All ficenses ® Active Lice
All Tiv
All licenses ® Active H
All i ® Acti
licenses ctive (s

4. 1Inthe Set up error reports window, enter a valid email address, a first name, and a last name for the

recipient.

| a

name B the recipient must subscribe to the error report again.

Every time you change the Recipient's email address B First name B or Last

5. Specify a Time zone O for the error report, usually the time zone where the recipient is located.

6. Tosend asummary email of the errors that occurred over a specified time period, select the Send error
report summary every check box and specify the time interval in the dropdown: 6 hours, 12 hours, or

24 hours B.

7. Tosendanemail alert for every error instantly as it occurs, select the Send an instant report for every

error check box ﬂ
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8. Optional: In the Send an error report for L7 dropdown list, select a license group to specify which

licenses you would like to include in the error report.

9. Optional: Select the Send report creator an email whenever the opt-in status changes check box @ to
get notified about the opt-in status of the error reports. If the check box is selected, you receive an email
every time the recipient subscribes, unsubscribes, or does not subscribe to the created error report

The default All licenses selection includes all of your current licenses and any future
»

licenses that are added to your account.

profile within 30 days.

To meet GDPR requirements (gdpr-info.eu), recipients must subscribe to error
n reports within 30 days. If the recipient unsubscribes or does not subscribe within
30 days, the recipient information will be deleted and the error report profile will

have a No recipient status.

10. Select Continue @ to create the error report profile.

X
Set up error reports

Send email reports for server errors as they occur and as a summary over a defined time
period. Recipients must opt-in within 30 days.

Time zone:

Recipient's email address:

mdavidson@milestone.dk (UTC) UTC

First name: Last name:

Davidson

Max

“i‘ Send error report summary every: 12 hours ks

¥l Send an instant report for every error, 6

Send an error report for:

Level 1 Security

Creator settings:
¥ Send report creator an email whenever the opt-in status changes

8
(%]

After completion, you can view your created error report profile information in the error report confirmation

window.

After you create the error report profile information, it is listed in the Notification manager. Select an error

report profile and select Edit to edit or delete the profile.
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| 0 Alternatively, double-click a notification profile to edit it.

The recipient starts receiving error reports immediately, but the notification profile will have a Status of
Pending until the recipient subscribes.

Related topics:
« License groups on page 32

« Notification manager on page 72

Set up Milestone Care™ reminders

To ensure the continued Milestone Care™ coverage of the licenses in your account, set up Milestone Care
reminders to send email alerts to any of your account contacts 100 days and 20 days before the coverage is set
to expire.

Milestone Care reminders can only be sent to recipients that have been added as
contacts to your account. To enable an account contact as a Milestone Care reminder
recipient, see Give users access to Milestone Customer Dashboard on page 10, or contact
your account representative.

To set up Milestone Care reminders:
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1. Log in to Milestone Customer Dashboard (https://online.milestonesys.com/).

2. Inthe main menuy, select Notification manager 0.

3. SelectSet up > Milestone Care reminders 0.

0 Alternatively, select Set up reminder on the Licenses page.

& milestone

Licenses
Customers
License groups

Test licenses

Errors
Monitor mode

Server status

» Notification manager

1

Notification manager
Search

Notification type
Milestone Care reminder
Error report

Error report

Error report

Error report

Error report

Error report

Error report

Error report

Error report

Milestone Care reminder
Milestone Care reminder

Milestone Care reminder

Filter ~

Recipient

John smith
David Johnson
Ryan jones
Alice McNulty
Emily Anderson
Emily Anderson
Ryan jones
Alice McNulty
John Smith
David Johnson

Alice McNulty

Email address

Jjsmith@example.com
djohnson@example.com
rjones@example.com
amcnulty@example.com
eanderson@example.com
eanderson@example.com
rjones@example.com
amcnulty@example.com
jsmith@example.com
djohnson@example.com

amenulty@example.com

Frequency

Every 2 weeks

Every 6 hours

Instant

Every 6 hours; Instant
Every 24 hours

Every 24 hours

Every 24 hours; Instant
Every 12 hours; Instant
Every 24 hours

Every 24 hours

Every week

Every week

Every 2 weeks

Error reports

Milestone Care reminders Mil

All licenses ® No recipient E

Keegan Self Storage @ No recipient

All licenses Pending
All licenses Pending .
John
All licenses Pending
Al licenses Pending Reci
Glostrup Airport pending Jsmr
All licenses Pending
Freg
All licenses Pending Ever
ACME Retail HQ Pending
All licenses ® Active Licel
All Tiv
All licenses ® Active
All ® Acti
I licenses ctive s

4. Inthe Set up Milestone Care reminders window, in the Recipient dropdown list B select an account

contact with an email address.

5. Specify a Time zone O for the Milestone Care reminder, usually the time zone where the recipient is

located.

6. Select the number of weeks and day of the week next to Send Milestone Care reminder every Qo

specify the frequency with which the Milestone Care reminder is sent.

7. Optional: In the Send Milestone Care reminders for dropdown list B select a license group to specify

which licenses you would like to send the Milestone Care reminders for.

‘

The default All licenses selection includes all of your current licenses and any future
licenses that are added to your account.

8. Optional: Select the Also send the Milestone Care reminder data as an attachment (.xlIs) check box 7]

to send the expiring licenses listed in a spreadsheet file, which you can view and edit in Microsoft Excel.
The data is listed in a sortable spreadsheet format that is convenient if you have a large number of

expiring licenses.
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9. Select Create @ to create the Milestone Care reminder profile.

Set up Milestone Care reminders

Send email reminders 100 days and 20 days before the Milestone Care™ coverage expires
for the selected licenses. To add a recipient, enable the account contact in My Milestone.

Recipient: Time zone:

Lauren Moss (Imoss@example.com) 35 (UTC+01:00) Europe/Copenhagen =,

Send Care reminder email every: 2 weeks - on Tuesday -

Send Care reminders for:

Moss Cybersystems West

Additional settings:
¥ Also send the Milestone Care reminder data as an attachment (.xls)

After you create the Milestone Care reminder profile, it is listed in the Notification manager. Select a Milestone
Care reminder profile and select Edit to edit or delete the profile.

0 Alternatively, double-click a notification profile to edit it.

If the specified recipient is removed as a contact for your account, the Milestone Care reminder will have a No
recipient status.

Related topics:
« License groups on page 32

« Notification manager on page 72

Manage notifications

You can view the notification profiles that you created in Milestone Customer Dashboard on the Notification

manager page. Select the information icon = to find out more about each grid entry and how they apply to
different notification types. Select a column heading to sort it in ascending or descending order.

Use the Search field to search for notification profiles by
« Recipient
« Email address
« License group

Select the Filter list to display notification profiles according to Status (Active, Pending, or No recipient).
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@ milestone Notification manager
Licenses
Customers I Status
! Active -
License groups E
Test licenses P Type
E Error report -

Errars

I License group

Monitor mode All licenses hod
E

Server status
B 0]4 Cancel
E

; : Milestone Care reminder ohn Smith

» Motification manager J

Milactnne Mare ramindear Navid Inhnsnn

Select a notification profile to view additional information about it in the preview panel, such as its specific
sending frequency or why a notification has a No recipient status.
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Notification manager

i admin@example.com «

Search Filter =
Error report
— . ) . Created by: admin@example.com
Notification type Recipient Email address Frequency License group Status ~
Milestone Care reminder Every 2 weeks Al licenses ® Mo recipient
Error report Every 6 hours Keegan Self Storage Mo recipient
Error report John Smith Jjsmith@example.com Instant Al licenses Pending Recipient's name:
Error report David Johnson djohnson@example.com Every 6 hours; Instant All licenses Pending -
Error report Ryan Jones rjones@example.com Every 24 hours All licenses Pendin
P van ) . s ¥ b Recipient’s email address:
Error report Alice McNulty amcnulty@example.com Every 24 hours Al licenses Pending —=
Error report Emily Anderson eanderson@example.com  Every 24 hours; Instant Glostrup Airport Pending
Error report Emily Anderson eanderson@example.com  Every 12 hours; Instant All licenses Pending Freguency:
Every 6 hours
Error report Ryan Jones rjones@example.com Every 24 hours All licenses Pending
Error report Alice McNulty amcnulty@example.com Every 24 hours ACME Retail HQ Pending License group:
Milestene Care reminder John Smith Jsmith@example.com Every weak All licenses ® Active Keegan Self Storage
Milestone Care reminder David Johnson djohnson@example.com Every week All licenses ® Active
Status:
Milestone Care reminder Alice McNulty amenulty@example.com Every 2 weeks Al licenses ® Active b v Lot
Error report Ryan Jones rjones@example.com Every 6 hours; Instant All licenses ® Active The original recipient has
Milestone Care reminder  David Johnson djohnson@example.com  Every 4 weeks ACME Retail HQ ® Active unsubscribed or did not subscribe
within 30 days.
Milestone Care reminder Emily Anderson eanderson@example.com  Every 2 weeks ACME Retail West ® Active =
Milestone Care reminder John Smith jsmith@example.com Every week All licenses ® Active Time zone:
Milestone Care reminder Emily Anderson eanderson@example.com  Every 2 weeks All licenses ® Active utc
Milestone Care reminder Emily Anderson eanderson@example.com  Every week All licenses ® Active
= Send opt-in status emails:
Error report Ryan Jones rjones@example.com Every 24 hours SuperBig LA ® Active Yes
Milestone Care reminder David Johnson djohnson@example.com Every week SuperBig Main ® Active

Profiles with a No recipient status are profiles where recipients have unsubscribed, did

notification by updating it with a valid recipient.

not subscribe, or are no longer valid contacts. Although notifications are not being sent for
this profile, the profile information is retained for reference, and you can reactivate the

Double-click a notification profile or select Edit in the preview panel to open the edit window.

Here in the edit window, you can Delete or modify the notification profile, and, for example, update the recipient
information, change the frequency, or select a different license group. The Save button becomes active after you
make changes to the notification profile.
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@ The original recipient has unsubscribed or did not subscribe within 30 days.

@ The original recipient has unsubscribed or did not subscribe within 30 days.

. x ) X
Edit error reports Edit error reports
Send email reports for server errors as they occur and as a summary over a defined time

Send email reports for server errors as they occur and as a summary over a defined time
period. Recipients must opt-in within 30 days.

period. Recipients must opt-in within 30 days.

Recipient's email address: Time zone: Recipient's email address: Time zone:

Enter an e-mail address (UTQ) UTC = rmosley@example.com (UTQ) UTC -
First name: Last name: rst name: Last name:

Enter first name Enter igst name Roger Mosley
I send error report summary every: 6 hours = Send error report summary every: 6 hours 8

[J send an instant report for every error [ send an instant report for every error

Send an error report for: Send an error report for:

Keegan Self Storage 4 Keegan Self Storage

Creator settings:

Creator settings: £
t creator an email w

¥ Send report creator an email whenever the opt-in status changes # Send re

n status changes
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About Milestone

Milestone Systems is a leading provider of open platform video management software; technology that helps
the world see how to ensure safety, protect assets and increase business efficiency. Milestone Systems
enables an open platform community that drives collaboration and innovation in the development and use of
network video technology, with reliable and scalable solutions that are proven in more than 150,000 sites
worldwide. Founded in 1998, Milestone Systems is a stand-alone company in the Canon Group. For more
information, visit https://www.milestonesys.com/.
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